H 6] [ f5 » 10/2014

Unal FH Wireshark . _E.iZ Wi} ]

—] 1=
ik~
PCS 7 HIRI[EH

http://support.automation.siemens.com/CN/view/zh/104206857




Copyright © Siemens
AG Copyright year
All rights reserved

H %

] 1TSS 3
BB LA et 3
PR E =R A S L S D 3 O 4
3.1 WA 4 RS, I B8 S TR R A DGR e, 5
B LRI STHTIR R ..o 5
3. 2 IR TRIE I e 6
IR L T = OO 6
3.2 WA AT R L LRI Z2 IR 238 e, 7
B2 L B I BT s 7
3.3 WA M AL T AR R S e, 9



Copyright © Siemens

AG Copyright year

All rights reserved

1. 5]5

£ PCS7 Ol H B, — @ EHCE I RS0 28 A 2o i 28 IS (] [R] 20, (R UE 2% 5L AT A 4%
il g AR SRl BRI TRV — B0, 0 T AR B s 2 AR B, lan. BUH
B2 CPU, TEHHTHEEN TR, T CPU Z IR [B&A FE, Hrlae RINEM kAL
I I 21 T ) o 7L o

KT RIFEARE, W25 N K SO

(S7 V6.1 NscHlif (] [0 Thfe CHBRRD )

http://www.ad.siemens.com.cn/download/searchResult.aspx?searchText=A0147

W R BT E I RIS E, SRS B (el R TR, (HARRe RGO T
AFEPEA LRI, Bilhn: BUH BAER 75 =07 RRphiE, 2L HELR L, AN 5 Rl
B e W7 T A I R, 3R B SR B A A5 2 I 18] R0 A4 S, 0 T 1) A 2 AR A 5 B
Wireshark i 23X B — 3 DI RE SRR BOTT IR 8 URSC T BT 2% 8 AT DASI IR ARSI o 20% 38 TR AR 40
AT RIS 0 AT A 10X 2 30 TR DRI SR . mT DL ad s B T S T WX e, 7T A
SR C R A Sy PR E S A S

2. HEETIE

Wireshark B2 HIRE AT, AT ERBL AT DT h TR, AT BAERE TR
B, NN B

http://www.wireshark.org/download.html

Wireshark & /7 F & 5#%

MLl Wireshark V1.8.1 79, AR Un{aI I E R Hrinf [l 2

TR, WG %d, L b 2B R Mg iE, A Re - EAR
WM. $RF Wireshark 8, Wilie, fEfemisE— g, HUMEBOE. f8E e
DA, U — S SO, an s s

< Marme
L e 4EETITE
[iwiresharkPortable

i viresharkPortable-1.8. l.paf.em;]


http://www.ad.siemens.com.cn/download/searchResult.aspx?searchText=A0147
http://www.wireshark.org/download.html

Copyright © Siemens
AG Copyright year
All rights reserved
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Chooze Install Location
Choose the Folder in which bo install wireshark Portable, i

Setup will install \Wireshark Portable in the Following Folder. Ta install in a different Folder, click.
Browse and select another Folder. Click Install ta start the installation.
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Fie Edit Yew Go Capture Anabze Statistics Telephony Tools Intermals Help

@uses Ex2e/acs29T 2 EE Q

anﬂﬁﬁﬁﬁ ViExpressiun... |
Mo, Time Sorce Destination
1307 55.622323000 FujitsuS_ad:la:d9 Broadcast
1308 55.687391000 192.168.0.144 189251680138
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@ Wireshark: Capture Interfaces
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O B® wiware Virtual Ehernet Adapter 192.168.40.1 [ Detalls
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SiemensA_Be:03:at  Broadcast AR
2 0 222226000 192.166.0.143 192.166.0.223 ICMP
30.223145000  192.168.0.223 192.166.0.143 ICMP
40,331724000  HewlettP_fh:7bi6a Broadcast ARF
50.391264000  192.168.0.143 192.168.0.105 ICMP
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" Wireshark: Capture Options M=1E3

rCapture-
Capture Interface Link-layer header Pram, MadeSnaplen [B]Buffer [MB]C
Intel{R) Centrino(R) Advan... Ethernet enable efault 1
[l J i d th hled  defaul
Intel(R) 82579LM Gigabit Ne... ]
o Ethernet enabled  default 1
Ak RHEEHN
| ¥

[ Capture on all interfaces Manage Interfaces

Capture all In promiscuous mode

. [ Start H Close ]

9 FHKILHE R Z AL M
FE T T F RIS BT shm AL B 2% 1< “ether host 09:00:06:01:ff:ef” , A58 T OK.

| 7 Edit Interface Settings CEX
rCapture -
1 nterface: InteliR) B2579LM Gigabit Netwark ConnectF4-FEBE-4B4F-4C9B-1BBC4411FEEC)

IP address; 102.169.0,143

Link-layer header type:

Capture packets in promiscuous made

[ Limit each packet to (5525

Buffer size: 1  megabyte(s)
L —

: Caphure Filter: (;aiher host 09:00:06:01.:ff:eff ] HCompiIe BPF]
'= l Ok H Cancel ]

10 BoE LS
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' Wireshark: Capture Options

Capture -

Capture Interface
Intel(R) 82579LM Gigabit Ne..
19 143

Link-layer headerProm. Mode Snaplen [B]Buffer [MB]

* Ethernet enabled default

Yilware Virtual Ethernet A...
J 5 tER Ethernet enabled  default 1
0 Yilware Virtual Ethernet A... Ethernat enabled default 1

192,168.80.1

£
[[] Capture on all interfaces Manage Interfaces

Capture all in promiscuous mode

“ Start ]]l Close l

11 JA B3R
TS B4 1 Capture filter 2611, RGURSMILAT &R HHRSC, WARMZ 14
WINCC 5 PLC K"k, Wireshark gt 243t I 8] A5 4R 3C, - 4T B s:

i 20140823 _TWO_MASTER. pcapng [Wireshark 1.8.1 (SYNRev 43946 from ftrunk-1.8)]

Fle Edt Yiew Go Captue fnalyze Statistics Telephony Took Infernals Help

BUBON EEXEE A¢s9TLBE QRN DN

Fi\ter:!eth.dst==09100:06:01:ff:ef % ? Hﬁﬁhﬁ V‘Expression... Clear fpply Save

ho, Time: Destination Pratocol  Length Info
90f 12. BBB50L000 | Hewlett-_hd:77:5¢] siemens_0Ll:ff:ef  LLC 60 U, func=UI; SNAP,
1011 15. 557002000 siemens_00:00:84 | siemens_01:ff:ef  LLC 60 U, func=UI; SNAP,
1510 25.556757000) siemens_00:00:84 | siemens_(L:ff:ef  LLC a0 U, func=UI; SHAP,
2137 35.596633000] siemens_00:00:84 | siemens_01:ff:ef  LLC 80 1, func=UI; SMAP,
2507 45,556462000] Siemens_00:00:84 | siemens_01:ff:ef  LLC 60 1, func=UI; SMNAP,
2881 55.594293000] siemens_00:00:84 | siemens_01:ff:ef  LLC 60 U, func=UI; SNAR,

EARHR

12 B AF B 3R & 2 AR AR
R E, FILBARSCIRA BT E R H 5%, DME T2 J5 7047

3.3 W M T SN 18] ([R5 4R 5
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Time Synchronization - [0S(1).mcp]

Gerneral Settings

[ Use time receive utility

[~ Deactivate time synchronization Cancel

v Synchionization via Terminal Bugs [Slave]

~

(* Uz the time from a specific computer:;

Computer 1: [192.1668.0.107

o
Computer 2: | J

(™ Let time be zet by external [3rd - party] components

Proceszs controling meszsages Project documentation

W Send once Print
P
Setup

K] 13 WIinCC = ()i g [R5 % B
FEAE ) v o B R) [R5 A i, i Wireshark JTBGR SCR BN T B3RS0, RO
1% ““Error:STATUS_LOGON_FAILURE” , iX it ¥ AHLEHF] 192.168.0.107 X & it5
WU G SRI, 8 E VE BEHLI PP 45 RN B R 45— I L AR

o, 1 Saurce Destination Length Tnfo
FujitsuT_21:3d: Broadcast 80 who has 192.168.0.2257 Tell 192.168.0.3
253 192.168.0.107 192.168.0.178 62 nathios-ssn » aplx [S¥N, ACK] Seg=0 Ack=1 Win=B192 Len=0 M35=1480 SaCk_PERM=1
254 192.168.0.107 192.168.0.178 60 microsoft-ds » dfn [ACK] Seg=341 Ack=727 win=83852 Len=0
255 192.168.0.107 192.168.0.178 62 microsoft-ds » amnivision [SvN, ACK] Seq=0 Ack=1 Win=B192 Len=0 M35<1480 SACK_PERM=L
256 192.168.0.178 192.168.0.107 4 amnivision » microsoft-ds [Ack] Seqel Ack=l Win=6333% Len=0
257 192.168.0.107  192.168.0.178 62 nathios-ssn » hhb-gatewzy [SYN, ACK] Seq=0 Ack=1 Win=B192 Len=0 M35=1480 SACK_PERM=L
298 192.168.0.178 192.168.0.107 191 Negotiate Protocol Request
] § [ r > dfn A
260 192,168.0.107 192.108,0,178 185 Megotiate Protocol Response
261 192,168.0.178 192,168.0.107 294 Session Setun And Request, NTLMSSP_NEGOTIATE
260 192.188.0.107 192.168.0.178 424 Session SEILMX Response, NTLMSSP_CHALLEWGE, Error: STATUS MORE_PROCESSING_REQUIRED
263 192,168,017 192.108,0,107  |402 Session Setug And Request, NTLMSSP_AUTH, User: GOMGDY\Administrator
264 192,168.0.107 192.1¢8.0,178 53 Session Setup AndX Response, Error: STATUS_LOGON_FAILURE
265 192,168.0.106 192,168.0.178 00 Echo (pTng) request 1o=0x0008, seg=73l! 36962, TT1=008
266 192,168,0.178 192,168.0.108 42 echa (ping) reply  1d=0x0008, seq=7312/36882, tt1-128
267 1 Hewlett-_aa:2f ! Broadeast 60 who has 192,188.0.1847 Tel1 192,168.0.108
268 1192,168,0.178 192,168,0.13 42 Echa (ping) request 1d=0x0200, seq=35078/1673, tt1=128
269 1192,168,0.13  192,168,0.178 60 Echo (ging) reply  id=0x0200, seq=33078/1673, t11<128
270 1192,168,0.178  192,168,0.107 54 amnivision » microsoft-ds [ACK] Seq=728 Ack=341 Win=64503 Len=0 :
2710 Siemens_00:00:7 Hewlett-_b4:77: 118 detachUserreguest
272 1 Hewlett-_h4:77: Siemens_00:00:7 60 AK TROU (40) dst-ref: Ox0402 Credit: 1
2731192,168,0.178  192,168,0.107 42 Echa (ping) request 1d=0x0200, seq=35334/1674, 111128
274 1192,168,0.107 192,168,0.178 60 Echo (ping) reply  id=0x0200, seq=33334/1674, 111128
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