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This entry is from the Siemens Industry Online Support. The general terms of use
(http://www.siemens.com/terms of use) apply.

Security
informa-
tion

Siemens provides products and solutions with industrial security functions that
support the secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber
threats, it is necessary to implement — and continuously maintain — a holistic,
state-of-the-art industrial security concept. Siemens’ products and solutions only
form one element of such a concept.

Customer is responsible to prevent unauthorized access to its plants, systems,
machines and networks. Systems, machines and components should only be
connected to the enterprise network or the internet if and to the extent necessary
and with appropriate security measures (e.g. use of firewalls and network
segmentation) in place.

Additionally, Siemens’ guidance on appropriate security measures should be
taken into account. For more information about industrial security, please
visithttps://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them
more secure. Siemens strongly recommends to apply product updates as soon
as available and to always use the latest product versions. Use of product
versions that are no longer supported, and failure to apply latest updates may
increase customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial
Security RSS Feed under https://www.siemens.com/industrialsecurity.
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1 Introduction

1 Introduction

This document contains information on the software update of a virtualization

system implemented with "SIMATIC Virtualization as a Service".
The software update is carried out in the following steps:
e Update of thin clients

- Adjustment of settings

- VMware vSphere Client

- Client Integration Plugin

- ILO Remote Console
e Virtualization server update

- Firmware

- VMware vSphere ESXi (Hypervisor)
e Updating of the virtual machine software.

Validity
This document applies to the following products:
"SIMATIC Virtualization as a Service" as of V1.0

SiVaaS Upgrade
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2 Creating a backup

2 Creating a backup

Backup of the virtual machines

Before starting the upgrade, make a complete backup of your data. The current
state of a virtual machine can be exported to the OVF format.
You can find information about this in the manual on the supplied data medium

SiVaaS Upgrade
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3 Updating the Thin Clients

3 Updating the Thin Clients

3.1 Disabling the write protection

In order to preserve any changes made to the system settings after the restart, the
write protection of the thin clients must be deactivated. This requires administrator
rights

To deactivate the Thin Client write protection, proceed as follows:

1. Log on as Administrator.

2. Right-click on the "lock" icon in the system tray and select "Disable EWF (D)"
(EWF = Enhanced Write Filter) or "Disable UWF" (UWF = Unified Write Filter).
This deactivates the write protection of the HP Thin Client.

Enable EWF(E)
Disable EWF(D)
Commit EWF(C)

Clear CommandiL)

Enable UWF
Disable UWF

Clear commands

SiVaaS Upgrade
Entry-ID: 109478951, V1.2, 02/2018



3 Updating the Thin Clients

© Siemens AG 2018 All rights reserved

3.2 Changing the swap directory

The swap directory (TEMP or TMP) is set up on a RAM disk whose size is
insufficient for unpacking the VMware vSphere Client software during installation.
For this reason, the directories for the installation must be placed on the C partition.

Proceed as follows to change the directories for the installation:

1. Open the "Environment Variables" dialog via "Control Panel > System >
Advanced System > Environment Variables".

2. Click on the "Edit" button and change the paths as follows:
- ZA\TEMP > C\TEMP
- Z\TMP > C:\TMP

=
« v 4+ & of Control Panel » Al Control Panel ltems » System | v & | Search Control Panel »
Control Panel H . L . @
oniretFansinome View basic information about your computer
& Device Manager Windows edition
) Remote settings
& System protection User variables for Admin
ot s [T e Pt
YR p——— omputer Name  Hardware | Advanced |system Protection Remote
Variable Value
You must be logged Administrator to make most of these ch
ou must be fogged on 8 an AdminsrEiarta male mast ot ese changes Path 5USERPROFILES4\AppData\LocahMicrosoft\WindowsApps:
Performance TEMP Z:\Tem
Visual effects, processor scheduiing, memory usage, and vitual memory —
Settings
User Profiles
Deskdop settings related to your signin
Settings... e
System variables
Startup and Recovery
System startup, system failure, and debugging information Variable Value o
ComSpec C\Windows\system32\emd.exe
Settings NUMBER_OF_PROCESSORS 4
05 Windows_NT
et Path CAWindows\system3Z,C:\Windows; CAWindows\ System32\Whem,.
PATHEXT {COM;.EXE; BAT;. CMD; VBS; VBE;.JS;.JSE; WSF;.WSH;. MSC
PROCESSOR_ARCHITECTURE  AMD64
seeile oK Cancel Aoy PROCESSOR IDENTIFIER AMDB4 Familv 21 Model 96 Steppina 1. AuthenticAMD %
Security and Maintenance
New.. Edit... Delete

i
_ . -
le
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3 Updating the Thin Clients

3.3 Downloading the installation file to update the
"VMware vSphere Client“application

To download a recent installation file of the VMware vSphere Client application,
follow these steps:

1. Open Internet Explorer and enter the IP address of your ESXi server as the
destination.

2. Confirm that you acknowledge the certificate of the server.
The server's welcome page is displayed.

3. Select "Download vSphere Client for Windows" to download the installation file.

Note The version of the VMware vSphere Client application must be the same as the
installed ESXi version.

4. If the thin client does not have an Internet connection, you can copy the link
and download the installation file from another device connected to the

© Siemens AG 2018 All rights reserved

Internet.

e 2 https//10.10.50.4/ 0O ~ € Certifi.. & | & Welcome to VMware ESXi

VMware ESXi

Welcome

Getting Started

If you need to access this host remotely, use the following program
to install vSphere Client software. After running the installer, start
the client and log in to this host.

l * Download vSphere Client for Windows I

* Upen the VMware Host Llient

To streamline your IT operations with vSphere, use the following
program to install vCenter. vCenter will help you consolidate and
optimize workload distribution across ESX hosts, reduce new system
deployment time from weeks to seconds, monitor your virtual
computing environment around the clock, avoid service disruptions
due to planned hardware maintenance or unexpected failure,
centralize access control, and automate system administration tasks.

« Download VMware vCenter
If you need more help, please refer to our documentation library:
+ ySphere Documentation

You are running HPE Customized Image ESXi 6.0.0 Update 2 version
600.9.5.0.48 released on April 2016 and based on ESXi 6.0.0 Update
2 Vmkernel Release Build 3620759.

For Administrators

vSphere Remote Command Line

The Remote Command Line allows you to
use command line tocls to manage vSphere
frem a dient machine. These tools can be
used in shell scripts to automate day-to-day
operations.

# Download the Virtual Appliance

# Download the Windows Installer (exe)

# Download the Linux Installer (tar.gz)

Web-Based Datastore Browser

Use your web browser to find and download
files (for example, virtual machine and
virtual disk files).

» Browse datastores in this host's inventory

For Developers

vSphere Web Services SDK

Learn about our latest SDKs, Toolkits, and
APIs for managing VMware ESX, ESXi, and
VMware vCenter. Get sample code,
reference documentation, participate in our
Forum Discussions, and view our latest
Sessions and Webinars.

SiVaaS Upgrade
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3 Updating the Thin Clients

3.4

3.5

3.6

3.7

3.8

Installing the "VMware vSphere Client application”

1. Run the application installation file.
The destination folder for the installation must be an uncompressed folder on
the C:\ partition. To do this, as suggested by the system, create a new folder
under "C:\Program Files (x86)\VMware\Infrastructure" and remove the
compression from the folder properties.

2. Follow the instructions of the installation wizard.

Installation of the "Client Integration Plugin”

For a description of how to install the Client Integration Plugin, see:

https://docs.vmware.com/en/VMware-
vSphere/6.0/com.vmware.vsphere.vm admin.doc/GUID-3FC8F86B-7F4A-450C-
9D1F-0275E403F71C.html

Installation or update of the application "Integrated
Remote Console"

If you want to use HPE iLO to administer the server, we recommend that you install
the HP Lights-Out Console.

http://h20564.www2.hpe.com/hpsc/swd/public/detail?switemld=MTX 4f842ceb31cf
48d392e22705a8

Resetting to the defaults

After installation, the swap directories must, as described in section 3.2, be placed
back in the Z:\ partition.

Proceed analogously to the steps described in section 3.2.

Activate write protection

After the installation is finished and the swap directories are reset, the changes to
the system are completed.

3. To enable write protection, follow the procedure in section Fehler!
Verweisquelle konnte nicht gefunden werden. and in this case, select the
option "EWF(E)"/"Enable UWF".

4. Then restart the Thin Client

SiVaaS Upgrade
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4 Virtualization server update

4 Virtualization server update

4.1 Updating the firmware

Introduction

The firmware of the virtualization server should be kept up to date. The following
section describes how to obtain and install the latest firmware.

Downloading the installation file to update the firmware

1. To update the firmware, you need the latest "HP Service Pack for ProLiant". To
download this, click on the following link:
http://h17007.www1.hpe.com/us/en/enterprise/servers/products/service pack/s

pp/index.aspx
The download page of the HP Service Pack for ProLiant (SPP) opens.

2. If your server belongs to generation 8, click on the corresponding post-
production version at the top of the download page.

Hewlett Packard Solutions Services Products About Us Support
Enterprise

Service Pack for ProLiant (SPP) Version 2017.10.1

017.07.2 2017.04.0

Download | HotFixes & Advisories  Documentation FAQ

Click to view the SPP Support Statement Download(s)

By downloading these products, you agree to the terms and
conditions of the End User License Agreement(s) listed below. Refer
to the documentation regarding using the image once downloaded to your

The Service Pack for ProLiant (SPP) is a comprehensive
systems software and firmware update solution, which is
delivered as a single ISO image. This solution uses Smart

Update Manager (SUM) as the deployment tool and is tested on environment
all HPE ProLiant Geng and Gen10 servers as defined in the NOTICE: Access o the SPP requires validation via the HPE Support
Service Pack for ProLiant Server Support Guide found at Center_An active warranty or HPE support is required to

download the SPP. For more information, please view the SPP
Warranty/Support Agreement Validation document; an HPE Passport login
is required.

www hpe com/servers/spp/documentation

3. Inthe "SPP ISO Image" section, click the "Service Pack for ProLiant" link to
request the entire service pack.

TS TEquTey

RECOMMENDATION: Before downloading, please complete the one-time
Important Notes: association of a warranty or HPE Support Services to the user profile on

HPE OneView Customers - Please review HPE OneView - the Conlracts & Warranties page

OneView Reports "The Firmware Bundle Information Is
Unavailable” When Uploading the Service Pack for ProLiant

2017.07 .1 (or Later) prior to using the SPP. Before installing this
SPP on Synergy, please review the information at

www_hpe com/downloads/synergy

The 2017101 SPP is a production SPP and contains
components for the Gen9 and Gen10 server platforms.
Components for the G7 and Gen8 server platforms are available
in the Post-Production SPPs and can be downloaded from
www_hpe com/servers/SPP/download. For additional information,
please refer to Reducing Server Updates

Release Summary:

SPP 2017101 is a replacement for SPP 2017 10.0 addressing
these issues

« HPE Virtual Connect 4.60 and 4.61 — Reboot/Reset/Power-
Cycle of Blade(s) or VC Module(s) May Result in Loss of
Stacking Link Between VC Modules, Latency in FCoE Traffic
and Uplink May Not Form LACP Group, Causing a Network

SPP Custom Download

Create an SPP Custom Download

Filter the SPP to create a customized download. Add SPP Supplements or
reduce the download size by selecting pre-defined filter sets or choosing
individual filter options

- SPP ISO Image

Service Pack for ProLiant (5.6 GB)
TAD5 ChecksUm. 9c0104a07 D3obe bbabl105039eb34abs

SiVaaS Upgrade
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The description of the service pack (SSP) is displayed.
4. Click on "Obtain software".

Drivers & softfware

Drivers & software SGI product documentation and software downloads are currently being migrated, please visit the 5GI portal for
your SGI doecumentation and software needs during this migration period.

Service Pack for ProLiant
By downloading, you agree to the terms and conditions of the Hewleit Packard Enterprise Software License

Agreement.
Note: Some software requires a valid warranty, current Hewlett Packard Enterprise support contract, or

a license fee.

Type: Application (Entitlement Required) - System Management
Version: 2017.10.1(31 Oct 2017)
Operating System(s): SUSE Linux Enferprise Server 11 (AMD6&4/EM64T)

Red Hat Enterprise Linux 6 Server (x86-64)
SUSE Linux Enterprise Server 12

Red Hat Enterprise Linux 7 Server
Microsoft Windows Server 2012

Microsoft Windows Server 2012 Essentials
Microsoft Windows Server 2012 R2
VMware vSphere 6.0

Microsoft Windows Server 2016

VMware vSphere 6.5
Descripti Enh

Release Fixes Important Revision
Instructions Notes History

5. Click on the link "Sign-in now".
The log-in dialog is opened.

Hewlett Packard Solutions Services Products About Us Support

Enterprise

Sign in
Sign in using HPE Passport 2

Required *
Userlio ~

*Your user ID may be your email. Forgot User ID

Password *

Forgot Password

Remember me on this computer

Create an account | | Sign in |

& HPE Passport is secure

6. If you are not yet registered with HP, click "Create an account" and create a
user account. This is necessary to download and manage the installation file.

7. If you have an HP user account, log in to the HP website accordingly.
To prove that you have permission to download the installation file, you must
enter your virtualization server in your HP user account.

SiVaaS Upgrade
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4 Virtualization server update

8. Repeat steps 1 and 2 (if necessary). Click on "Obtain software" again. Confirm
the dialog by clicking on "Contracts & warranties".

Support validation required

An active warranty or support agreement covering Proliant servers must be linked to your
HPE Support Center profile to access this application.

Help about access to application for Proliant servers

Cancel Conftracts & warranties
H up oy H n
9. Click on "Link warranties".
* A WBeasnw - - - » o
e‘&) ‘ =| https//h20566mww2hp.. O ~ @ & H =| Contracts and warranties - ... | ‘ -
Link contracts & warranties to your HPESC Other contract & warranty services A
account Manage contract & warranty shares
Link support agreements In manage sharing you can:
Link a support agreement to your HPE Passport user ID so you + create a share including a group of users and entitlement
can access entitled HPE Support Center services. items
Link packaged support « make one or more users administrators of the share
Link packaged support to your HPE Passport user ID so you can « set feature services available to that group of users
access entitled HPE Support Center services. Edit my contracts & warranties
Change ownership type or packaged support or warranty
Link your product warranty to your HPE Passport user ID so you nicknames.
can access entitled HPE Support Center services. .
Transfer ownership
Batch link tool Transfer support agreements, packaged support or warranties
Link contracts & warranties 1o your profile by uploading your linked to your user ID to another HPE Support Center user.
batch link file (CSV format) file to HPE S t Center. Your fil . .
2reh fin '?( ormat) file to Upport Lenter. Your file Unlink contracts & warranties
. will be submitted for a separate batch process. . 3
Remove the association between your user ID and entitlements
View my contracts & warranties currently linked to you. You lose all privileges associated with
View all support agreements, packaged support and warranties those entitlements.
that are linked to your user ID or shared with you by another
. N Help
HPE Suppert Center user. You can see entitlement details and . . L .
access many My contract & warranty features from this view. This section provides information on how o manage your
contracts and warranties that are linked to your HPE Passport
account. You will find detailed information on: the
linking/unlinking process, sharing process, transferring of
contracts and waranties, changing ownership models, and how
to upload(batch) a large number of entitlements in one single
I file to your HPE Passport account.

SiVaaS Upgrade
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10. Enter the serial number and product number of your virtualization server and
confirm the entry.

The product number of the generation 9 server is 719064-B21. The product
number of the generation 8 server is 653200-B21.

S— _ =
v A .. . - — —y —r =lE
g > |=' hitps://h20 whp. O~ @ G” =] Link warranties - HPE Supp... | ‘ _— 1 &
A
Product serial Product number
Mem  number* ‘i Product location Assign nickname § Ownership type * §
1. [[czseozwism | + [[700ss-21 ] + [[cermany [~ ]+ [ stvaas | + [Mulniple [~]
2 + +[ Unitedstates [~ [+ +fsinge  [v]
s . + [omass Tv s .
. . + [ < N Erra—r
5 .  [Gisms <. .
Add more warranties
v

Your guarantee agreement will be linked to your user account.

11. Repeat steps 1. to 3.
Since you are already logged in and your virtualization server is known, you
will be taken to the "Product details & specifications” page. On this page you
will find prerequisites, improvements to previous versions and instructions for
updating.

SiVaaS Upgrade
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12. Click on the "Select" button.
[ e MR W - - T RO R = e |

ee =) https//h20392www2hpeco.. O v X | O Hewlett Packard Enterprise x‘ ‘

Hewlett Packard Solutions Services Products About Us Support

Enterprise

Welcome, Sign-out| Edityourprofie  [;=] | United States-English ¥ | | Search Software Depot

Service Pack for ProLiant 2017.07.1

Electronic download

Frequently asked .
questions Overview

Description:

HP Inc. Software Depot

The Service Pack for ProLiant (SPP) is a comprehensive systems software and firmware update solution,
which is delivered as a single ISO image. This solution uses Smart Update Manager (SUM) as the
deployment tool and is tested on all HPE ProLiant Geng and Gen10 servers as defined in the Service Pack
for ProLiant Server Support Guide found at www_hpe com/servers/spp/documentation

Upgrade Requirement:

Users should update to this version if their system is affected by one of the documented fixes or if there is a
desire to utilize any of the enhanced functionality provided by this version.

Important Notes:

In order to reduce the frequency at which servers need to be updated, HPE has changed the packaging and
delivery of the SPP. There are now two types of SPPs:

= A single “Production SPP” that contains the firmware and drivers for the all of the production server
generations, and
r = Multiple server generation-specific “Post-Production SPPs” that contain the firmware and drivers for a
Sign up to get product] specific post-production server generation (e.g. Gen8 only Post-Production SPP that contains the
updates, drivers and firmware and drivers for all of Gen8 server models).

13. On the next page, review and confirm your personal contact information and
license agreement.

14. Download the SSP as an ISO file. You will receive the required confirmation
number by e-mail.

GGD‘ = https;//h20576 www2hpe.com/' O v @ OH =| Software downloads and lic.. X ‘ ‘ ﬂﬁ X

Hewlett Packard Solutions  Services  Products  AboutUs  Support
Enterprise

Welcome,
daniel.voelschow@siemens.com

Software downloads and licenses

Sign-out  Edit your profile 1 United States-English  \/*

' Software Depor

Electronic download Customer Name: D_aniel Voelschow Conﬁrma_rioll Number: 526686569
Company Name:  Siemens AG Transaction Date: September 21 2017 at 09:57 (UTO)
2 Frequently asked Email: daniel.voelschow@siemens.com
questions Product Name Product # Version Deliverables
Service Pack for ProLiant 2017.07.1 spp-2017.07.1_1 2017071 1 TR
A Provide site feedback
gj Sign up to get product + ~ Collapse All
updates, drivers and
support alerts Search
=1 T Software
881936-001 (spp-2017.07.1-5PP2017071.2017_0718.1150) 465GB More Details §
Sornorc N
2017.07.1-5PP2017071.2017_0718.1Liso.mdSsum) 0.06K8 more Detais Q) [

SiVaaS Upgrade
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Installation

Note As an alternative to installing via iLO, you can write the SPP to a USB stick using
the HP USB key utility. For a description of the procedure, see the Hewlett
Packard Enterprise Support Center. The link to download the tool is listed at the
end of the description.

Then plug the USB stick into the server and continue with step 4 of the
installation.

1. Open Internet Explorer, enter the IP address of your ILO account and log in to
the ILO portal.

2. Start the integrated remote console on a .NET basis.
T W T . e T W
et) (2 iLO: localhost sivaaslocal - 1 | | {a e :;:

Local User Administrator —~ HOME | SIGN OUT
mm

iLO 4 iLO Hostname:

[l 3 ProLiant DL380 Gend

Enterprise

Expand All iLO Overview
~ Informat
ermaien Information Status
Server Name lecalhost sivaas local System Health 4, Degraded
System Information
Product Name ProLiant DL380 Geng Server Power @ ON
1LO Event Log uuiD — Bl = - UID Indicator  { UID OFF
Integrated Management Log Server Serial Number = o ol TPM Staws  Not Present
Product ID = SD-Card Status Not Present
Active Health System Log
System ROM P89 v2.30 (09/13/2016) iLO DatefTime  Wed Sep 20 13:04:35 2017
Diagnostics System ROM Date 09113/2016
Location Discovery Serviees Backup System ROM 015 Connection to HPE
Integrated Remote Consol¢ Java Web Start  Java Applet
Insight Agent
License Type mm——anced Not registered
> iLO Federation iLO Firmware Version 2.50 Sep 232016
Il > Remote cansore IP Address 10.10.405
Link-Local IPv6 Address
> Virtual Media iLO Hostname L e |

> Power Management

> Network
Active Sessions
> Remote Support

% ATTIETET User = IP Address Source
Local User: Administrator 10.10.149.234 HTTPS
Local User: Administrator 10.10.149.234 Remote Console
Local User: Administrator 10.10.3.239 HTTPS

UD:OFF A

(DPOWER-ON @
e - |

The remote connection to the virtualization server interface is established.

3. Connect the downloaded PLC via the menu command
"Virtual Drives> Image File".

F

i iLO Integrated Remote Console - Server: sivaas0l | iLO: ILOSiVaaS0L.itfclocal

Power Switch | Virtug*Drives | Keyboard Help

Folder

Irnage File  Remowvable Media
URL Removable Media
Image File CD-ROM/DVD

URL CO-RCOM/DVD
4'3 (J T s g

: Build 2403361)

SiVaaS Upgrade
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4. Once the image file is connected, restart the virtualization server and press the
F11 key to bring up the boot menu. Set the option "Start DVD".

m iLO Integrated Remote Console - Server: localhost.sivaas.local | iLO: - - O *

Power Switch  Virtual Drives Keyboard Help

HPE ProLia nt Hewlett Packard

Enterprise

Copyright 3 kard Ente leve lopment LP

s enabled. Hyperthreading is enabled
2 . hioGH=

ystem containg a valid 1k
in all populated DIMM slc

wait. this may take a lew mone

Power Capping

L4 = L4

I — » HPE RESTHA Intallgent
ilD 4 IPu AP e —— 30

v v 52

Agentiess
Hanagement

& Rc4 JO®

1024 x 768 POST Code: 0711

m iLO Integrated Remote Console - Server: localhost.sivaas.local | iLO: - - [m} X

Power Switch  Virtual Drives Keyboard Help

Boot Menu Hewlett Packard

Enterprise

d LA 1 t 1 : HI' Ethe t 1G] J31F { NIC (PKE LP'v4)
Embedded LOM 1 Port 1 Ethernet 1 r Pod)
Embed, FlexiblelOH 1 Port 1 : HP E
Emhedded LOM 1 Port 1 : HP Ethernet 1Gh 4-port
Run a UEFL applicatiom from a File sys

Legacy BIOS One-Tine Boot Hemu

-
Online Help

“hange Selection Emor Bout from E ESC- Exit to System Utiliti

& RC4 Joo

1024 x 768
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The software automatically performs the update for all firmware components of the
virtualization server.

The ILO connection may be interrupted when updating the ILO firmware and must
be re-established manually.

m iLO Integrated Remote Console - Server: localhost.sivaas.local | iLO: | g - O *
Power Switch  Virtual Drives Keyboard Help
Localhost Guided Update
Exit
Step 1
Inventory
Inventory of baseline and node
¥ Inventory of baseling
®  Senice Pack for ProLiant  Baseline successtully asded NN  Total components 699
¥ Inventory of Localhost k
localhost  Inventory in progess | Inventory started
Abort Start Over
1024 x 768 K [p]e] & R4 V0@

5. After completion of the installation, restart the virtualization server.
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4.2 Updating the hypervisor
(VMware vSphere ESXi)

This section provides information on upgrading the virtualization server to the latest
released version. You can find information on release versions in the "SIMATIC
Virtualization as a Service" manual.

For operation on a virtualization server (HP ProLiant), VMware provides a custom
installation.

Downloading the installation file to update the hypervisor

1. To upgrade the VMware VSphere ESXi software of the virtualization server,
you need the appropriate installation image file. To download this, click on the
following link:
https://my.vmware.com/web/vmware/info/slug/datacenter_cloud_infrastructure/
vmware_vsphere/6_0#custom_iso

The download page of the software opens.

2. Select the latested version released for your automation software and click on
the "Custom ISOs" tab.

NOTE For compatibility information start the compatibility tool:
http://www.siemens.com/kompatool.

In the first step, select the version of the desired automation software in the
compatibility tool (e.g. SIMATIC PCS 7 V9.0 SP1) for which you want to query a
compatibility statement. In the second step, select the product "SIMATIC
Virtualization as a Service" and activate the option "any version”. Click on the
"Show compatibility" button and download the compatibility list.

D | d \/ M S h Product Resources
OW n o a Wa re V p e re View My Download History
Product Information

ipn:  VMware Software Manager makes it easy to find, select, and download the content
m needed to install or upgrade a VMware product or suite with the push of a button Documentstion

wSphere Community

[ Donio=dtow Support Resources
Customers who have purchased VMware vSphere 6.0 can download their relevant & GetFree Tria

installation package from the product download tab below. Looking to upgrade from
vSphere 57 Visit the VMware vSphere Upgrade Center

Important Note for SDK/CLI Users

vCenter 6.0 U3 is configured to use TLSv11 and TLSv1.2 which is a change from the
previous 6.0 version and may cause issues with SDK/CLI communication. See Knowledge

Base article 2149213

Read More

Product Downloads Drivers & Tools Open Source Custom 1SOs

~  QEM Customized Installer CDs

Lenovo Custom Image for ESXi 6.0 U3 GA Install CD 2017-12-01 Go to Downloads
Hitachi Custom Image for ESXi 6.0 U3a GA Install CD 2017-11-06 Go to Downloads
HPE Custom Image for VMware ESXi 6.0 U2 Install CD 2017-11-03 Go to Downloads
IO Cictam Imana far FSYT A N R Inctall ©N 2OATNRDA Anta Nanlsans
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3. Select the last released version (e.g. V6.0 U3) of "HPE Custom Image for ESXi
Install CD" as an ISO file from the list and download it.

Note Login to the VMware page is required for download. If you are not already
registered, create an account and then log in.
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Installation

1. Open a browser, enter the IP address of your ILO account and log in to the ILO
portal.

2. Start the Integrated Remote Console by clicking on ".NET".

f T T T e i e e =

2 @ulo localhostsivaaslocal - L. ><| ‘
il

(==}
Hewlett Packard » iLO Hostname:
Enterprise [

Expand All iLO Overview

Local User Administrator —— HOME | SIGN OUT
mm

Information Status

Server Name localhost sivaas.local System Health /i, Degraded
System Information
Product Name ProLiant DL380 Gend Server Power @ ON
iLO Event Log uuiD - Bl = LRkl UID Indicator % UID OFF
FErE T Server Serial Number = TPMStatus  Not Present
Product ID = SD-Card Status Not Present
Active Health System Log
System ROM P89 v2.30 (09/13/2016) iLO Date/Time  Wed Sep 20 13:04:35 2017
Diagnostics System ROM Date 0911312016
Location Discovery Services Backup System ROM 015 Connection to HPE
Integrated Remote Consol ] .NET flJava Web Start  Java Applet
Insight Agent
License Type mmmanced Not registered
> ILO Federation iLO Firmware Version 250 Sep 23 2016
P —— 1P Address 1010405
Link-Local IPv6 Address
> Virual Media iLO Hostname Bon o ey

> Power Management

> Network
Active Sessions
> Remote Support

s Administration User ~ IP Address Source

Local User: Administrator 10.10.149.234 HTTPS
Local User: Administrator 10.10.149.234 Remote Console
Local User: Administrator 10.10.3.239 HTTPS

(DPOWER-ON Q) um:oFF A

The remote connection to the virtualization server interface is established.

3. Connect the downloaded ISO file via the menu command "Virtual Drives >
Image File".

-

@ iLO Integrated Remote Console - Server: sivaas01 | iLO: ILOSiVaaS0l.itfclocal

Power Switch | Virtud“Drives | Keyboard Help

Folder

Image File Removable Media
LURL Removable Media
Image File CD-ROM/DVD

¢ URL CO-ROM/TVD B 2.50GH=z
40 GV Ticron 7]

: Build 24033612
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4. Once the image file is connected, restart the virtualization server and press the
F11 key to bring up the boot menu.

m iLO Integrated Remote Console - Server: localhost.sivaas.local | iLO: - - O *

Power Switch  Virtual Drives Keyboard Help

HPE ProLia nt Hewlett Packard

Enterprise

Copyright 3 kard Ente leve lopment LP

s enabled. Hyperthreading is enabled
2 . hioGH=

ystem containg a valid 1k
in all populated DIMM slc

wait. this may take a lew mone

Power Capping

4 = L
iL0 4 17 ISFEFES1:95F: wem e
v [ [

(F12) Metwork Boot ™ vemagemens

& Rc4 JO®

1024 x 768 POST Code: 0711

5. As aboot option, select the HPE iLO Virtual USB CD/DVD drive.

m iLO Integrated Remote Console - Server: localhost.sivaas.local | iLO: - - O *

Power Switch  Virtual Drives  Keyboard Help

Boot Menu Hewlett Packard

Enterprise

One-Tine Boot Henu
Pl
.-

tal My Passport 0827 .
9.37 Drive(Target:@. Lu

ort 1 : Ad o, p HIC (PHE LFw4)
Embedded LOM 1 Port 1 : HP Ethernet 1
Embed FlexiblelOH 1 Port 1 : HP E
Emhedded LOM 1 Port 1 : HP Ethernet 1Gh 4-port
Run a UEFL applicatiom from a file sys

Legacy BIOS One-Tine Boot Mewu

i
Online Help

(F1) Hetp

(& RC4 Joo

1024 x 768
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6. Select the ESXi installation file and press Enter.

m iLO Integrated Remote Console - Server: localhostsivaas.local | iLO: - - O *

Power Switch  Virtual Drives  Keyboard Help

Loading ES:

The installation is started.

m iLO Integrated Remote Console - Server: localhost.sivaas.local | iLO: - — [m} X

Power Switch  Virtual Drives  Keyboard Help

VYhuare ESXI 6.0.8 (VAKernel Release Bulld 3620753)
HP Proliant DL38E GenS

Il (RY Meon(R) CPU ES-2640 v3 B 2. 60GHz
32 GIB Menory

Start ing up services

Running DCUI start

' | f I RN RN REEEEE
1024 x 768 K[u ko] & R4 JO®

7. Follow the wizard and select the internal SD card as installation target.

Select a Disk to Install or Upgrade

= Contains a VYMFS partition
# Claimed by VYMuare Virtual SAN (VSAN)

Storage Device Capacity
Local:

Remote :

= HP LOGICAL VOLUME (naa.6B0508b1001cab?dScbea. . . ) 1.64 TiB
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8. Select the "Upgrade" option as installation type.
[

(X) Upgrade

(Esc) Cancel (Enter) DK

(Esc) Cancel (F1) Details (F5) Refresh (Enter) Continue

9. After completion of the installation, restart the virtualization server.
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5 Updating of the virtual machine software
5.1 Updating of PCS 7

5.1.1 General procedure for the PCS 7 upgrade
The PCS 7 software is updated according to the manuals for the PCS 7 software
update/upgrade.
https://support.industry.siemens.com/cs/ww/en/view/39980937

5.1.2 Importing the PCS 7 installation into the virtual environment

Since you have the PCS 7 software as a DVD, the contents of the DVDs must be
transferred to the virtual environment before installation. For this, the installation
files should be stored on the data partition of the virtual machine.

Copy contents of the installation DVDs to the internal hard disk of a virtual machine (VM)

The partition D:\ contains a folder with the installation files for the currently installed
PCS 7 version for each VM containing PCS 7. When upgrading, remove these
installation files and replace them with files from the target version.

1. Connect a data medium containing the PCS 7 DVDs with your VM to be
upgraded.

2. Copy the contents of the first DVD to the "DVD_1" folder and the contents of
the second DVD to "DVD_2".

3. Run the setup from the "DVD_1" folder and start the PCS 7 update.
After restarting the PCS 7 installation, the setup will continue automatically. By
naming the folders in DVD_1 and DVD_2, the setup automatically finds the
second DVD.

Alternative method 1: Integrate ISO images via the datastore

You can create I1SO files from the PCS 7 DVDs. These ISO files can be stored on
the datastore of the ESXi server and integrated from there via the management
console into the respective VM to be installed. A DVD change during the
installation is necessary here.

Alternative method 2: Connect installation DVDs to the management console via an
external drive

If you are using a management console that has an external DVD drive, you can
perform the installation from the DVDs. The DVD can be passed to the VM via the
"VMware vSphere Client" application and works the same way as a classic PCS 7
installation on the hardware computers.
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5.2

Updating the VMware Tools

For information on how to update or install VMware Tools, see the VMware
Knowledge Base at the following link:

https://kb.vmware.com/s/article/1018377

SiVaaS Upgrade
Entry-ID: 109478951, V1.2, 02/2018

24


https://kb.vmware.com/s/article/1018377

© Siemens AG 2018 All rights reserved

6 Compatibility

6 Compatibility

Information about the compatibility between the components of SIMATIC
virtualization as a Service and the SIMATIC PCS 7 versions is available in the
compatability tool.
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