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SIMATIC WInCC V7.2 - OPC Unified Architecture

OPC History - success story

2009 Benefits of OPC
= Open connectivity
® = Plug-and-Play
DDE (Windows 3) = Interfaces available from multiple vendors
1990

= Easy to use

= Reduces your project costs!
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SIMATIC WInCC V7.2 - OPC Unified Architecture

OPC Client

= |nitialize the OPC communication

OPC Client

1 » Reading/ writing requirements

U

asuodsay

il

" OPC
OPC Server o = Communication on basis of
== ] P— COM/DCOM, SOAP/HTTP or UA Binary
- ' -~ OPC Server
Data Source e.g- Controller = Carry out the Client requirements

= Cyclical / change controlled
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Unified Architecture

OPC Unified Architecture Principles

OPC UA is designed to deliver a true Universal Connectivity

based on a secure and simple platform to address Enterprise level challenges S
— '*“‘_’”“Jﬁfgﬂ_;;;d to be independent

of the platform.
« Access via Firewalls an

Internet

d across the

i isti PC

. OPC UA integrates existing o) .
specifications DA, A E, HDA, etc. in one | /
specification

Unified Platform -
/ Access {lindependenc
‘:.u::i-- T
nified Architecture
)

* OPC UA implements a configurable
*OPC UA s Secure-by-default, encryption

a I ] l t
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SIMATIC WInCC V7.2 - OPC Unified Architecture

Unified Access

OPC UA integrates existing OPC specifications DA, A&E, HDA, etc. in one specification.
This reduces system integration costs by providing a common architecture for accessing information.

Main OPC Classic Specifications OPC Unified Architecture

Real time data DECHBA > Data A
ctorical dat OPC A&E ST ata Access
Istorical data » Historical Access
Alarms and
Events » Alarms and Conditions
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Platform Independence
OPC UA is designed to be independent of the platform.

Using SOAP/XML over HTTP, OPC UA can be deployed on Linux, Windows XP Embedded, VxWorks, Mac,
Windows 7 and Classical Windows platforms.

HTTP/HTTPS
L TCP/IP L

Access via Firewalls and across the Internet
OPC UA uses message based security which means messages can be relayed through HTTP, UA TCP port or

any other single port available.
g ) - ' 14\ 4 ) UA
&mﬁ ~ m

in€C webinar
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OPC UA Principles: Security

Security

Unified Architecture

SIEMENS

OPC UA is Secure-by-default, encryption enabled (to encode the data transfer), uses advanced certificate

handling and authentication.

OPC UA Server

OPC UA Client
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OPC UA Principles: Security in WinCC
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Unified Architecture

The following table lists the security settings supported by the WinCC OPC UA server:

Security Policy

None?!
Basic128Rsal52

Basic256°

Security Policy

The certificate exchange is switched off.

Message Security Mode

None
None* Sign®
None* Sign®

SignAndEncrypt®

SignAndEncrypt®

Every OPC UA client can log on to the WinCC OPC UA server.
Certificate exchange with depth of encryption of 128 bit.
Certificate exchange with depth of encryption of 256 bit.

| #SL Output |

version="1.0" encoding="utf-8"
http://www.w3.org/2001/XML5chema-instance

http://opcfoundation.org/UA/2008/02/Types.xad
http://opcfoundation.org/UA/2011/03/5ecuredhipplication.x=d

opc.tcp://[HostNamea] ;4861

http://opcfoundation.org/UA/SecurityPolicy$#None

true

http://opcfoundation.org/UA/SecurityPolicy$#Basicl28R=als

true

http://opcfoundation.org/UA/SecurityPolicy$Basic256

true

http://opcfoundation.org/UA/SecurityPolicy$#None

http://opcfoundation.org/UA/SecurityPolicy$#Basicl28R=als

Authentication

L

f Message Security Mode
Unsecured exchange of data packages between client and server after a certificate check.
The data packages are signed with the certificates, but not encoded

The data packages are signed with the certificates and encoded

For user account identification of an OPC UA client,
the WinCC OPC UA server supports the methods "Anonymous" and "Windows user name / Password".

Settings of the WinCC OPC UA server

Page 11
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Unified Architecture

OPC UA Principles: Security in WinCC

The following table lists the security settings supported by the WinCC OPC UA client:

Security Policy Message Security Mode
—Server information
None None
Server URL I opc. tep: /fWINCCT2CL: 486 1
Basic None Sign SignAndEncrypt
—Security
. . S ity Poli Basic256R.sals i
Security Policy P sc2iehen !
The certificate exchange is switched off. gl o = crc ot =l
. . . . v _Authentication
Certificate exchange with depth of encryption of Basic128/-192/-256, e
Basic128Rsal5/-192Rsal5/-256Rsal5 or Basic256Sha256. e =

Message Security Mode
Unsecured exchange of data packages between client and server after a certificate check. ok | concl |
The data packages are signed with the certificates, but not encoded
" The data packages are signed with the certificates and encoded

J Settings of the WinCC OPC UA client

(" Authentication
For user account identification of an OPC UA client,
the WinCC OPC UA server supports the methods "Anonymous" and "Windows user name / Password".

Page 12 V@) webinar



OPC UA Principles: Security in WinCC

Certificate store of the WinCC OPC UA server:
"<WINCC installation folder>\OPC\UAServer\PKI"

=
=

V}kc OPC UA Server

<

™
9 LLLLLLLL
6 0 Productivity
Lu\l(l/:- ......

Unified Arch itecture

SIEMENS

TR o

Certificate store of the WinCC OPC UA client:
"<WInCC installation folder>\OPC\UAWrapper\PKI"

“’f 4

e

Server

) UAServer
] PKI
E  CA

certs

| crl
J private
B |, rejected

certs

Page 13
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yitc OPC UA Client
DPC[ags ll
' bk This OPC server does not support a Browser Interface!
Client
. UAWrapper
, PKI
. CA
certs —
| private
| rejected
. certs
private
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OPC UA Principles: Security in WinCC

WinCC UA Server

= Open the configuration file
(WInCC project folder> OPC\UAServer\OPCUAServerWinCC.xml)
= Specify security settings

v | X8L Qutput |
¥ xml
OPCUA_Server_WinCC
& xminsz:xsi
& zmins:ua
& xmins:sl
-l SecuredApplication
—]E} BaseRddresses
L G D o .Sering
B3 SecurityProfileUris |
B Securit .

version="1.0" encoding="utf-8"
http://www.w3.o0rg/2001/¥XMLSchema-instance

http://opcfoundation.org/UA/2008/02/Types.xsd
http://opcfoundation.org/UA/2011/03/Securedipplication.xsd

Are tene /S THoarName] - 4857

FPolicy#None

le the setting
"false". Policy$Basicl2BRsals

|ht,t,p ://opcfoundation.org/UA/SecurityPolicy#Basic25e

Wl Pz
a e En
B3 Securi

@ Profilelri

-l---{J) ServerConfiguration
—]E) SecurityPolicies
SecurityPolicy

& ProfileUri http://opcfoundation.org/UA/SecurityPolicy#None

[ MeszageSecurityModes None

SecurityPolicy

@) ProfileUri

nttp://opcfoundation.org/UA/SecurityPolicy$#Basicl28Rsals

activate a se
te the entire

15..u..3-1..u,

Settings of the WinCC OPC UA server

Unrestricted / © Siemens AG 2013. All Rights Reserved.
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WinCC UA Client

Add the OPC communication driver
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Unified Architecture

Openass
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Use the WInCC OPC Item Manager to configure the
connections (system parameter)

Enter the URL of the WIinCC OPC UA server in the OPC

UA server dialog
Set up the security settings

Add OPC UA server

—Server information

Server URL | ope.top://WINCCT2CL: 4361

— Security

Security Policy

|Basic256Rsa15

Message Security Mode

ISign and encrypt "I

[

v Authentication

User name

Password

I siemens

J

o]

Cancel |

Settings of the WinCC OPC UA client
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SIMATIC WInCC V7.2 - OPC Unified Architecture

Reliability
OPC UA implements configurable timeouts, error detection and communication failure recovery.
OPC UA allows redundancy between applications from different vendors to be deployed.

UA Client | 4 UA Server
(Active)

UA Client

Unrestricted / © Siemens AG 2013. All Rights Reserved.
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Collabosation

Unified Architecture

SIMATIC WInCC V7.2 - OPC Unified Architecture

OPC UA is designed to deliver a true Universal Connectivity based on a secure and simple platform to address Enterprise level challenges

OPC UA Principles:
« Unified Access
Platform Independence
Access via Firewalls and across the Internet
Reliability
Security

UA Historical Access UA Historical Access

UA Data Access Historical Data Alarms & Events *

« WinCC OPC UA Server

for OPC UA Data Access OPC UA Server
and OPC UA Historical Access * IR
» Part of the WinCC ConnectivityPack OPC UA Client

UA Data Access

* WinCC OPC UA Client

for data access as WinCC Channel -

*) OPC UA Historical Access supports Historical Data.
Alarms & Events are not supported.

Unrestricted / © Siemens AG 2013. All Rights Reserved.
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Unified Architecture

WinCC OPC UA Server

The WIinCC OPC UA Server provides the following values:
Process values
Values from tag archives

TH

Lipenass
Froductivity
Collabsration

Unified Architecture
Basic information to the WinCC OPC UA Server

WinCC OPC UA server is installed as Windows service and started automatically.

WiIinCC OPC UA server supports the "UA-TCP UA-SC UA Binary" communication profile.
The used port number is adjustable (configuration file "OPCUAServerWinCC.xml*)

You access the WinCC OPC UA server via the following URL.:
opc.tcp://[HostName]:[Port]

For authorization between WinCC OPC UA server and OPC UA client certificates are exchanged.
In addition, you can encode the data transfer.

Page 19 Vﬂg&() webinar



Collabosation

SIMATIC WInCC V7.2 - OPC Unified Architecture prified Arepltecture

1. Open the configuration file (KWiInCC project folder>OPC\UAServer\OPCUAServerWinCC.xml)
2. Change the port number of the WinCC OPC UA server
3. Specify security settings

= Enable the setting with "true". Tree

........ ® =m1 verzion="1.0" encoding="utf-8"
-~ OPCUA_Server_WinCC
N N N II.I: I W e ® zmins:xsi http://www.w3.org/2001/¥MLSchema-instance
u D|Sab|e the Settlng Wlth a Se L & xmins:ua http://opcfoundation.org/ULA/2008/02/Types.x2d
---------- & zmlns:=1 http://opcfoundation.org/UA/2011/03/Securedipplication.xsd

El-IC3) Securedhpplication
B . . . S} Basehddresses
4. Specify user identification | @@ uasstring S
B3 SecurityProfilelris

E| -------- 3 SecurityProfile

5. Configure Optimized WInCC archive write access e ® Profilevrs http://opcfoundation.org/UA/SecurityPolicyéNone

-------- #® Enabled true

E| a SecurityProfile
o ProfileUri http://opcfoundation.org/UA/SecurityPolicy#Basicl28Rsals
6. Change the trace level | ©-® Enavlea
SecurityProfile
"""" # ProfileUri http://opcfoundation.org/UA/SecurityPolicy$Ba=sic25é
-------- ‘ Enabled true
#--IJ) ServerConfiguration

Unrestricted / © Siemens AG 2013. All Rights Reserved.
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WinCC OPC UA Client
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Unified Architecture

The WIinCC OPC UA client enables data access to any OPC UA server in accordance with the OPC Unified Architecture specification

Configuration of an OPC connection:

x|
1. Add the OPC Communlcatlon drlver —Server information
. . . Server URL Iopc.h:p:fﬂucalhost:qﬁﬁl
2. Use the WIinCC OPC Item Manager to configure the connections (system parameter)
—Security

3. Enter the URL of the WinCC OPC UA server in the OPC UA server dialog ecurty Policy

° Message Security Mode Mo security j
4. Click "Browse Server‘ = An error dialog opens ke

User name |

« The "rejected" folder containing the rejected server certificate e |
5. Move the server certificate from the "rejected" folder to the "certs" folder =

I

File View Options Help - ) UAILﬁJIrapFIEr

e i e | P
= e ) certs
.'| I-.\ This OPC server does not support a Browser Interface! ) private
| rejected
| certs __oJSiemensOPCUAServerforWinCC [63C1D10F5EGBF7305CB847A3C60BID0B4661385F].der  30.12.2012 14:11 Security Certificate
Select the desired OPS serve private

Page 22
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SIMATIC WInCC V7.2 - OPC Unified Architecture

Configuration of OPC tags:
1. Click "Browse Server". The "Filter criteria" dialog is opened.

2. Select the tag to be mapped in the "opc.tcp:// ..." dialog, e.g. "OPC_UA_Server_Tag". Click "Add Items".

N —ad EUEtaloaded S32-DIt unsigned
j Hnee , Q@LmlMad"lineName String
= __ ﬁocfpcm T} @RedundantServerState 16-bit unsigned
H Interne Variablen Q@E&I’VEI"NEI'HE Sh'.ng
H Liste aller 5 instanzen i @ServerVersion String
- = Liste aller Variablen T} @UA_Archive_Data_Field String
H SIMATIC 57-1200, 57-1500 Channel Q@Jﬁ_ﬁrd’i\!E_DaE_m 32-bit signed
==} Archives 4 BUA_Archive_Data_lob 32-hit signed
. ™ Compressed_archive i ®UA_Archive_Dats_Operator,..  String L]
- =} ProcessvalueArchive 3 @UA_Archive_Data_UsedMaterial 32-bit signed
- = Prozesswertarchiv 4 ®UA_Archive_Data_value String
i ®UA_Redpe_Data_Color String
T} @UA_Redpe_Data_Field String
T} @UA_Redpe_Data_ID 32-hit signed
T} @UA_Redpe_Data_lob 32-hit signed
T} @UA_Redpe_Data_Setpaint 32-hit signed
i @UA_Recipe_Data_Value String =l OPCTags

<-Back Add Items Item Properfies The current project does not contain a logical connection,
to which the selected tags could be added!

A message will be output if this connection is not available Do you want to create a suitable connection?

 Enter the connection name "OPCUAServer

Unrestricted / © Siemens AG 2013. All Rights Reserved.
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SIMATIC WInCC V7.2 - OPC Unified Architecture

OPC DA in general
OPC Client = OPC UA - Data Access:
©.9. WinCC OPC UA Glient standardizes access method to real-time data
' = OPC UA — Data Access decouples the implementation of
the device, e.g. a controller from its data items
= Every item includes information on:

OPC Server Value, Quality code and timestamp
e.g. WinCC OPC UA Server

OPC DA usage

= Used only for real-time data

= Typical queries:
= What is the process value of “tank level 1” now?
= What is the setpoint of “motor 1” now?

= Only allows the transmission of the latest values

Unrestricted / © Siemens AG 2013. All Rights Reserved.
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Unified Architecture

WinCC OPC UA — Data Access — using the timestamp from the OPC tag

Timestamp of the OPC tag is used for the message
r— Result: time stamp is used for the message

Parameters | Tet | Tag/Action Ei= I
I7ee | ! £ WinCC AlarmControl

Number: Connections
. = = ¥ 3:3 é (= A @

S l EHPMEe BEE & |E 8|5
Type: jam i
G:up ::m | = Date Time Numbe Statl WinCC message text
_ - wessage o) 1 I WinCC message

Hide mask: I _I e - I—_ : 2
:1;1”:: ID | Acknowledge bit: ID—_ 3

I is single acknowledgment only Status tag:

Timestamp of the OPC tag is used to store the trend if you use the archiving mode “Acyclic”
?

Archive Tag  Archiving | Parameters | Display | Compression | ' Result: time stamp is used for the trend

= A i —

&4 R Ana Zi WinCC OnlineTableControl
Archiving type : —— =
Acquisition: Il:un change _ﬂ @ I:—EI i 44 d> M | '-'; Hih||%% Iﬂ:lil I—_j|IE @“ﬁ| @ EJ
Archivi ' g Time column 1 [H_Trend 1 | Time column 2 [H_Trend_2
A = oo - 7/10/2013 10:26:00 AM 12 7/10/2013 11:59:1 58
e = Hysteresis: 7/10/2013 12:21:40 PM 12 7/10/20132 11:59:1 58
[ x [500 | o 7/10/2013 12:21:41 PM 12 7/10/2013 11:59:1 58
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SIMATIC WinCC V7.2 - OPC Unified Architecture

OPC Historical Access in general
= OPC Historical Access:

standardized access method to analyze archive data
= Standard method to write historical values

©
@®©
)
o

9MIM

OPC Historical Access usage

= Used only for historical data

= Typical queries:
= What is the historical value of “tank level 1" for the last hour?
= |nsert a new value for the “tank level 1” to the archive.

= Standard method
» to read historical values out of the WIinCC tag logging archive
» write historical values into WinCC tag logging archive

UA Historical Access
Historical Data

Unrestricted / © Siemens AG 2013. All Rights Reserved.
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SIMATIC WInCC V7.2 - OPC Unified Architecture

WinCC OPC UA — Historical Access - Read - write access to the WinCC Tag Logging Archive

| Source Timestamp Server [imestamp Value | Statuslode
adeld Iupc_Trend_'I
20130712 18:02:43.913 | 0001-01-01 01:00:00.000 (O Uncertain [0£00
“tart Time [F12072013123550 =] 2013-07-12 18:27:09.470 | 0001-01-01 01:00:00.000 (10 | Uncertain [0407
8 II—7 17072012 192710 ﬂ 4 20130712 18:28:37.735 | 0001-01-01 01:00:00.000 | 36 Good [0400]
= Val PerNode [ [0 = s [opc_Trend_1 —
el 2013-07-12 14:35:50.000 |23 Good EntryInserted
“etum Bounds [ Source Timestamp 12072013 143550 ]
Send Request - i WinCC OnlineTableControl
ResdRaw | s | Miscconds [0 = ﬁ
a o FIERE ] | 5 -
Server Timestamp  [1207.2013 18:35:50 =] [ E] EE @ nd
Fesult = Good Time column 1 H_Trend_1 Time column 2

7/12/2013 2:35:50 PM |23 m.
7/12/2013 3:31:18 PM |10
7/12/2013 6:02:48 PM |0 u.

7/12/2013 6:24:1
7/12/2013 6:24:1
7/12/2013 6:24 -1

Miliseconds II] ﬁ

L [Pl [

Use Source Time ™

. Double I
Data Type | Marked as manual input
Walue |23-
Siatus IGnnd j

Add History Value | Cearlist |

Unrestricted / © Siemens AG 2013. All Rights Reserved.
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Unified Architecture

WinCC OPC UA — Historical Access

To write historical data into the WinCC archive by the help of OPC UA
- Installation of the components is necessary

gram features you want to install,

QPC Alarm & Events Server
QOPC Data Access Server
COPC Historical Data Access

Configuring optimized WinCC archive write access
- By default the optimized WInCC archive write access is activated

To limited the write access specify 50 securityPolicies
a Windows users under <Users> P Peertekenrenicies
or specify a OPC UA client under <Clients> @ $ EnabledByDefaulc
which have the rights to write T B @ User
data into the WinCC database. BQ Cgens

Page 30

OPC Historical Data Access - Write Access
QOPC XML Data Access Server

— Feature Description ——
SIMATIC WinCC OPC Historical

Data Access Server - Write
Access

This feature requires 0 KB on
your hard drive.

falze

domain‘userl

—~

ClientNamel
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Thank you for your attention!
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