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Security
Informati
on

This entry originates from Siemens Industry Online Support. The conditions of use
specified there apply (http://www.siemens.com/corp/en/index/terms_of use.htm).

Siemens provides products and solutions with industrial security functions that support the
secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is
necessary to implement — and continuously maintain — a holistic, state-of-the-art industrial
security concept. Siemens’ products and solutions only form one element of such a
concept.

Customers are responsible to prevent unauthorized access to their plants, systems,
machines and networks. Systems, machines and components should only be connected
to the enterprise network or the internet if and to the extent necessary and with
appropriate security measures (e.g. use of firewalls and network segmentation) in place.
Additionally, Siemens’ guidance on appropriate security measures should be taken into
account. Additionally, Siemens’ guidance on appropriate security measures should be
taken into account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them more
secure. Siemens strongly recommends to apply product updates as soon as available and
to always use the latest product versions. Use of product versions that are no longer
supported, and failure to apply latest updates may increase customer’s exposure to cyber
threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security
RSS Feed under http://www.siemens.com/industrialsecurity.
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1 Introduction

1 Introduction

HTTP Connection

An HTTP connection is used in local networks for fast, unencrypted transmission of
non-critical data.

HTTPS Connection

An HTTPS connection provides a secured HTTP connection between operator
panels. At the beginning of the communication both operator panels have to be
authenticated with certificates. The user data are encrypted to ensure secure
communication.

Manual
More information on the topic of communication via SIMATIC HMI HTTP is
available in the system manual WinCC Advanced V13 SP1 in Entry ID 109091876.
1.1 Components Used

This entry has been created with the components below.

Software Components

Table 1-1
Component Qty. Article number Software version
WinCC TIA V13 1 6AV2102-0AA03-0AA5 SP1 Update 4
MS Windows 7 1 -- Enterprise SP1
MS Windows CE 1 - Version 6.00

Hardware Component

Component Qty. Article number Note
TP700 Comfort 1 6AV2 124-0GC01-0AX0 V13.0.1.0
PLC S7-1500 1 6ES7 515-2AM00-0ABO CPU 1515-2 PN, V1.7
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2 Description

2 Description

This entry gives you two scenarios for configuring an HTTPS connection between
WinCC Runtime Advanced and a TP700 Comfort Panel in WinCC (TIA Portal) V13
SP1 and shows you how to install certificates on each of the operator panels.

e Scenario 1:
PC-Station as HTTPS Server and a Comfort Panel as HTTPS Client.

e Scenario 2:
Comfort Panel as HTTPS Server and a PC Station as HTTPS Client.

Note This entry shows the Runtime settings of an existing connection to be made for a
WinCC Advanced V13 SP1 taking the example of an existing project for a
Comfort Panel TP700.

The project must have been transferred to the Comfort Panel TP700 and a
connection is established to the WinCC Advanced V13 SP1.

More information on the topic of HTTP and HTTPS connections is available in the
system manual WinCC Advanced V13 SP1 in Entry ID 109091876.

2.1 Scenario 1: SIMATIC PC Station as HTTPS Server and
a Comfort Panel as HTTPS Client

Configuring the HTTPS client connection

The table below shows the Runtime settings to be made in WinCC Advanced V13
SP1.

Note The settings below are for the following scenario:
e The SIMATIC PC station is the server: "PC station"

e The Comfort Panel is the client: "hmipanel”

Table 2-1
No. Procedure
1. In the project navigation you double-click the Comfort Panel "hmipanel (TP700
Comfort)" which has already been created. (1)
2. In the project navigation you double-click the "Connections" editor (2).
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2 Description

No. Procedure
3. In the area "Web server area on HMI device"
e For "Address:" you select the option "https:" (3) and enter the computer
name under which the Web server can be reached on the HMI device
(4), for example: "PC station".
e Disable the options below (5):
o0 Allow invalid computer names for certificates
o Ignore expired certificates
o Allow certificates signed by unknown publishers
4. Save your inputs and load the settings made.

Project Edit View Insert Online

5 Y saveprojec: @ ¥ =)

T4 Siemens - C:\Zertifi\Server_[PC-Station]\Server_[PC-Station]

Options  Tools  Window

B X Do 3@

Help

i B B & coonline ¥ Gooffine fo [A [ ¢ - ||

Server_[PC-Station] » hmipanel [TP700 Comfort] » Connections
Devices
BN~ #F Connections to 57 PLCs in Devices & Networks =
Connections
~ ] Server_[PCStation] Hame Communication driver | HMI time synchronization mode | Station Partner
B’ Add new device "2 Client[TF700] SIMATIC HMI HTTP
By Devices & networks <Add news
» [ PLC_1[CPU1515-2 PN]
= [} hmipanel [TP700 Comfort] \
JI{ Device configuration ‘ ¥ )
% Online & diagnostics @ [<] i [+
J Runtime settings J Parameter " Area pointer
» [ Screens
» [ Screen management
» [ HMitags TP700 Comfort Station
N D Interface: T_
v —
5 ETHERNET -]
Bl ? © (ememer L] =
1l Historical data -
» [ Scripes
5] scheduled tasks Web server on HMI device
3 cycles Coewe
» [&] Reports Address: b \ [FCStation |
%4l Text and graphic lists . o _i
) §7 Useradministration s 3 4
~ [ pC-Station [SIMATIC PC station] . Fo
[I{ Device configuration —— =
By Online & diagnestics (7] Allow invalid computer names for certificates
= b [ HM_RT 2 [WinCC RT Advanc... [ Ignore expired certificates \
Bt [
= Local modules [7]) Allow certificates signed by unknown publishers
+ 4 Common data 5
¥ 5]} Documentation settings
» [§ Languages & resources -—--
b @ "3 fr <| Il B2
Note e For an HTTP connection you can enter either the IP address or the

computer name of the Web server.

e For an HTTPS connection you must enter the computer name of the
Web server. This is because the certificate is created based on the
computer name.

HTTPS-Connection, TIA V13 SP1, HMI Panels

Entry ID: 109483471, V1.0, 04/2016




© Siemens AG 2016 All rights reserved

2 Description

Creating a certificate

The first time an HTTPS client is accessed the HTTPS server generates the
certificate itself and saves it in the "Cert.cer" file.

Note In this case the SIMATIC PC station "PC station" is the HTTPS server.

Figure 2-1

@ @ < C:\ProgramData\Siemens\CoRtHmMIiRTm\MiniWeb13.0.1\SystemRoot\SSL

Organisieren v L] Offnen Brennen Neuer Ordner
@' Musik T Name Anderungsdatum
# videos
certs
B rejected
18 Computer
= I o cert
& Lokaler D

|_ Readme

€ Netrwerk

e The saved "Cert.cer" file is located in the following directory:
"C:\ProgramData\Siemens\CoRtHmMiRTm\MiniWeb13.0.1\SystemRoot\SSL"

e Toinstall the certificate created on the HTTPS client you save the created
"Cert.cer" file on a storage medium.

Installing a certificate on the HTTPS client

The table below shows how to install the created certificate on a Comfort Panel
(HTTPS client) based on Windows CE.

Table 2-2

No. Procedure

1. Connect the storage medium on which the "Cert.cer" file is stored with the
Comfort Panel.

Open the Control Panel.

In the menu you double-click "Certificates".

In the "Certificates" window that opens you click the "Import..." button.

The "Import Certificate or..." dialog window opens.

olaA~IwIN

In the "From a File" menu you click "OK" and in the file browser you select the
"Cert.cer" file located in the storage medium.

Result

e The certificate created by the HTTPS server has already been installed on
the HTTPS client.

e When renewed access to the HTTPS client the connection to the HTTPS
server is established successfully.
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2 Description

2.2 Scenario 2: Comfort Panel as HTTPS Server and a
SIMATIC PC Station as HTTPS Client.

Configuring the HTTPS client connection

The table below shows the Runtime settings to be made in WinCC V13 SP1 on the
control room PC.

Note The settings below are for the following scenario:

Table 2-3

The Comfort Panel is the server: "hmipanel”

The SIMATIC PC station is the client: "PC station"

No.

Procedure

In the project navigation you double-click the SIMATIC PC station "PC station"
already created. (1)

In the project navigation you double-click the "HMI_RT_2 [WinCC RT Advanced]"
editor (2).

In the project navigation you double-click the "Connections" editor (3).

10.

In the area "Web server area on HMI device"

e For "Address:" you select the option "https:" (4) and enter the computer
name under which the Web server can be reached on the HMI device
(5), for example: "hmipanel"

o Disable the options below (6)
o0 Allow invalid computer names for certificates
o0 Ignore expired certificates
o Allow certificates signed by unknown publishers

11.

Save your inputs and load the settings made.
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2 Description

No. Procedure

'”'3 Siemens - C:\Zertifi\Server_[TP700 Can1f5rf]\Se|Ver_[TP700 Comfort]

Project Edit View Insert Online Options Tools Window Help

OF P sveproiect @ M = X D 5 MEEER S coonine (F coofiine f, BB x ]

Devices

B+ N~>] T | & connections to 57 PLCs in Devices & Networks =
Connections
= |7 server_[TP700 Comfort] Name Communicatien driver HMI time synchranization mode Station Fartner
' Add new device "2 Client[PC-Station] | SIMATIC HIVI HTTP =
2 Devices & networks <Add news>

» [ PLC 3 [CPU1515-2 PN]
» [} hmipanel [TP700 Comfort]
~ [ Pc-Station [SIMATIC PC station]

[ Device configuration NS (] i ] B
3 [ L
| Online &d ti :
2 r\& e rameter ” Area pointer
=~ [ HMI_RT_2 [WinCC RT Advanced]
[If Device configurstion =
%) Online & diagnostics @ ‘WinCC RT Advanced Station
| Runtime settings ) jiince Interface: I'_
o=
5 AT Adv T
,g = | ETHERNET IEd
[} Screen management S o
[ HM tags e

[ HMI alarms.

___s

5 Recipes Web server on HMl device
T Historical data =0 Address: | hreps:if [ 5] [hmipanel _
» [ serps . \1 b@
%] scheduled tasks e E e
»“m_w?sn el o IR
S| E5] Text and graphic lists | Allow invalid computer names for certficates

§9 Useradministration [7] Ignore expired certificates \

- 13 4 5 -

£ ¢ Bocalmodides [7] Allow certificates signed by unknown publishers [|

» g§ Comman data

» [5]) Documentation sertings

nguages & resources < I B

Note e For an HTTP connection you can enter either the IP address or the
computer name of the Web server.

e For an HTTPS connection you must enter the computer name of the
Web server. This is because the certificate is created based on the
computer name.

Creating a certificate

The first time an HTTPS client is accessed the HTTPS server generates the
certificate itself and saves it in the "Cert.cer" file.

Note In this case the Comfort Panel "TP700 Comfort" is the HTTPS server.

e The saved "Cert.cer" file is located in the following directory in the Comfort
Panel based on Windows CE: “\flash\simatic\SystemRoot\SSL".

e Toinstall the certificate created on the HTTPS client you save the created
"Cert.cer" file on a storage medium.

Installing a certificate on the HTTPS client

The table below shows how to install the created certificate on a PC station
(HTTPS client) based on Windows 7.
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2 Description

Table 2-4

No.

Procedure

12.

Connect the storage medium on which the "Cert.cer" file is stored with the PC
station.

13.

Call the "Input Prompt" window
¢ In the Windows Start menu you click "Start" > "Input prompt" and enter the
command "cmd".
e Then click "Enter".

14.

Open the "Certificates — Current User" window
e Enter the following command: "certmgr".
e Then click "Enter".

BA Administrator: C\Windows\system32\cmd.exe =N

Microsoft Windows [Uersion 6.1.76811
ight <c> 208%? Microsoft Corporation. All rights reserved.

m

15.

In the "Certificates - Current User" window that opens you right-click "Trusted
Root Certification Authorities”

16.

Click "All Tasks > Import...".

-ﬁ. certmgr - [Certificates - Current User\Trusted Root Certification Authorities] == |
File Action View Help

= | 2EFd8|lczH=

. ,)J Certificates - Current User Object Type
! Prrcgnal | Certificates

| Trusted Root Certification Authorities 1l

| Enterprise Trust Find Certificates...

| Intermediate Certification Authorities
Active Directory User Object All Tasks » Find Certificates...

| Trusted Publlshérs View 5 I Import... I
Untrusted Certificates )

N
_| Third-Party Root Certification Auther Refresh @
_| Trusted People Export List..

| Certificate Enrollment Requests
| Smart Card Trusted Roots Help

4 10 3

Contains actions that can be peformed on the item.
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2 Description

No.

Procedure

17.

In the "Certificate Import Wizard" window that opens you click "Next >".

Certificate Import Wizard

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back [ Next > | I Cancel |

18.

In the "File to Import" window you click "Browse..." and in the file browser you
select the "Cert.cer" file located in the storage medium. Then you click "Open"
followed by "Next >".

Certificate Import Wizard @

File to Import
Spedify the file you want to import.

File name:
a\Siemens'\cert.cer

Note: More than one certificate can be stored in a single file in the following forma
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.SST)

Learn more about certificate file formats

[ < Back ][ Next > ][ Cancel
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2 Description

No.

Procedure

19.

"Next >".
Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

the certificate.

In the "Certificate Store" window you make sure that the certificate is correctly
stored in the "Trusted Root Certification Authorities" certificate store. Then click

Windows can automatically select a certificate store, or you can specify a location for

() Automatically select the certificate store based on the type of certificate

Q) Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities

Browse...

Learn more about certificate stores

I < Back H MNext > |I Cancel |

20.

Certificate Import Wizard

Wizard

In the "Completing the Certificate Import Wizard" window you click "Finish".

Completing the Certificate Import

The certificate will be imported after you didk Finish.

You have spedified the following settings:

Content
File Name

Certificate Store Selected by User Trusted Root Certifice

Certificate
C:\ProgramData\Siem!

I < Back ”

Finish | I Cancel |

21.

certificate.

In the "Security Warning" window you click "Yes" to confirm installation of the
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2 Description

No.

Procedure

-

ﬁ certmgr - [Certificates - Current User\Trusted Root Certification Authorties\ Certificates]

e

File Action View Help
== G l=| H =
_B}}J Certificates - Current User Issued To Issued By

. || Personal
4 || Trusted Root Certification Authorities
| Certificates
_| Enterprise Trust
| Intermediate Certification Authorities
> || Active Directory User Object
| Trusted Publishers
| Untrusted Certificates
> || Third-Party Root Certification Authorities
> || Trusted People
~| Certificate Enrollment Requests
| Smart Card Trusted Roots

[Z]GTE CvberTrust Global Root

53] Class 3 Public Primary Certificat...
[5;] Class 3 Public Primary Certificat...
[5] Copyright () 1997 Microsoft C...

Class 3 Public Prirnary Cer
Class 3 Public Primary Cer
Copyright () 1997 Micros:
GTE CvberTrust Global Ro«

I_,-J hmipanel

hmipanel I

) Microsoft Root Authority

5 PC-Station

5] Siemens TIA CA V13

LSJ Siemens.WinCC.AdHocSigner
5] Thawte Tirmestamping CA
5] UTN-USERFirst-Object

4| T

g Microsoft Authenticode(tm) Ro...

I Microsoft Root Certificate Auth...
5/ NO LIABILITY ACCEPTED, ()97 ...

[l VeriSign Class 3 Public Primary ...

Microsoft Authenticode(tr
Microsoft Root Authority
Microsoft Root Certificate
MO LIABILITY ACCEPTED,
PC-Station

Siemens TIA CA V13
Siemens. WinCC.AdHoc5ig
Thawte Timestamping CA
UTN-USERFirst-Object
VeriSign Class 3 Public Priy

3

Trusted Root Certification Authorities store contains 15 certificates,

Result

e The certificate created by the HTTPS server has already been installed on

the HTTPS client.

e When renewed access to the HTTPS client the connection to the HTTPS
server is established successfully.
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3 History

3 History

Table 3-1

Version

Date

Modification

V1.0

02/2016

First edition
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