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Security
informa-

tion

Siemens provides products and solutions with industrial security functions that
support the secure operation of plants, solutions, machines, equipment and/or
networks. They are important components in a holistic industrial security
concept. With this in mind, Siemens’ products and solutions undergo continuous
development. Siemens recommends strongly that you regularly check for
product updates.

For the secure operation of Siemens products and solutions, it is necessary to
take suitable preventive action (e.g. cell protection concept) and integrate each
component into a holistic, state-of-the-art industrial security concept. Third-party
products that may be in use should also be considered. For more information
about industrial security, visit http://www.siemens.com/industrialsecurity.

To stay informed about product updates as they occur, sign up for a product-
specific newsletter. For more information, visit
http://support.industry.siemens.com.
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1 Overview

Overview

There are many ways to configure Microsoft SQL Server to work with
RUGGEDCOM CROSSBOW, depending on IT resources, the organization of a
network, and the planned deployment topology for RUGGEDCOM CROSSBOW.

For example, a user may wish to install a dedicated copy of SQL Server on the
same machine as the RUGGEDCOM CROSSBOW server. This is appropriate for
single RUGGEDCOM CROSSBOW server installations without redundancy.

Alternatively, a user may wish to install (or may have already installed) a set of
SQL Servers on separate machines, providing full redundancy via SQL Server
mirroring. Although this topic is beyond the scope of this document, there is
information about SQL Server readily available online from Microsoft and other
sources.

The purpose of this document is to offer some tips and best practices, and provide
basic information on issues directly related to the integration of RUGGEDCOM
CROSSBOW and SQL Server.
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2 Installing Microsoft SQL Server

2

Installing Microsoft SQL Server

In terms of its integration with SQL Server, there are generally two main cases
typically encountered when installing the CROSSBOW Server: a simple, single-
server installation, and a more complex multi-server installation.

The biggest difference between the two is the manner in which the RUGGEDCOM
CROSSBOW server logs into or authenticates itself against the SQL Server. This is
simple and straight-forward with a single server installation, but needs extra
attention in a multi-server installation.

The RUGGEDCOM CROSSBOW server runs as a set of several services within
the Windows operating system on the target machine. Services generally start
when a machine is rebooted. Unlike interactive programs that a regular user runs
on Windows, an actual user does not need to log into the server for the services to
run. However, services do log themselves in when they start. The account they use
to log in determines how they authenticate themselves to the operating system,
and therefore what access they have to certain system resources, such as the SQL
Server database.

By default, on initial installation, RUGGEDCOM CROSSBOW services are
configured to run under the Local System account. If a single RUGGEDCOM
CROSSBOW installation is planned, and the SQL Server instance for the
RUGGEDCOM CROSSBOW server is also on the local machine, then this setting
can be used with no difficulty.

However, if multiple servers will be used or separate servers for the SQL Server
database, and most particularly if SQL Server database mirroring will be used, the
Local System account should not be used. Instead, it is preferable to create a
specific domain user solely for the purpose of running RUGGEDCOM
CROSSBOW, and to configure the RUGGEDCOM CROSSBOW services to run as
that user. This simplifies the RUGGEDCOM CROSSBOW server authentication
against SQL Server databases across different machines. This domain user should
be granted administrative rights to the server on which the RUGGEDCOM
CROSSBOW server is installed, but does not need to be an administrative user on
the SQL Server machine if that machine is separate from the RUGGEDCOM
CROSSBOW server.
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3 Authentication Under SQL Server

3 Authentication Under SQL Server

SQL Server supports two methods of authenticating users:

e SQL Server Authentication, which uses a basic username and password

e Windows Authentication, which is based on the credentials of the logged-in

user who is accessing the database

When SQL Server is installed, the user is asked which method to support.

RUGGEDCOM CROSSBOW can use either method, but SQL Server

Authentication is only appropriate for simple, single-server installations. Use
Windows Authentication for more complex scenarios preferable with a domain

user.

The user chosen to access the RUGGEDCOM CROSSBOW database should be
configured as the database owner (dbo). This db_owner role allows the user to
perform the administration and maintenance tasks for a given database (e.g.
updating fields, changing stored procedures, deleting tables, etc.), but all of those
rights exist ONLY for that specific database. Figure 3-1 illustrates setting the

db_owner role for a CROSSBOW user.
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4 Mirroring

4

Mirroring

The following are tips for setting up SQL Server mirroring for use with
RUGGEDCOM CROSSBOW.

NOTE

For detailed information about mirror configuration, refer to the Microsoft SQL
Server documentation.

Mirroring using domain accounts:

Make sure SQL Server services on the mirrors are configured to log on with
domain accounts, as opposed to running as the local machine account.

Make sure RUGGEDCOM CROSSBOW Services are configured to log on with
domain accounts, as opposed to running as the local machine account.

Make sure to take a full backup of the Principal database and a Transaction
Log Backup of the Principal database.

Restore the full backup with the NO RECOVERY option, then restore the
transaction log.

The mirror database must be in the RESTORING state for mirroring to work.
When preparing a mirror database, use RESTORE WITH NORECOVERY for
every restore operation. Minimally, use RESTORE WITH NORECOVERY
when creating a full backup of the principal database, followed by all
subsequent log backups.

If a mirrored database is stuck in the RESTORING state and cannot be
deleted, run the following SQL statement against the RUGGEDCOM
CROSSBOW database:

RESTORE DATABASE CROSSBOW W TH RECOVERY

This will switch the mirror database back to a normal state, which can be
deleted.

If a mirrored database is stuck in the RECOVERY state and cannot be deleted,
run the following SQL statement against the RUGGEDCOM CROSSBOW
database:

ALTER DATABASE CROSSBOW SET PARTNER CFF

Other things to do if there are connectivity issues between the SQL primary and
mirror:

Create an Alias on each of the SQL servers representing the partner machine.
Figure 4-1 illustrates an Alias (NB-CCK) of a mirror on the primary instance.
The properties of the Alias are illustrated in Figure 4-2.
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4 Mirroring

Figure 4-1: SQL Server Configuration Manager
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Figure 4-2: Alias Properties
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Figure 4-3 illustrates the location of the SQL information logs in the SQL Server

tree view.
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4 Mirroring

Figure 4-3: SQL Server Management Tree View
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5 Configuring SQL Server to use Non-Standard Ports

5 Configuring SQL Server to use Non-
Standard Ports

NOTE For information about how to use SQL Server Configuration Manager to
configure the SQL server to listen on a specific TCP port, refer to Microsoft SQL
documentation.

Figure 5-1 illustrates a non-standard port configuration.
Figure 5-1: Non-Standard SQL Port Configuration
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If the SQL Server has been configured to use a port other than 1433, the port
number will need to be defined in the RUGGEDCOM CROSSBOW server
configuration using the following syntax: <ServerName>,<PortNumber>. For an
example, refer to Figure 5-2.
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5 Configuring SQL Server to use Non-Standard Ports

How to Configure Microsoft SQL Server to Work with RUGGEDCOM

Figure 5-2: RUGGEDCOM CROSSBOW Server Database Configuration
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For more information about configuring the RUGGEDCOM CROSSBOW database,
refer to the RUGGGEDCOM CROSSBOW User Guide.
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6 Encrypting Communications between CROSSBOW and SQL Server

Encrypting Communications between
CROSSBOW and SQL Server

A user may wish to encrypt the communications between RUGGEDCOM
CROSSBOW and SQL Server, particularly in the case where the CROSSBOW
Server and SQL Server are on separate machines communicating across a
network. This can be done through configuration on the SQL Server machine.

The SQL Server machine must be provisioned with a suitable certificate that the
SQL Server service can access. SQL Server requires that this certificate have a
Common Name that matches the Fully Qualified Domain Name (FQDN) of the
machine that SQL Server is installed on, and that the certificate’s Intended Purpose
is Server Authentication. It may be that the SQL Server machine already has such
a certificate installed, in which case SQL Server can simply be configured to use it.
Otherwise, a certificate will need to be generated (typically by an IT department)
and installed on the SQL Server machine.

After a suitable certificate is installed, SQL Server can be configured to use
encryption through the SQL Server Configuration Manager. This can typically be
accessed via the Windows Start menu.

To configure SQL Server to use encryption through the SQL Server Configuration
Manager, do the following:

1. Click Start, then select All Programs, select Microsoft SQL Server 20xx,
select Configuration Tools, and then click SQL Server Configuration
Manager. The SQL Server Configuration Manager window appears.

Figure 6-1: SQL Server Configuration Manager
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2. Under one of the SQL Server Network Configuration nodes in the tree, find the
Protocols for the specific SQL Server instance, depending on the configuration.
If there is more than one SQL Server instance on a single machine, this must
be the instance that hosts the RUGGEDCOM CROSSBOW database. In the
default case it will likely be called MSSQLSERVER. For an example, refer to

Figure 6-2.
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Figure 6-2: SQL Server Instance Protocols
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3. For applicable SQL Server instance, right-click the Protocols node and then
click Properties. The Protocols for MSSQLSERVER Properties dialog box

appears.
Figure 6-3: Protocols for MSSQLSERVER Properties
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4. Onthe Flags tab, set Force Encryption to Yes.

5. Select the Certificate tab and select the applicable certificate from the
dropdown list.
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6 Encrypting Communications between CROSSBOW and SQL Server

Figure 6-4: SQL Server Protocol Certificate
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NOTE If no items appear in the Certificate drop-down list, then there is no suitable
certificate installed that SQL Server can use for encryption. If there is a certificate
installed, it is likely that it either has a Common Name that does not match the
Fully Qualified Domain Name (FQDN) for the machine on which the SQL Server
instance is installed, or that it does not have an Intended Purpose set to Server
Authentication. For more information, refer to the Microsoft SQL Server
documentation.

Once the appropriate certificate is selected in the drop-down, its attributes will
display in the remaining fields on that tab. These fields are read-only and
serve only to provide information about the selected certificate.

6. Click OK to close the dialog box.
7. Right-click the SQL Server instance and click Restart to apply the changes.
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7 Customer Support

8

Figure 6-5: SQL Server Restart
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Customer Support

Customer support is available 24 hours, 7 days a week for all Siemens customers.
For technical support or general information, please contact Siemens Customer
support through any one of the following methods:

e Online

Visit http://www.siemens.com/automation/support-request to submit a Support

Request (SR) or check on the status of an existing SR.

e Telephone

Call a local hotline center to submit a Support Request (SR). To locate a local
hotline center, visit http://www.automation.siemens.com/mcms/aspa-

db/en/automation-technology/Pages/default.aspx.

e Mobile App

Install the Industry Online Support app by Siemens AG on any Android, Apple
iOS or Windows mobile device and be able to:

e Access Siemens’ extensive library of support documentation, including
FAQs, manuals, and much more

e Submit SRs or check on the status of an existing SR

e Find and contact a local contact person

e Ask questions or share knowledge with fellow Siemens customers and the
support community via the forum

e And much more...

History

Table 8-1
Version Date Modifications
1 11/2015 Initial release
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