- Configuration Change
~ with SINEMA Server
.. for Network Devices E

. with Command Line
Interface (CLI)

~ SINEMA Server V13 /V14 ﬁlﬁ'f.ﬁ?;

Online
Support



https://support.industry.siemens.com/cs/ww/en/view/109749379

© Siemens AG 2017 All rights reserved

Warranty and Liability

Warranty and Liability

Note

Security
Informa-
tion

The Application Examples are not binding and do not claim to be complete
regarding the circuits shown, equipping and any eventuality. The sample
applications do not represent customer-specific solutions. They are only intended
to provide support for typical applications. You are responsible for ensuring that
the described products are used correctly. These Application Examples do not
relieve you of the responsibility to use safe practices in application, installation,
operation and maintenance. When using these sample applications, you
recognize that we cannot be made liable for any damage/claims beyond the
liability clause described. We reserve the right to make changes to these sample
applications at any time without prior notice.

If there are any deviations between the recommendations provided in these
Application Examples and other Siemens publications — e.g. Catalogs - the
contents of the other documents have priority.

We do not accept any liability for the information contained in this document.

Any claims against us — based on whatever legal reason — resulting from the use of
the examples, information, programs, engineering and performance data etc.,
described in this Application Example shall be excluded. Such an exclusion shall
not apply in the case of mandatory liability, e.g. under the German Product Liability
Act (“Produkthaftungsgesetz”), in case of intent, gross negligence, or injury of life,
body or health, guarantee for the quality of a product, fraudulent concealment of a
deficiency or breach of a condition which goes to the root of the contract
(“wesentliche Vertragspflichten”). The damages for a breach of a substantial
contractual obligation are, however, limited to the foreseeable damage, typical for
the type of contract, except in the event of intent or gross negligence or injury to
life, body or health. The above provisions do not imply a change of the burden of
proof to your detriment.

Any form of duplication or distribution of these sample applications or excerpts
hereof is prohibited without the expressed consent of Siemens AG.

Siemens provides products and solutions with industrial security functions that
support the secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber
threats, it is necessary to implement — and continuously maintain — a holistic,
state-of-the-art industrial security concept. Siemens’ products and solutions only
form one element of such a concept.

Customer is responsible to prevent unauthorized access to its plants, systems,
machines and networks. Systems, machines and components should only be
connected to the enterprise network or the internet if and to the extent necessary
and with appropriate security measures (e.g. use of firewalls and network
segmentation) in place.

Additionally, Siemens’ guidance on appropriate security measures should be
taken into account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them
more secure. Siemens strongly recommends to apply product updates as soon
as available and to always use the latest product versions. Use of product
versions that are no longer supported, and failure to apply latest updates may
increase customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial
Security RSS Feed under http://www.siemens.com/industrialsecurity.
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1 Introduction

1 Introduction

1.1 Overview

Requirement

Simple changes are to be made automatically in multiple network components, for
example, IP address of a time master (NTP server).

Furthermore, during commissioning the basic settings are to be parameterized for
multiple network devices; for example, iWLAN parameters (authentication,
encryption, SSID, etc.).

In addition, time-controlled once a week, the configuration of all network
components is to be stored on or downloaded from a TFTP server.

Possible solution

One possible solution for this requirement is to use SINEMA Server and Command
Line Interface (CLI). SINEMA Server provides the option to run CLI scripts via SSH
or Telnet on network components via a CLI. You can prepare the CLI scripts
beforehand and then run them in planned time frames.

Implementation

This document shows you how to use the SINEMA server to store the configuration
of all network components time-controlled once a week on a TFTP server. The
MAC address of the corresponding network components is written in the file name
to ensure that the file name is unique.

CLI script SINEMA Server
Entry ID: 109749379, V1.0, 08/2017 4
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1 Introduction

1.2 Function

The figure below shows the basic principles of the solution.

Figure 1-1
TETP server Management station
SINEMA Server
Config files
CLI
Save B Industrial Ethernet script
config

Network components

CLI script SINEMA Server
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1.3 Components Used

Compatible devices

This collection of CLI scripts is valid for all MSPS-based network components (see
section 2.2.1) that support at least one of the following protocols:

e "SSH" (standard port 22, encrypted)
e "Telnet" (standard port 23, encrypted)
In addition, the devices must have a command line interface (CLI).

Software used

The following software is required for this solution:
Table 1-1

Software Article number / Designation

SINEMA Server V14 DVD:

6GK1781-1BA14-0AA0 [ 50 nodes]

6GK1781-1DA14-0AA0 [100 nodes

6GK1781-1JA14-0AA0  [250 nodes]
6GK1781-1TA14-0AAO0 [500 nodes]

Download (Online Support):

6GK1781-1BA14-0AKO [ 50 nodes]
6GK1781-1DA14-0AK0 [100 nodes]
6GK1781-1JA14-0AK0  [250 nodes]
6GK1781-1TA14-0AK0O [500 nodes]

SINEMA Server V13 SP1/SP2 DVD:

6GK1781-1BA13-0AA0 [50 nodes]

6GK1781-1DA13-0AA0 [100 nodes]
6GK1781-1JA13-0AA0 [250 nodes]
6GK1781-1TA13-0AA0 [500 nodes]

Download (Online Support):
6GK1781-1BA13-0AK0 [50 nodes]
6GK1781-1DA13-0AK0 [100 nodes]
6GK1781-1JA13-0AK0  [250 nodes]
6GK1781-1TA13-0AK0 [500 nodes]

- Internet Explorer 11.0 These browser versions are the minimum
- Firefox 42.0 requirements. You can also use higher versions
of the browsers.

CLI script SINEMA Server
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Install this software on a PC/PG with

Devices used

SINEMA Server V13:
e Windows 7 SP1 64 Bit (Prof, Ult., Ent)
e Windows 2008 Server R2 SP1 64 Bit
SINEMA Server V14:
e Windows 7 SP1 64 Bit (Prof, Ult., Ent)
e Windows 2008 Server R2 SP1 64 Bit

e Windows 10 (Pro / Enterprise) Version 1607 / 1703 (64 Bit)

In the following configuration instructions a CLI script is run on the network devices
below:

SCALANCE XM408-8C
SCALANCE XF208
SCALANCE XF208
SCALANCE W774-1 RJ45
SCALANCE W761-1 RJ45

The following IP parameters were assigned to the devices:
Table 1-2

Component Article number IP address

Subnet mask

SCALANCE XM408-8C 6GKS5 408-8GS00-2AM2 | 172.16.9.40

255,255,255.0

| SCALANCE XF208 6GK5 208-0BA00-2AF2 172.16.9.41

255,255,255.0

NSCALANCE XF208 6GK5 208-0BA00-2AF2 172.16.9.42

255,255,255.0

t SCALANCE W774-1 RJ45 | 6GK5 774-1FX00-0AAQ 172.16.9.80

255,255,255.0

hSCALANCE W761-1 RJ45 | 6GK5 761-1FC00-0AAQ 172.16.9.81

255,255,255.0

e

Note

Both SCALANCE XF208 devices use a different syntax in the CLI to that of the
MSPS devices. This is why the SCALANCE XF208 devices are not compatible

with the CLI script created subsequently.

These two SCALANCE XF208 switches are for trouble shooting incorrectly

executed CLI scripts later on.

CLI script SINEMA Server
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2 Engineering

2 Engineering

2.1 General Overview
The following diagram shows the general principle for implementing the task in five
steps:
Figure 2-1

o
:

CLI script SINEMA Server
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2.2

221

Configuration

Practical Tips

Network access

In order to run a CLI script you need access via the network to the corresponding
network component(s).

Devices and functions

Note

Not all devices support the features and CLI commands described in this
document. This also depends on the firmware version used.

Generally there is a difference made between the following SCALANCE modules:
e SCALANCE X-200

e SCALANCE X-300

e MSPS-based devices.

Devices based on MSPS are:

e SCALANCE XB-200

e SCALANCE XC-200

e SCALANCE XP-200

e SCALANCE XM-400

e SCALANCE XR-500

e SCALANCE S615

e SCALANCE W-700 (802.11n device types)
e SCALANCE M800 (except M875 and M873)

The functions and CLI commands are normally identical or very similar on the
MSPS-based devices.

This document gives you guidelines for executing CLI commands. The document
does not claimed to be complete. We recommend that you refer to the CLI
manual for details and restrictions of the separate features.

TFTP server

Note

SINEMA Server does not include its own TFTP server.

To be able to store the configuration files of the SCALANCE devices a separate
TFTP server must be installed or it must be possible to access an existing TFTP
server.

No specific TFTP server is named in the following. The settings are valid for all
TFTP servers.

CLI script SINEMA Server
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2.2.2 SINEMA Server Logon

URL call and logon

1. Start your browser and enter the SINEMA server URL in the address line.
Use the default URL https://localhost if SINEMA is re-installed or a system
restore has been made.

/il SISEPC - SINEMA Server V4 x| +

€) ©& https//localhost e || Q suchen Nal=E =

SIEMENS

SINEMA SERVER V14

® Siemens AG, 2017. All Rights Reserved.

Use the user-specific URL, http://localhost:80, for example, if the HTTP Port 80
has been enabled in the SINEMA Server Monitor.
S Sinema Server status (== =]

Status | Por setings | Device profle ization | System restore |
HTTP/HTTPS seflings

HTTPpot (80 = Find free port enabled
HTTPS pot 143 : enabled

st row HITPS oxtfte

OFC Server
OPC DA enabled

OPC U port 4841 = enabled

OPC UA server authentication

(2 Wit user authentication @ Without user authentication

Server-Server-communication

RPCpat (4770 :

SMMP Traps
() Windows trap service @ SIMEMA Server trap service
Statwebelent | [ Cened | [ ok |
Note It is recommended to use the encrypted access via https.

2. Log on to the SINEMA Server with the following logon data.
Default logon data:

e User name: Administrator

e Password: SinemaA
User-specific logon data:

e Username: <...>

e Password: <...>

CLI script SINEMA Server
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Result:
The home page of the SINEMA server is displayed.

SIEMENS ! I | SINEMA Server i )
)

Lmio @ esant)
<

Cromramatie s

(=& N\ e
Syaem sertatent 95t sed 17020 1437 00134
9 fimesyy
[ronp—p— n
m =
e »
trognasissss  (regnane fregranassr  (regmase
O twracrermuny [ [ " "
W » W e “
Dwemes e Cwemeg !
e e W= o
[T Gonsmas "
[ [ —

-
\- J
(Y |

r [ p— o

r s 55 wrsmang smev vobstsng ma Retee 90 1710 471 P1.190 171 02201 P13

r 9017182241 P1-198 1087 X1 P

- 3

r WAC Adrvssm OR D008 93 0580, Wek 70

L -

@ ®

@ Kopfbereich @ Geratebaum

@ Navigationsleiste @ Hauptfenster

@ Statuszeile @ Ereignisliste

1 Header area 4 Device tree

2 Navigation bar 5 Main window

3 Status line 6 Results list
2.2.3 Browse Network

Set network scanning range
1. Inthe menu bar switch to the menu "Administration > Discovery > Scan".

2. Inthe "IP address areas for network scan" area you select the item with the
name "SN_Subgroup_0".

3. Click the "Edit IP address area" button or double-click the selected item.

LOpg-0r User. MIFInIE0r  Logoust

Vou re hers. Aaminisiation » Discovery » Seawr 18 o an 7
[E1S \
*  Ovaral satus -
LR |
+ f Divces L] ‘
* I A devices P addre reas for natwork scan
e Olxum NI \
& o
9 Wncor
- 0 vews

Staiun + P address Nama
1721616 Indel{R) PROVIO0D MT Hetwork Cannaction
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4. In the dialog that opens you enter the IP address area that includes your
network devices to be monitored and check the "Active" check box to enable
the specified IP address area.

5. Click the "Save" button to confirm the entries.

| Edit IP address range x
Basic data
Name SN_Subgroup_0
First address [172.16.9.1 | Last address |172.16.9.254 |
No. of nodes |254

Cancel Save

Start network scanning
Start scanning by clicking the "Start discovery" icon.

SIEMENS
[ ome o s [V
- Disomry

You are here: Administration > Discovery > Scan (1

< " Overall status

|| Scan ‘ Profiles

O Local B
4 [ Devices ‘uf. L
4 7 Al devices IP address areas for network scan
O IP address
™ PROFINET device name ‘ 3 7 X HE 4 Modestoscan[zse |
4 {7 Grouped -
B Device calegory R SRR s o = — SRR fzmeme—— oA e s
& Vendor 0 m 4721691 172.16.9.254 |SH_Subgroup_0 264 |
O PNIO systems
< [ views ‘
Note If the following message dialog is displayed, confirm it with the "OK" button.
‘ Device discovery x

0 Scan with DCP not possible. At least one DCP adapter should be active.

[ Cancel } 0K

CLI script SINEMA Server
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Check the scanning result

Check whether the required network components have been found by SINEMA
Server. All the devices found are displayed in the device tree on the left under
"Devices > All devices".

» Home » Topology » Reports

» Administration

» Server overview

You are here: Devices > IF address > Devices 12

ok (13
4 { Devices

| T Al devices (12)

T device name
4 { Grouped
4 Device category
[ Access point (1)
End device (3)
Other (2)
PLC (2)
PLC-CP (1)
Router (1)
Switch (2)
B4 wLan cient (1)
4 " Vendor
Other (2)
Siemens AG (11)
4 { PNIO systems
C-0Kkp1-CpU1511-1pn-17-05 (3)
-0kp1-cpU315-b5-4f (3)
Unassigned devices (4)
4 [ Views

CLI script SINEMA Server
Entry ID: 109749379,

V1.0, 08/2017

Devices ‘ Interfaces

[FTAa® @ v

Status Device type Aticle number P address * | Subnet mask | MAC address  Firmware version
Management Station 1721615 00:0C:29:7F-21:BC
CPU 315-2 PN/DP (2EH14-0AB0) GEST 316-2EH14.0AB0 |172.169.20  |266.266.00 |26:63.36:66854F |V3.211
CP 3431 (1EX30-0XE0) 6GK7 343-1EX30-0XE0. 17216921  |25506600 |000EBC96744A V311
ET200ECO PN 8D (BF00-0AB0) GEST 141-6BF000AB0 17216923  |255265.00 (080006992002 |V 701
CPU 1511-1 PN (1AK00-0AB0) B6EST 511-1AK00-0AB0 172.16.9.30 25525500 00:1B:1B:70:F7:05 V184
ET200MP IM155-5 ST (SAAQ0-0ABO)  |6EST 1 000AB0 17216931 25525500 |00-1B:1B:1320:68  V3.0.0
ET 200SP IM156-6 PN ST (BAU00-0BNO) |6EST 156-6AU00-0BNO 17216.932  |256.255.0.0 |28:63:36.3E ZEX)
SCALANCE XMA408-8C (5GS002AM2) |6GKE 408-6GS00.2AM2 | 17216 940 (255,256 0.0 |00 15-1B 8A V06,00 01
SCALANCE XF208 (0BAO0-2AF2) 6GK5 208-0BA00-2AF2  |172.16.9.41 255.255.0.0 00:1B:1B:80:57:=CA V501
SCALANCE XF208 (0BAOD-2AF2) 6GK5 208-0BA00-2AF2 | 172.16.9.42 25525500 00:1B:1B:80:56:FB V501
SCALANCE W774-1 RM5 (1FX00-0AA0) |6GKS 774-1FX00-0AA0 |17216.9.80  266.2560.0 |001B:-1B:90.67:84 V6.0.0
SCALANCE W7611 R145 (1FC00-0AAQ) |6GK5 761-1FC000AAD 17216981 26626500 |001B-1B:901517 (V600
'DEFAULT ICMP_Device 72.16.6.200 0015-1B 6831

13
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224 Create a CLI Script

Copy/load CLI- script(s) into the internal CLI script storage

1. In SINEMA Server you switch to the menu "Administration > Jobs". Click the
"cogwheel" icon to get to the menu of the basic job settings.

SIEMENS
» Home » Topology » Reports » Server overview

You are here: Administration > Jobs 12

= \|;¢;j,)x|%l»uu.l e - Y
Overall status B Descriptid basicjob settings Job type Status Type of execution

17 Local [71|Job: Online system backup of SIN| System backup Finished Every n days

OK (13)
4 ' Devices [71 | Job: Database Cleanup of SINEM£Database cleanup Finished Manual
a

B4 Al devices (13)
IP address
PROFINET device name
4 Grouped
4 { Device category
B4 Access point (1)
End device (3)
Otner (2)
PLC (2)
PLC-CP (1)

N
L=

Router (1)
Switch (2)
B4 WLAN client (1)
4 " vendor
Otner (2)
siemens AG (11)
4 " PNIO systams
c-dkp1-cpu1511-1pn-f7-05 (3)
c-dkp1-cpu215-b5-4f (2)
Unassigned devices (4)
4 7 views

2. Gotothe "CLI" tab and in the "Communication" area you select the desired
communications protocol (in the example SSH Port 22 with encryption).

Basic job settings x
Basic settings Firmware download cLI Events
— Basic setting:
Number of refries 1 Time between refries 30 seconds

— Communication

©@ sSH port (encrypted) 22 © Telnet port (unencrypted) 23

Note Communication between SSH client and SSH server is encrypted. So use the
SSH protocol.

CLI script SINEMA Server
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3. Still in the "CLI" tab, scroll down and click the "Add new CLI script" icon.

Note

4,

Basic job settings

Basic settings Firmware download cu

Events

—Keywords for for failed execution

% 2 X B ]
Keyword Description
wrang Wrong command
invalid Invalid command
too long file name too long
& B s w0 Page 1 of 1 6 View 1-3 of 3
—CLI scripts and compatible article numbers
| ]2 x& <
Script name Description Compatible article numbers
Setup TFTP & save config MSPS: CLI script configures TFTP servers IP ad ®
Save config file to TFTP This CLI script saves config file to tftp server (sta*
Cancel

In the "Keywords for failed execution" area you can specify a keyword like
"wrong", "invalid" or "too long". If this keyword is found completely during

m

execution of the script, then the executed script receives the status "Failed". This
can cancel the processing of other devices.

Checking for keywords is not case sensitive.

The permissible character length for keywords ranges from 4 to 30 characters.

You can define a maximum of 10 keywords.

settings for the CLI script to be created.
- Name: User-definable name of the CLI script (max. 25 characters)
- Description: User-definable description of the CLI script (max. 128

characters)

In the CLI script editor that opens, under "Basic settings" you enter the basic

- Waiting time for reply: Waiting time for reply from device (1 - 180sec)

- Compatibility:

= Universal: CLI script is usable/valid for all devices

= Restricted: CLI script is valid only for those devices whose article
numbers have been inserted via the "Article numbers" button

CLI script SINEMA Server
Entry ID: 109749379, V1.0, 08/2017
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Note

Note

5. You enter the corresponding CLI commands in the "CLI commands" field. Click
the "OK" button to close this dialog.

Edit CLI script x

r Basic settings

Name Setup TFTP & save config
Description CLI script configures TFTP servers IP address and port, sets the file name of the configfile and saves to TFTP s
Waiting time for reply 30 seconds
Compatibility @ Universal Restricted
L
FCU command:
1. configure terminal
2. loadsave
3. fftp server ipv4 192.168.1.142 port 69 L
4 tftp filename filetyp Config name config_SCALANCE_W700_$M_$I_S$N conf T
5. fftp save filetyp Config
6. end
7. exit

Usable parameters: $M (MAC address of the device); $1 (IP address of the device); $N (name of the device) v

Cancel Save

You can use the following parameters as wildcards. These wildcards are filled in
automatically with the data of the device as soon as the script is executed:

e "$i" for the IP address of the device
e "$M" for the MAC address of the device
e "$N" for the name of the device

If the MAC address or the device name is not known, the relevant parameter is
filled in by the IP address of the device.

Parameter notation is not case sensitive.

Please note the following rule:

e The syntax of CLI commands is not validated.
Recommendation: To eliminate errors in the script you should test each CLI
command beforehand on the network device, with an SSH client, for
example.

e Each line is treated as a CLI command.
e You can add a maximum of 50 CLI commands.

CLI script SINEMA Server
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Note

button to complete the procedure.

Basic job settings

6. Repeat steps 1 to 5 above for each additional CLI script. Click the "Save"

Basic settings Firmware download CLI Events
—Keywords for for failed execution
[ 7 X % &l
(= Keyword Description
[Z] 'wrang Wrong command
[T invalid Invalid command
& B o b0 Page 1 of 1 6 View 1-20of 2
—CLI scripts and compatible article number:
# 2 X @ e
[F Script name Description Compatible article numbers

[71|Sstup TFTP & save config
|| Save config file to TFTP

CLI script SINEMA Server
Entry ID: 109749379, V1.0, 08/2017

This CLI script configures TFTP severs IP addre ™

This CLI script saves config file to thtp server (sta ™

Cancel

If a device has not responded to the execution of a script, you use the "Number
of retries" parameter to define the number of times the device can try to execute

the CLI script again.
If there is no response from the device, the complete CLI script is executed
again.
The minimum value for the "Number of retries" parameter is one, the maximum
value is three.

m
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2.2.5 Execute CLI Script on the Network Device

Configure CLI Job

1. In SINEMA Server you navigate to the menu item "Administration > Jobs".
Click the "Add new job" icon.

» Home » Topology » Repors ¥ Server oveniew

You are here: Administration = Jobs 12
|#|a 2 X & »llkEHE

| | Add newjobl Description Job type

2. Navigate to the "Basic settings” tab. In the "Description” field you specify a
name for the job, “Setup TFTP server, flename & save to TFTP server”, for
example. Select "CLI" as the "Job type".

‘_ Add new job * ‘

“ Basic settings I Job type specific settings Devices

Basic dat;
D Status
Description I Setup TFTP server, filename & SEVI Tasks
Type of execution Manual - Job type { Firmware download (and option:
Firmware download (and optional activation)

Firmware activation

Database cleanup

3. Navigate to the "Job type specific settings” tab. To select a previously created
CLI script, in the "CLI script" area you click the "Select” button.

| Add new job x
| Basic settings I Job type specific settings I Devices
CLI script
Script name
Description

CLI script SINEMA Server
Entry ID: 109749379, V1.0, 08/2017 18
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4. Select a script that created previously in step 3.2 "Copy/load CLI- script(s) into

the internal CLI script storage". Click the "Save" button to close the selection
dialog.

CLI script x
—CLI scripts and compatible article number:
e
Script name Description Compatible article numbers
Setup TFTP & save config | This CLI script configures TFTP servers IP address and port. sets the file name of the configfile £*
Save config file to TFTP This CLI script saves config file to tftp server (start action) ®
& B = %0 Page 1 of 1 12 - View 1-2 of 2

Cancel Save

5. Inthe "User data for device access" area you enter the user data. This user

data is used for logging on to the desired network device.

6. Inthe "Communication” area you select the required protocol (SSH or Telnet or

you use the settings from "Basic job settings").

7. Then you define the number of jobs that can be performed at the same time

Note

and the behavior in the case of an error.

Add new job x
Basic settings Job type specific settings Devices
CLI script
Script name Setup TFTP & save config Selact
Description This CLI script configures TFTP servers IP address and port. sets the file name of the configfile and saves to tftp server. Details
User data for device acc
’VU'.;ar name admin Password eerrnrens [ write
— Comr
@ SSH port {encrypted) 22 @ Telnet port (unencrypted) 23 @ Use basic job setting
—Execution setting;
Maximum number of tasks performed at the same time 1
In the case of an error @ Continue with following tasks © Do not run following tasks
Cancel Save

If the network devices to be configured have different user data, a separate job
has to be created and executed for each user data pair.

CLI script SINEMA Server
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8. Go to the "Devices" tab. From the list of available devices (left side) you select
the network devices on which the CLI script is to be executed. Add these to the
job by clicking the "Move selected devices to view" button.

Add new job
Basic settings Job type specific settings Devices
—Available des —Devices in job (in arder of processing)
[ scaiance o - % | -
[ IP address % Device name Device type Articlg ] Seq.r P address Device name Device type
172.16.9.40 XM408-Backbone SCALANCE XM4(6GK5 408-8
17216 9.41 XF208-DK-Nico | SCALANCE XF206GK5 208-(
172.16.9.42 x-dkp1-xf208-56-ft SCALANCE XF206GK5 208-
172.16.9.80 DK-Nico-W774-1- SCALANCE WT7,6GK5 774-1
172.16.9.81 DK-Mico-W761-14 SCALANCE W76 6GK5 761-1
L)
Move selected devices to view |
< m » <« . v
# B o 6D A B o w0
Total 12 Displayed 5 Selected 5 Total 0 Displayed 0 Selected 0
Note To select multiple devices you press and hold the CTRL key and select the

devices with a mouse-click.

Note If you are using a 21-day trial license, you can execute CLI scripts on one device
only.

CLI script SINEMA Server
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9. As soon as you have added the desired network devices to the job (visible on
the right) you can define the order of processing. Use the two arrows for this.
Click the "Save" button to save the job.

Add new job x®
1 Basic settings Job type specific settings Devices
1
E —Available d —Devices in job {in order of pro g)
SCALANCE o - | % | L&) [ - ¥
i} IP address % Device name Device type Articlg [C] Seq.1 IP address Device name Device type {
Search completed. No matching entries found. 7111 17216940 | XM408-Backbone SCALANCE XMA408-8C (8(6GKE

2 17216.9.41 XF208-DK-Nico | SCALANCE XF208 (0BAOIBGKS
3 172.16.9.42 x-dkp1-xf208-56-f SCALANCE XF208 (0BADIEGKS
4 172.16.9.80 DK-Nico-W774-1- SCALANCE W774-1 RJ45 6GK5
Ols 172.16.9.81 DK-Nico-W761-1- SCALANCE W761-1 RJ45 6GK5

st

< m v < m v

& 8 s &0 & B8 = %0

Total 7 Displayed 0 Selected 0 Total 5 Displayed 5 Selected 3

i Cancel Save and execute Save

Execute job

Select the job just created, "Setup TFTP server and filename of configuration file &
ConfigPack", for example.

To start the job you click the "Play" ("Run selected jobs") button.

i [p—
~ Jobs
You are here: Administration > Jobs 12
[== [[#*asx & |»|ikmm [ S
« 7 Overal status ] Description % Job type Status Type of executio Task
-0 :;IKHQ) [T |Job: Database Cleanup of SINEMA Server Database cleanup Finished Manual 1(1/0/70)
[1 Maintenance required (1) ["]|Job: Online system backup of SINEMA Server System backup Finished Every n days 1
4 [ Devices Setup TFTP server, filename & save to TFTP server | CLI Pending Manual 5
4[] Al devices (13)
2 1P address
[ PROFINET device name
Note In the example, there are five tasks in the job because the CLI script is executed

on five devices.

CLI script SINEMA Server
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Wait for/monitor execution

Note

When a job has been executed the status of all the tasks is displayed:

e 1. The first figure is the total number of tasks in the job

e 2. The second figure (green) is the number of tasks successfully executed

e 3. The third figure (red) is the number of failed tasks (if able to be determined)

e 4, The fourth figure (gray) is the number of tasks with unknown result (no
feedback)

#EHsX B R ER ) Y
(=] Description % Job type Status Type of executio Task Started on Finished on
[Z] \Job: Database Cleanup of SINEMA Server Database cleanup Finished Manual 1(1/0/0) |2016-11-04 14:33:19 2016-11-04 14:33:35

[7] \Job: Online system backup of SINEMA Senver System backup Finished Every n days 1 2017-02-17 14:16:24 2017-02-17 14:28:04
Setup TFTP server, filename & save to TFTP server | CLI Failed partly  |Manual 5(3/2/0) §|2017-02-17 14:28:01 2017-02-17 14:28:58
Result:

In this example, three of the five tasks (CLI scripts) were successfully executed.
The sample script was executed on five devices:

e Three devices based on MSPS. The job was executed successfully on these
devices.

e Two devices that are not based on MSPS. The execution failed on these
devices (see_section 1.3).

Therefore only three configuration files with dynamically created file names are in
the corresponding folder of the TFTP server.

P
o0 G User=\P55\Deskiop', PortablevTripas2)

Organize » || Open Share with = New folder
&
i MName Date modified Type Size

4 Application (2)

s B titpd32.exe 2811.2013 22:18 Application 211 KB
Bl= E? uninstall.exe 09.10.201515:34 Application 36 KB
4 Compiled HTML Help file (1)
@ tftpd32.chm 2811.2013 2221 Compiled HTML ... 330 KB
4 CONEF File (3)
w | config SCALANCE 'W700_001B1B8A0100_172016003040_XM408-Backbone.conf CONF File 632 KB
] || config_SCALANCE_W700_001B1B901517_172016003081_DK-Nico-W761-1-CL.conf CONF File 121 KB
L] || config_SCALANCE_W700_001B1B908784_172016009080_DK-Nico-W774-1-AP.conf CONF File 189 KB

How to execute the two failed tasks is described below in chapter 3.

Further information on the topic of "CLI Scripts in SINEMA Server" is available in
the SINEMA Server Operating Instructions (page 260 onwards) (see \3\ in
section Fehler! Verweisquelle konnte nicht gefunden werden.).

CLI script SINEMA Server
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3 Troubleshooting in CLI Scripts of SINEMA
Server

3.1 Checking the Execution Results of a Script

Wait for/monitor execution

A sample script has been executed on two non-compatible SCALANCE X-200
devices to demonstrate troubleshooting. These two scripts had to result in the
failed execution of two tasks.

The execution result of each job can be displayed per device.
1. Select the "Setup TFTP server, filename & save to TFTP server" job, then click
"Edit selected job" or double-click the job.

SIEMENS
< Administration
- Jobs

You are here: Administration > Jobs |2

[ax [ [*42X & ruimm (< ~ Y

# [ Overall status Description % Job type Status Type of executio Task Started on Finished on
‘0 E;‘K . Job: Database Cleanup of SINEMA Server Database cleanup  Finished Manual 1(1/070) |2016-11-04 14:33:19 | 2016-11-04 14:33:36

4 0 Devices Job: Online system backup of SINEMA Server System backup Finished Everyndays |1 2017-02-10 14:16:25 | 2017-02-10 14:27:03
< [ AN devices (13) V] [Setup TFTP senver, filename & save to TFTP server | CLI Failed partly | Manual 5(3/270) |2017-0217 132147 2017-02-17 13:22:16

IP address
PROFINET device name

2. Inthe selected job "Setup TFTP server, flename & save to TFTP server" you
switch to the "Devices" tab. In the "Status” column you can see the results of
the job for each device.

Setup TFTP server, filename & save to TETP server (Failed partly)

Basic settings Job type specific settings Devices
Devi
[#2H [ - ¥
Seq. no. * IP address Device name Device type Article number Status

1 17216.9.40 XM408-Backbone SCALANCE XM408-8C (8GS0C6GKS 408-8GS00-2AM2 || CLI script execution finished
2 172.16.9.41 XF208-DK-Mico SCALANCE XF208 (0BAQD-2AI6GK5 208-0BA00-2AF2 | Failed
3 172.16.9.42 x-dkp1-xf208-66-fb SCALANCE XF208 (0BA00-2A|6GKE 208-0BA00-2AF2 | Failed
4 172.16.9.80 DK-Nico-W774-1-AP SCALANCE W774-1 RJ45 (1F36GK5 774-1FX00-0AA0 || CLI script execution finished
13 172.16.9.81 DK-Mico-W761-1-CL SCALANCE WTE1-1 RJ45 (1F(EGKE 761-1FCO0-0AAD | CLI script execution finished

CLI script SINEMA Server
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To see the execution result for each CLI command, just double-click a device. This
can be very useful when troubleshooting wrongly executed scripts.

‘ Setup TFTP server, filename & save to TFTP server (Failed partly)

| Basic settings

Job type specific settings I Devices I

PNIQ Device name  : x-dkp1-xf208-57-ca

Firmware W 5.0.1.000

&4 B 5 w0

ng command: !
asnmnnal

ClI=loadsave

‘Wrong command: loadsave

—Devi

\ & (& - ¥

(] Seq. no. % IP address Device name Device type Article number Status

@] 172.16.9.40 XM408-Backbone | SCALANCE 31408-5C (BGSO06GKS 408-8G500-2AM2 |CLI script execution finished
|| ]2 172.16.9.41 \x?zus-DK—Nm |SCALANCE XF208 (0BA00-2A 6GK5 208-0BA00-2AF2  |Failed

EIE : prog of the CLI script x|

[F1 |4 execution finished

E5 Device type SCALANCE XF208 ~ execution finished

View 1-50f 5

Save and execute

Save

3. The results list of SINEMA Server shows detailed results for each job and each
task. This is list is located in the lower area of the SINEMA Server screen.

» Home » Topology » Repods » Adminisiralion » Sewer averview

[TEFsF= [l Sk

[)_Hotsd_Event Event Event class Time stama & Event dtails IP address - reporing
B Mo Job status: job execution completed 2017-02-17 13.22:17.044  Jab ID 105, description Setup TFTP server, fename & save to TFTP serwr, job typs: CLI, task stalus 5(3/2/0)  [1721615
Mo |- [Task status: task execution comploted 2017-02-17 13.22:17.044  Jab ID- 105, description: Setup TFTP server, Blename & save to TFTP serwr, job type: CLI 17216981
B Mo Task status: task execution stated 2017-02-17 132209344 Jab 1D 105, description: Setup TFTP serve, Blename & save to TFTP semwer job type. CLI, user: Administrator 17216981
Mo |- [Task status: task execution completed 2017-02-17 13.22.09.344  Job ID- 105, description: Setup TFTP server, flename & save to TFTP serwr, job type: CLI 17216.9.80
Mo - Taskstatus: task execution stated 2017-02-17 13.2169.632  Jab ID 105, description: Setup TFTP servr, flename & save to TFTP semer job type: CLI, user: Administrator 17216980
Mo Task statws: task execution failed  Waming 2017-02-17 13.21:69.632  Job ID- 105, description: Setup TFTP semver, flename & save to TFTP serwer,job type: CLI, cause of enor. key phrase mat{172 16.9.42
B No Task statws: task execution staned [N 20170217 132152120 Jab 1D 105, desciiption: Setup TFTP semver flename & save to TFTP semer job type: CLI user Administiator 17216942
DM Task status: task execution failed  Waming 2017-02-17 132162120 Job ID- 105, description: Setup TFTP semver, flename & save to TFTP semwer, job type: CLI, cause of enor key phrase mat{172.16.9.41
B Mo Task status: task execution started 2017-02-17 13.21:44.675  Jab ID- 105, description: Satup TFTP semver, fléname & save to TFTP sener job type: CLI, user: Administrator 17216941
O Mo Task status: task execution completed 2017-02-17 13.21:44.675  Jab ID- 105, description: Satup TFTP semer, flename & save to TFTP sener, job typs: CLI 17216940
B Mo Task status: task execution stated 2017-02-17 13.21:17.445  Jab ID- 105, description: Satup TFTP senver, fléname & save to TFTP semer job type: CLI, user: Administrator 17216940
O Mo Job status: job execution started 2017-02-17 13:21:17.445  Jab ID- 105, description: Satup TFTP semver, fléname & save to TFTP semer job type: CLI, user: Administrator 1721615

4. The "Event details" column provides useful information about the execution
status. In our example two Warning events have been generated with the
message that the keyword "wrong" has been discovered.

Youare here: Event 12

[TZZ5 8§
&) Event

] Job status: job execution completed
] Task status: task exscution complsted
1 Task status: tazk exscution started
] Task status: task exscution complsted
1 Task status: task exscution stated

Task status: task excution stated
] Task status: task execution failed
] Task status: task execution stated

2017-02-17 14:28-26 563
] Task status: task execution completed 2017-02-17 14:28 26 563

105, description

= v

Time stamp +

Event class

2017-02-17 14:28:41.891

2017-02-17 14:28-34.082
2017-02-17 14:28-34.082

‘Warning

Job e W% dw wigw s Eare THT
L Jok 10: 105, deseription: Seeup TFIF ser

JORCLL cause of enmor: key phrase matched * wrong

Event dtails

Jab ID: 108, description: Setup TFTP server, flename & save ta TFTP semer, job type: CLI. task status: 5 (3/2/0)
Jab ID: 105, description: Setup TFTP server, flename & save to TFTP semer, job type: CLI
Jab ID: 108, description: Setup TFTP server, flename & save ta TFTP semer,job type: CLI
Jab ID: 105, description: Setup TFTP server, flename & save to TFTP semer, job type: CLI
Jab ID: 105, description: Setup TFTP server filaname & save ta TFTP semer,job tyo

W ewd § e s TV v aw o
T

Job 103 108, descyplion. Setup TFTP Server, flename & save ta TFTF semer fob type. CLI
Jab 1D 105, descqption Setup TFTP server. flename & save 1a TFTP sarver job type: CLI

Setup TFTP server, filename & save to TFTP server, job
CLI cause of error: key phrase matched " wrong "

user. Administratar

user Administrator

CLI, user Administrator

1P address.
1721615
172.16.9.51
172.16.9.81
172.16.9.80

CLI, cause of emor- key phrase matched " wiong ™ |172.16.9.41
user Administrator 172.16.9.41
17216 9.40

- reparting

type
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Find explanation of error
Explanation of error cause: Key phrase matched "wrong"

A sample script has been executed purposely on two non-compatible SCALANCE
X-200 devices to demonstrate troubleshooting. These two scripts had to result in
the failed execution of two tasks.

Based on the keyword "wrong" SINEMA Server could recognize the defective
execution and then set the script status to "Failed".

Find solution for error

The SCALANCE X-200 and SCALANCE X-300 device families support a different
set of CLI commands. You can take this set of CLI commands from the
corresponding configuration manuals.

For example, the set of CLI commands for the SCALANCE X-200 device family at
the end of the section in each case in the menus in the web-based management
(WBM) (see \4\ in section Fehler! Verweisquelle konnte nicht gefunden
werden.).

Instructions for creating a CLI script for SCALANCE X-200 network devices are
given in the section below.

CLI script SINEMA Server
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3.2 CLI Script for SCALANCE X-200

Below we present by way of example a CLI script that has the following properties:
e Executable on the SCALANCE X-200 device family with firmware version

V5.2.1.

e Job to set the TFTP server parameters

e Job to set the file name of the configuration file
e Job to store the configuration file on the TFTP server

1. Copy the CLI script previously created for the MSPS-based devices by
selecting the CLI script and clicking the "Copy selected CLI script" icon.

Basic job settings x®
Basic settings Firmware download CLI Events
w7 X B [ i
= Keyword Description
[T |wrong Wrong command
[ invalid Invalid command
& B« w0 Page 1 of 1 6 - View 1-2of 2
—CLI scripts and compatible article numbers i
| % 2 X8 o
[ ‘ Copy selected CLl script Description Compatible article numbers
Setup TFTP & save config MSPS: CLI script configures TFTP servers |P ad*
[7] | Save config file to TFTP This CLI script saves config file to thp server (sta*
Cancel Save
CLI script SINEMA Server
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2. Create the new CLI script with the following content:

{ Edit CLI script

— Basic setting;

Mame X200 Set TFTP&save config

Description [XZOO: CLI script configures TFTP servers IP adress, port sets flename of configuration file and save to TFTP

‘Waiting time for reply 30 seconds

Compatibility @ Universal © Restricted

— CLI command:

. system

. loadsave

server 172.16.8.200:69
- cfgname config_$M.cfg
cfgsave

exit

REESISES

» Home » Topology » Reports » Server overview

Cancel Save

3. Go to the menu "Administration > Jobs". To copy the job that has already been
executed you click the "Copy selected job" icon.

You are here: Administration > Jobs 12
‘::;:: ‘ :1@!/)( [ T ] e -
4 [ Overal status Copy selected job Pescription & Job type Status Type of executio Task
“r CSL( 13) ‘Joh: Database Cleanup of SINEMA. Server Database cleanup Finished Manual 1(1/070)
4 " Devices Job- Online system backup of SINEMA Server System backup Finished Every n days 1
4 [ Al devices (12) Setup TFTP server, filename & save to TFTP server  |CLI Failed partly  |Manual 5(3/2/0)

IP address
PROFINET device name

4. Go to the "Basic settings" tab and assign a unique name.

[ Copy of Setup TFTP server, filename & save to TFTP server

\I Basic settings I Job type specific settings Devices

Basic d

o Status Pending

Description I X200: Setup TFTP server, ﬁlenamel Tasks 5

Type of execution Manual - Job type CcL -

CLI script SINEMA Server
Entry ID: 109749379, V1.0, 08/2017

27



© Siemens AG 20177 All rights reserved
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5. Inthe "Job type specific settings" tab you select the newly created CLI script

for the X200.

Copy of Setup TFTP server, filename & save to TFTP server x
‘ Basic settings IJ Job type specific settings I Devices ‘
—CLI script
Script name Setup TFTP & save config | Select |
Description |MSF’S CLI script configures TFTP servers IP address and port. sets the file name of the configfile and saves to tftp server. Details
| cLi seript x|
CLI scripts and compatible article numbers :|
| c |
Script name Description Compatible article numbers
Setup TFTP & save config MSPS: CLI script configures TFTP senvers |P address ™
Save config file to TFTP This CLI script saves config file to tftp server (start ac/*
I X200 Set TFTP&save config X200: CLI script configures TFTP servers IP address ¢ *
" H n H H
6. Inthe "Devices" tab you select the compatible SCALANCE X-200 device. To
H H H " "
start the job directly you then click the "Save and execute" button.
| Copy of Setup TFTP server, filename & save to TFTP server ®
| Basic settings Job type specific settings I Devices I ‘
—Available devi r—Devices in job (in order of processing)
I S | =] ¥ | |[x® c =¥ |
IP address % Device name Article numbel Seq.r IP address Device name Device type
172.16.9.20 c-dkp1-cpu315-b5 CPU 315-2 PN/DFEEST 315-2EH14-0, |1 |172,1E,9,41 ‘XFEUE-DK—N\CD |SCALANCE XF208 [UBAU*EGKS
172.16.9.21 c-dkp1-cp343-1-7: CP 343-1 (1EX30-6GKT 343-1EX30-0 |2 |172.15.9.42 ‘xﬂka—ﬂZU&—ES—IﬂSCALANCE XF208 [UEAU‘GGK
172.169.23 d-dkp1-et200eco-/ET200ECO PN BL6EST 141-6BF00-0
172.16.9.30 c-dkp1-cpu1511-1CPU 1511-1 PN (16EST 511-1AK00-0
17216 9.31 d-dkp1-et200mp-ZET200MP IM155-46EST 155-5AA00-0.
172.16.9.32 d-dkp1-et200sp-61ET 200SP IM155- 6EST 155-6AU00-0
172.16.9.40 XM408-Backbone SCALANCE XM4(6GK5 408-8GS00-2
172.16.9.80 DK-Mico-W774-1-/SCALANCE W77-6GK5 774-1FX00-0,
172.16.9.81 DK-Nico-W761-1+ SCALANCE W76 6GKS 761-1FC00-0,
172.16.9.200 - DEFAULT_ICMP_|
< [ 3 < [ 3
# B8 > b0 & B = D0
Total 10 Displayed 0 Selected 0 Total 2 Displayed 2 Selected 0
Cancel Save
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7. The created job "X200: Setup TFTP server, filename & save to TFTP server"
includes a total of two tasks for the two SCALANCE X-200 devices.

\#g,)x F-3 T ] I - ¥
] Description % Job type Status Type of executio Task Started on Finished on
[Z] \Job: Database Cleanup of SINEMA Server Database cleanup Finished Manual 1(1/0/0)  |2016-11-04 14:33:19 2016-11-04 14:33:35
[T |Job: Online system backup of SINEMA Server System backup Finished Every n days 1 2017-02-17 14:16:24 2017-02-17 14:28:04
[ZJ | Setup TFTP server, filename & save to TFTP server | CLI Failed partly ~ Manual 5(3/2/0) 2017-02-17 14:28:01 2017-02-17 14:28:58
X200: Setup TFTP server, filename & save to TFTP se CLI Finished Manual 2017—02-17 16:26:33 2017-02-17 16:26:47

Result:

If the job has been executed successfully, the configuration files are stored in the
configured TFTP server directory:

CY
uu | S\ Users\PS5\Desktop\_Portable\Tftpd32]

Organize v Include in library = Share with =

MName

4 Application (2)
Bp thtpdal.exe
@ uninstall.exe

4 CFG File (2)

|| config_001B1B8056FB.cfg

| config 001B1B3057CA.cfg

4 Compiled HTML Help file (1)
2 tftpd3Z.chm

4 Configuration settings (1)
& thpd3Zini

4 Firefox HTML Document (1)
|€| EUPL-EN.pdf

CLI script SINEMA Server
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New folder

Date modified

2811.201322:18
09.10.201515:34

14.07.2017 13:29
14.07.2017 13:29

28.11.2013 22:21

2811.2013 09:08

24.03.2009 15:34

Type

Application

Application

CFG File
CFG File

Compiled HTML ...

Cenfiguration sett...

Firefox HTML Doc...

211 KB
36 KB

KB
G KB

330 KB
1KB

34 KB
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4 Appendix

4
4.1

Appendix

Service and Support

Industry Online Support

Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire
service and support know-how and portfolio.

The Industry Online Support is the central address for information about our
products, solutions and services.

Product information, manuals, downloads, FAQs, application examples and videos
—all information is accessible with just a few mouse clicks at:
https://support.industry.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent
support regarding all technical queries with numerous tailor-made offers

— ranging from basic support to individual support contracts. You send queries to
Technical Support via Web form:

www.siemens.com/industry/supportrequest

Service offer

Our range of services includes, inter alia, the following:
e Product training courses

e Plant data services

e Spare parts services

e Repair services

e On-site and maintenance services

e Retrofitting and modernization services

e Service programs and contracts

You can find detailed information on our range of services in the service catalog:
https://support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry
Online Support" app. The app is available for Apple iOS, Android and Windows
Phone:

https://support.industry.siemens.com/cs/ww/en/sc/2067

CLI script SINEMA Server
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4.2 Links and Literature

Table 4-1

No.

Topic

\1\

Siemens Industry Online Support
https://support.industry.siemens.com

\2\

Link to the entry page of the application example
https://support.industry.siemens.com/cs/ww/en/view/109749379

\3\

SINEMA Server Operating Instructions
https://support.industry.siemens.com/cs/en/en/view/109741758

\4\

SCALANCE X-200 Configuration Manual
https://support.industry.siemens.com/cs/en/en/view/102051962

4.3 Change Documentation

Table 4-2

Version Date Modifications

V1.0 08/2017 First version
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