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This entry is from the Siemens Industry Online Support. The general terms of use
(http://www.siemens.com/terms_of use) apply.

Siemens provides products and solutions with industrial security functions that
support the secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber
threats, it is necessary to implement — and continuously maintain — a holistic,
state-of-the-art industrial security concept. Siemens’ products and solutions only
form one element of such a concept.

The customer is responsible to prevent unauthorized access to its plants,
systems, machines and networks. Systems, machines and components should
only be connected to the enterprise network or the internet if and to the extent
necessary and with appropriate security measures (e.g. use of firewalls and
network segmentation) in place.

Additionally, Siemens’ guidance on appropriate security measures should be
taken into account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them
more secure. Siemens strongly recommends to apply product updates as soon
as available and to always use the latest product versions. Use of product
versions that are no longer supported, and failure to apply latest updates may
increase the customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial
Security RSS Feed under http://www.siemens.com/industrialsecurity.
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1 Introduction

1 Introduction

Different databases can be used with PAA and COMOS. It is easiest and quickest
to incorporate the local Access database. This is also the case in the as-delivered
status. However, the maximum size of an Access database is limited so it is
necessary to switch to the SQL database.

This document describes how to migrate an Access database to an SQL database.

For this you first have to connect the SQL database to PAA or COSMOS (see
Entry ID: 109751359).
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2 Prepare the SQL Server for Plant Automation Accelerator / COMOS

2 Prepare the SQL Server for Plant
Automation Accelerator / COMOS

1. Open the Plant Automation Accelerator (PAA

NOTE In The following entry only PAA will be mentioned. In COMOS you can migrate
your Access database to an SQL database with the same steps.

2. Click the "Open database" icon =

3. Inthe "Open database" dialog you enable the "SQL server" option field and in
the "Database" and "User name" drop-down list boxes you select the relevant

items.
4. Click "OK".
File View Adminsbaior Documents Extra  Plugins  Help PCS 7 Plant Automation Accelerator
(09 adHE ey BRECH BEHBMwX (FH @S O
|-E @ JPImtAlmnaﬁonAccelam

@ Open database X

SQL_Database

@SETUP

3

o
PCS 7 Plant Automation Accelerator

Objects count: Save: Check:

5. Confirm the "Check table in..." message by clicking the "Yes" button.

Check table in [SQL - SERVER]pt_sql_server 2%

Tables/Indices in the database do not correspond to the requirements of COMOS,

You cannot work with the database in this COMOS version without an
adjustrnent.

The adjustment of indices may take a long time.

Adjust tables/indices now?

Yes Mo |
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2 Prepare the SQL Server for Plant Automation Accelerator / COMOS

6. Confirm the "Database indexes created" message by clicking the "OK" button.

COMOS ressage (Kernel) @

:| Database indexes created

7. Confirm the "Different software versions on workstations..." message by
clicking the "OK" button.

Version check @

V' Different software versions on workstations may result in
documents with different versions.

COMOS is monitoring the document versions to prevent this.

The decument version of the database is older than the document
version on the workstation!

You can work with the documents, but you may encounter
wversion specific restrictions regarding functionality.

Upgrading the database version to the COMOS version

is only possible if all workstations are upgraded

to the current COMOS version.

Synchronize via: Administrator | System | Data maintenance | Version

.

®

8. Close the PAA.
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3 Migrate the Access Database to the SQL Server

3 Migrate the Access Database to the SQL

Server

1. Open the path "C:\Program Files (x86)\COMOS\102\Current\Bin" and double-
click the Setup file "ExportDB.exe".

@I\:/Iv . v Computer » SYSWTX54 (C:) » Program Files (88) » COMOS » 102 » Current » Bin »

File Edit View Tools Help
Organize * [ Open with...

[ Favorites

B Desktop
4 Downloads
15| Recent Places

, DataBase

Mew folder

Name

7| ExecuteXIF.exe

| ExecuteXIF.exe.Manifest

& ExportDB
1| ExportDB.) o
__| ExportDb.y

O

Date medified

13.03.2008 11:51
14.02.2014 15:45
24.01.2017 01:17
24,01.2017 00:45
14.02.2014 15:45

Type

CONFIG
MANIFE
Applicat
CONFIG
MANIFE
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3 Migrate the Access Database to the SQL Server

No ok~ wbdhPEDN

Configure the ,Export COMOS database“ windowas follows:
Select the ,Microsoft Jet* checkbox.

Select your Access Database.

Open the ,Username” drop-down list and select ,@Setup*.

Select the ,SQL server” checkbox.

Open the ,Database® Drop-down list and select your SQL databse.
Select your ,Document directory*.

Click on ,Next"

& Export COMOS database — O x

Source: Open database

* Microsoft Jet Cracle SOL server

1

Da e DihDatabase\bccess_Database\Access_Database.mdb

User name @SETUP - 7
Source: Without deleted objects

DB synchranization (includes deleted objects)

Target: Database @
=
Microsoft let Cracle ® S0l server
Database S0L_Database

v

Document directory: D\Database\SOL_Database\Document directory @
6

Mext > eI

D]
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3 Migrate the Access Database to the SQL Server

3. Mark the project to be migrated and click the "Export" button.

& Export COMOS database — O x

Select projects to export:

| Type Name Dest:rip’fic:uno Description 2 |

System
Templates
Templates
Templates
Engineering
Base objects

Engineering

@COMOSSYSTEM System project

@Template_TO1
@Template_T02
@Template_T03
iDE_PO1

501

USERS

Template for process engineenng  acc. IS0 10628

Template for electnical engineering Connection objects
FEED (Best practice O&tG)
Demo project IE 1O

Base project iDB

The template project is p
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v/ Include working layers in export

< Back Expaort Cancel

D)

4. Confirm the "The target database already exists..." message by clicking the
"Yes" button.

The target database already exists..
Do you want to export the projects into the existing database?
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3 Migrate the Access Database to the SQL Server

5. Inthe "Export" dialog field check the "Source" and "Target" data and then click
the "Yes" button.

Export £3

% Source:
4 Ch\ProgramDatatSiemens\PCS 7 Plant Automation
~ Accelerator\DataBase\DE_PAA 1020 00009,DB_PAA 1020.mdb

(Al projects)

Target:
[S0L - SERVER]pt_sql_server

Export this data?

®

The export process takes several minutes depending on the data volume.

6. In the "Export completed..." click the "OK" button.

f Export @

|

| Export completed.

- Start:  28.09.2017 17:43:40
End:  28.09.2017 17:57:05

Elapsed time:  00:13:25 (hh:mrm:ss)
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4 Open the SQL Database in PAA / COMOS

4 Open the SQL Database in PAA/ COMOS

1.
2.

Result

Open the PAA.

In the task bar you click the "Open database" icon =.

In the "Open database" dialog you enable the "SQL server" option field and in
the "Database" and "User name" drop-down list boxes you select the relevant
items. Click "OK".

File View Adminstator Documents Exira  Plugins  Help PCS 7 Plant Automation Accelerator

(09 iadHE iy BRACH BURALTX¥ (Ffadme 0

S

Ll ——

e Open database

SQL_Database

({@SETUP

PCS 7 Plant Automation Accelerator

B Details
Objects count: Save: Check:

You have migrated your Access database to a SQL database.
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