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1 FTTF SINEMA RC NAT
1.1 iR

SIEMENS SINEMA Remote Connect

Devices / s627_rc

Device VPN connection mode  Network settings Group memberships  Change password ~ Device overview

© Exit dialog Connection parameters:

4 The assigned subnet 192.168.36.0/24 and the exported local subnet from sc642 overlap®

Local LAN IP address:

Network mask Device is a network gateway Add
Local subnet Network gateway Actions
192.168.20.0/24 Yes x
192 168.36.0/24 Yes x

7117 SINEMA RC s&3-T OPEN VPN [ fE il 77 2, 16 /%% 5
SINEMA RC SERVER 3% T B¢ H#s A €, X EER BN A B AR B 1
ARHF P BN . FERC B A AT E, R BT E&FE, RC
SERVER KA fRvrisin, tn BB X ghE R H LT, AUl miH Ak,
B Z A IP

H2 BRI AR Z IS A RS ME S,

& OEM/ i, Mty , A EE ST M

& LUH, BMOKEBITIIRET AR

4

IXFERL R MR, RIMEAEI & &+ A R 15 00, ] DL Z
SINEMA RC SERVER, W K.
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! Gateway:

| 192.168.2.151

: IP:192.168.2.1/24 : IP:192.168.2.1/24

| 192.168.2.151 | 192.168.2.151

1
1
! Gateway: : | Gateway:
1
1

[T] : IP:192.168.2.1/24

: IP:182.168.2.1/24 : IP:192.168.2.1/24

i
I

! Gateway: ! ! Gateway: ! Gateway:
I
|

1
1
! 1
| 192.188.2.151 | 192.188.2.161 ! | 192.168.2.151
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2 SINEMA RC NAT & &

2.1 RC SERVER A E
BRI, R AT AEE A, (R N ST RAR

192.168.36.0/24, ik NAT, Jbi# &7 M 192.168.36.0/24 N
172.17.36.0/24; FiF¥+1 M 192.168.36.0/24 #:¥#1y 172.17.42.0/24.

e server [T T

RC |
Client ;

= P I
I I IP:192.168.2.1/24
— i | IP: lI i | IP: i
192.168.36.0/24 192.168.36.0/24 | Gateway:
Beijing Shanghai 192.168.2.151

' Gateway: ' Gateway:
| 192.168.36.151 | 192.168.36.151

1\ F| SINEMA RC SERVER )24 W25 B B UL, A6 5t i & s N
“Local subnet” 192.168.36.0/24., % 1:1 NAT, “Virtual subnet IP
address” B T EEMESL 1P, ity 172.17.36.0/24.

XREWE G, FrA VI 172.17.36.0/24 16215 4% H 2hi N
192.168.36.0/24, 4 TW——XtN, #lu: 172.17.36.1=192.168.36.1,
172.17.36.2=192.168.36.2 ...... .
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SIEMENS

© Exit dialog

SIEMENS

O Exit dialog

SINEMA Remote Connect

Devices / sc636

Device VPN connection mode

Connection parameters:
Connected local subnets
Local LAN IP address:

Network mask:

Local subnet

192.168.36.0/24

11 NAT

NAT for local subnet

Virtual subnet IP address: 172.17.0.0

Network mask: 255255 255.0

Virtual subnet

172.17.36.0/24

I NAT for local hosts

Virtual subnet IP address: 17217 36 0/24

Save

Network ing Group ships  Change password
Device is a network gateway Add
Network gateway Actions
Yes x
Local subnet: 192 168.36.0/24 |v Add
Local subnet Network gateway Actions
192.168.36.0/24 Yes x
Local host: Add

Device overview

WMRAFELE TR —— N, AJLLIEFE “NAT for local hosts” , 1K El#&

#, 172.17.36.1=192.168.36.1,

SINEMA Remote Connect

Devices / sc636

172.17.36.2=192.168.36.12.

Device VPN connection mode = Network Group ships  Change d
Connection parameters:
Connected local subnets
Local LAN IP address:
Network mask: Device is a network gateway Add
Local subnet Network gateway Actions
192 168.36.0/24 Yes x
1:1 NAT
NAT for local subnet
Virtual subnet IP address: 172.17.0.0
Network mask: 255.255.255.0 Local subnet: | 192.168.36.0/24 |+ Add
virtual subnet Local subnet Network gateway Actions
17217 .36.0/24 192 168.36.0/24 Yes x
NAT for local hosts
Virtual subnet IP address: 172.17.36.0/24 |v Local host 192 168.36.12 Add
Virtual subnet IP
reust subne Local host Network gateway Actions
address
17217 .36.1/24 192.168.36.1 Yes x
172.17.36.2/24 192.168.36.12 Yes x

Device overview
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FIFERIIME N BT AR E NAT, AHu AR LT W N o E . an s,
WHETEHE, WUERRSERRIENTMER, k&M
192.168.36.0-172.17.36.0/24; Lif§i%# 1™ 192.168.36.0-172.17.42.0/24,

SIEMENS SINEMA Remote Connect Help@ 10/25/2018, 255:30 PM (UTC 408:00)@®  Language: English |+
Devices
» System ! To create further devices/users you nced to purchase a ew license.
v Remote connections i No fiter active
» Devices
Search fiter- All ~ 9, O Pprecise match Apply filter Show all

» Device update

» Address spaces

» Participant groups e
[] MName ofthe . VPNaddress 3 Remote subnet Virtual subnet status % Location s peol . VPN protocol
» Communication relations device connection s
> FEmr e O s627_rc - 192.168.20.0/24. - © Online (2018-10-25; 08:45) Permanent IPsec [ $627_RC]
I secury O sc636 10813 192.168.36.0/24. 172.17.36.0/24 © Online (2018-10-25; 14:45)  Beiing Permanent OpenVPN
O sce4z 10812 192.168.36.024. 172.17.42.0024 © Online (2018-10-25; 14:145)  Shanghai Permanent OpenVPN
} & My account
Create Copy Delete

2.2 mRRERS

WTRE, EfEiE% (S615/SC600/M800) “Auto Firewal/NAT Rules” i
Ti— s BA%k, IXFES B SINEMA RC SERVER &1 NAT ¢ &7
AMARFEEE .

SIEMENS
192.168.0.136/SCALANCE SC636-2C

Welcome admin | SINEMA Remote Connect (SINEMA RC)

Changes will be saved automatically in 44 seconds.Press Write Startup Config’ to save immediatel

Logout

*Information Enable SINEMARC

«System
Server Settings

SINEMA RC Address: 192.168.0.153

v Configuration

»General

5 A f 3
»DNS SINEMARC Port: 443
rRestart

Server Verification

rLoad&Save

Verification Type: Fingerprint
rEvents

Fingerprint: 9C:78:AG:DAAS:9A 14:FB:9!
»DHCP
CA Certificate: SINEMA_RC_CA.pem

¥ SHNMP

» System Time
Device Credentials

Device ID: 41
Device Password: sesess

»Auto Logout
»Button
¥ Syslog Client
»Ports
DL Optignal Settings

Monitaring

Auto FirewallNAT Rules

FPLUG

Type of connection: Auto

Device Password Confirmation: sssess

rPing
Use Proxy: none
»Port !
Diagnostics Autoenrollment Interval [min]: 60

» Proxy Server

» SINEMA RC
+Layer 2 SetValues
rlLayer 3
¥ Security

Actions
e xaEn

oxaxs TN
oxoxes TN
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SIEMENS
192.168.0.136/SCALANCE SC636-2C

Welcome admin ~ S|INEMA Remote Connect (SINEMA RC) Information

Changes will be saved automatically in 36 seconds.Press Write Startup Config' fo save immediately

Logout
~information Slatus: established (192.168.0.153, Port 1194, UDP)
bEsil=Enz Device Name: 5636
»Versions Device Location: Beijing
» ARP Table GSM Number: -
rLog Tables Vendor: -
rFaults Comment: -
»DHCP Server Type of Connection (Server): Permanent
»LLDP Type of Connection (Device): Auto
» Routing Fingerprint: 9C:78:A6:DA:A9:9A14:FB:99:C2:50:6F:08:72:B8:AC:11:03:8A:AATA51:C9: 11:6F:34:5E:10:17:4D:32:B|
» SHMP Remote Address: 192.168.0.153
» Security [Cunnected Local Subnet(s): 192.168.36.0/24 translated to 172.17.36.0/24
¥ SINEMA RC
¥ System Connected Local Host (s)
rlLayer2
Tunnel Interface Address: 10.8.1.3
blaEre Connected Remote Subnet(s): 10.8.1.0124
10.8.0.0/24
b Security 172.17.42.0/24
192.168.20.0/24
192.168.248.0/124
172.32.0.016
SIEMENS

192.168.0.142/SCALANCE SC642-2C

Welcome admin ~ SINEMA Remote Connect (SINEMA RC) Information

Logout

STETELET Status: established (192.168.0.153, Port 1194, UDP)

» Start Page Device Name: sc642

»Versions Device Location: Shanghai

»ARP Table GSM Number: -

Log Tables vendor; -

»Faults Comment -

» DHCP Server Type of Connection (Server): Permanent

LLDP Type of Connection (Device). Auto

» Routing Fingerprint: 9C:78:A6:DAAZ:9A:14:FB:99:C2:50:6F:08.72:B8:AC:11:03:8A:AATA:51:C9:11:6F . 34:5E:10:17:4D:32:BI

» SHMP Remote Address: 192 168.0.153

SEEETT [Connected Local Subnei(s): 192.168.36.0124 rans|ated to 172.17.42.0/24 ]

»IPsec VPN

PellEiling Connected Local Host (s):
»System
+Layer 2 Tunnel Interface Address: 10.8.1.2

Connected Remote Subnet(s). 10.8.1.0/24
rLayer 3 10.8.0.0/24
17217.36.0/124

» Security 192.168.20.0/24

192.168.248.0/124
172320016

ZFE % (S615/SC600/M800) N MIEF 14, WA B ALY A,
TR EMIE, WOCHLIE R B IR % % (S615/SC600/M800) 1 IP itk .
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SIEMENS
192.168.0.142/SCALANCE SC642-2C

- Internet Protocol (IP) Masquerading

asaeradn e st e [
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rInformation
rSystem Interface Enable Masqguerading
viani (INT) A
rlLayer 2 vlan2 (EXT) L]
wLayer3
g [Set values ||Refresh |
rF3ubnets
FNAT

»Static Routes

F Security
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SINEMA RC Client iZf&5ia]

WK, 2 RC CLIENT E£ )G T LA BAL R _ A T A5 B,

KR AR A B R

SIEMENS SINEMA RC Client

English

SINEMA Remote Connect Account » @& () Logof

SIMEMA RC URL: 192.168.0.153:443 WPN status: ® CONNECTED Establish VPN tunnel
Logged on as: lixiaowei VPN address:  10.8.14
Terminate VPN tunnel
T Q= |
Participant Name of
gmqps of the “ e device VPN address Remote subnet Virtual subnat Status Lacation
evice
device 5627 _rc 192.168.20.0-24 o onling
device schd2 10812 192.168.36.0/24 1721742.0/24 @ online Shanghai o
device scb36 10813 192.168.36.0/24 172.17.36.0/24 @ online Beijing a
device SINEMA RC 192.168.248.0/24 @ online w
LAN 1
[ Activate NAT on Client
Use destination NAT settings of the device
Show logfiles

Use manual NAT settings MAT configuration

W, FTRAE BIAHES R HAER 2 NAT Fe s 155 2.

172.17.36.0/24 4t 3¢, 172.17.42.0/24 i,

10
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B8 Command Prompt — d
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WK, 25 E7E4%, 172.17.36.136 AH24 150 3] 7 db pl im fE i 4%
WK 192.168.36.136; 172.17.42.142 4T 15[ 3 1 _E e w5 & K
192.168.42.142.
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E¥ Command Prompt — n %

Control-C

time=1ms
time=1ms
time=1ms
time=1ms

|| |||"|| 1|‘|E‘E‘|

time=1ms
] : time=1ms
v from : ¥ time=1ms
v from 172, 17, 42, 1420 by time=1lms

Minimum = lms,
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& i PC R I A v LLE S TR V5 M I I PLCHMI & 4%, RN
7 NAT FI%E, FEERE IP 282 5 EM 1P,

SINEMA RC VPN &= ZiE, Ry SIhaeA e & a8 2t &,
WEFIEE B IP,
I HFR 1P,

N TIA PORTAL/STEP7 [#4E, FEFNIEE T

Configured access nodes of “remate 172.17.210.16°

Dence Dencenype s Thpe Ageeens Suboet
oo ATEATII0NE CUISIICIN 1K1 PWE 192.168.201.16 e

Project] » De & notworks

Devices

] [22] 2 [ revwor| £7 connections [Fut connect 5| &
* ] Project = g 4
W Add new device gl ]
o Devices & networks remote 172.17.... remoie 172.17....
+ [ Keice [CRU1517C:1 PH] CPU1512C1 PN CPU15125R1 PN
» (@ Ac_1 [cru 15184 NP ‘Select uige: device:
+ [ AC_3 [cPU 3172 PHDP] Dreice rvice type inierece iype  Address Targes devar

b (g remate 172.17.201.16 [C PNNE_Z: 192.168,201.16 2018 =

h- PNAE_T: 192.168.201.16 —

» ammn!i?),ﬂ)ﬂ) 16[C_

+ b Ungrouped desices IP: 172.17.201.16 IP: 172.17.210.16 Combgured sceess nsdes of 'remore 172 17 218 16"

b 3 Unassigned devices twvice re— s Ty e st
mmo 17217006 CUIBICT M 10 e 1oz 168301 16 mx

| e

) s - Cillser:  documenticomd 1 6-171tia pro
Project Edit View Insen Online Options Tools Window Help
(el seveproject @ X 19 Ty X Wy B MG E R I coonine oF coofine fy IR ¥

Project] » Devi Tiee ofhe FGRCuerace:  (_rie

- [T T T rrr T e ——— e |1
| Devices | Gonmacion tinteruceiubnet. | Deecarsiot |t ol ]
% [20] 2 | ek nerwen Lf connections gl EIMES . ol )
B #dd new device [ Device nype imeriscenpe  Addeess Tergerdevce
ik Devices B newrors remote 172.17.... remote 172.17.... vemae 1721731016 [OUVS1EC L IFRE TEATETE remene 17E1TE.

CPU1512C-1 PN CPU 1512551 PN - - FriE fecess pdderss -

» [ idevice [CPU 15126

» [ PLC_T [CPU 15184 PR

+ [ PLC_3 [CPU 3172 PHIDP)

» (g remate 1721720106 [ @
» o remote 1721721006 [ @)
+ ' Ungrouped devices

» (3 Unassigned devices

FRAE_T: 162.168.201.14
PNAE_1: 192.168.201.76 — =

& SBJATIC Manager - [open ie - CA\Program Files (85)\5 StepTsTprofiopen_ie]
BD File Edt et [PLC] View Options Window Help
D |it& | & Access Rights »
=) open e el
= @l CF it
el o Cird-K )
= @l 1 d Objects
o - i Access Address ==
=l N7 . .
= @ cruari Upload Station to PG.. Access address:
S@EEE  copymatoROM.. 172172011
=1 Download User Pragram to Memary Card
= Bl mE I .
® @eeumyy  SwetoMemony Card. Available address: Reset
m B SIMATICPCS  Retrieve from Memory Card..
e B Address type | IP address
Display Acceisiic todes Acoess address 172.17.201.16

Change Module lentification...
CPU Messages...

Display Force Values

Maniton Modedy Varisbbes

Disgnastic/Setting
PROFIBUS

Edit Ethernet Node...

n PG/PC

:

ZHE, BIREAR IP 2P, (EREE VPN BEH, M5 )= BIA D
DM NIIE B N7 &
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