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Security Siemens provides products and solutions with industrial security functions that

Informa- support the secure operation of plants, systems, machines and networks.

tion In order to protect plants, systems, machines and networks against cyber
threats, it is necessary to implement — and continuously maintain — a holistic,
state-of-the-art industrial security concept. Siemens’ products and solutions only
form one element of such a concept.
The customer is responsible to prevent unauthorized access to its plants,
systems, machines and networks. Systems, machines and components should
only be connected to the enterprise network or the internet if and to the extent
necessary and with appropriate security measures (e.g. use of firewalls and
network segmentation) in place.
Additionally, Siemens’ guidance on appropriate security measures should be
taken into account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them
more secure. Siemens strongly recommends to apply product updates as soon
as available and to always use the latest product versions. Use of product
versions that are no longer supported, and failure to apply latest updates may
increase the customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial
Security RSS Feed under http://www.siemens.com/industrialsecurity.

WinCC OPC checkilist
Entry ID: 109763316, V 1.0, 07/2019


http://www.siemens.com/terms_of_use
http://www.siemens.com/industrialsecurity
http://www.siemens.com/industrialsecurity
http://www.siemens.com/industrialsecurity

© Siemens AG 2019 All rights reserved

Contents

1 Brief DESCIIPLION coeiiii e e e e e e e s r e e e e e s eannnes 4
2 Detailed DESCIIPLION ..t e e s e e e e e e s e e e e e e e e s eennnes 5
21 COMPUEET NBIME ...eeeiiieiii e 5
2.2 NELWOIK SEHINGS ..eeeiiviiieiitiee ettt 5
2.3 Subnet and DOMAINS .........uuuiiiiieee it e e e 5
24 OPC Server INStallation ..........cooeei i 6
25 Windows User on Server and Client ..........cccccooviiiiiiiiiieeeni e 7
2.6 Windows USErS iN USEr GrOUPS ....uveeereeeiiiieuiiireeeeeesasininnnesseessssnnnsnneees 8
2.7 Windows Firewall Settings ........cccuvveveeeeiiiiiiiieeee e 8
2.8 Remote Desktop Protocol (RDP) ......cvvvieiiiiciiiiiieee e 9
29 VIFUS SCANMNETS ..eiiiiiiiiiie ettt e e et ee e e snbee e e e neeas 9
2.10 OPC SPECIfICALIONS ....evvvviereiieeiiriiieieeeeeeeeeereeererereeeeereeesaeesrreeererarera—... 10
211 DCOM Settings (only for OPC DA) .....cooooveiiiiiiie 10
2.12 WinCC Connectivity Pack LICENSE .........ccouveiiiiiiiiiiiiiieeieee e 10
2.13 Start WIiNnCC RUNLIME .......euiiiiiiie et e e sieeee e e e e 11
3 Further INformation ... e 12

WinCC OPC checkilist
Entry ID: 109763316, V 1.0,

07/2019 3



© Siemens AG 2019 All rights reserved

1 Brief Description

1 Brief Description

Introduction

With OPC there is a manufacturer-independent standard via which systems and
devices of different manufacturers can exchange data.

Requirements

The following requirements must be met for data exchange without any problems:

1.

10.

11.

12.

13.

The computer name must correspond to the specifications.
- see section 2.1

The general network settings must be made:
- see section 2.2

The computers (OPC server and client) must be in the same subnet/trusted
domains and know each other.
- see section 2.3

The OPC server must be installed.

- see section 2.4

The same user must be on the server and the client.
- see section 2.5

The Windows users must be in the user groups provided.
- see section 2.6

The firewall must permit OPC communication.
- see section 2.7

No Remote Desktop Protocol (RDP) may be used on the OPC server.
- see section 2.8

The virus scanner must be compatible with the used version of WinCC.
- see section 2.9

The OPC specifications must be compatible with each other.
- see section 2.10

The Windows DCOM settings must be correctly configured (only required for
OPC DA).

- see section 2.11

The WinCC/Connectivity Pack license must be available for WinCC V7 (only
required for OPC A&E, OPC HDA, OPC XML DA and OPC UA servers).

- see section 2.12

The WIinCC Runtime must be started.
- see section 2.13
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2 Detailed Description

2
2.1

WinCC V7

Detailed Description

Computer Name

When assigning the computer name make sure that you observe the restrictions.

The restrictions for WinCC V7 are given in the FAQ response "What restrictions
are there for assigning the computer name for WinCC?".

https://support.industry.siemens.com/cs/ww/en/view/5708281

WinCC Professional

2.2

Note

2.3

Subnet

Note

Domain

The restrictions for WinCC Professional are given in the system manual "STEP 7
and WIinCC Engineering V15.1" in the section entitled "Installation of WinCC
Runtime Professional”.

https://support.industry.siemens.com/cs/ww/en/view/109755202/117665780491

Network Settings

In the next step you check the network settings that have to be made to operate
WinCC. Here you should make sure that the settings are correct for the name
resolution.

More information about which requirements have to be met are available in this
FAQ: "What are the requirements for operating SIMATIC WiIinCC in a Windows
network?"

https://support.industry.siemens.com/cs/ww/en/view/868014

Subnet and Domains

The two computers (server and client) must be in the same subnet and know each
other (name resolution and Windows users) and must be reachable via the ping
command.

Refer here also to the network settings (section 2.2) and the Windows DCOM
settings (section 2.11).

With WIinCC V7.3 and higher the tighter security policies of the WinCC OPC
client apply. More information is available in the FAQ entitled "Why can you no
longer connect the WinCC OPC DA Client to third-party servers after upgrading
to WinCC V7.3?".

https://support.industry.siemens.com/cs/ww/en/view/109483815

If the two computers are in the same domain or trusted domains, you must also
observe the correct name resolution (see also section 2.2)
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2 Detailed Description

Note More information about trusted domains is available in the FAQ entitled "What
are the requirements for operating SIMATIC WinCC in a Windows network?".

https://support.industry.siemens.com/cs/ww/en/view/78346833

Further information about how to add a trusted domain is available from
Microsoft:

https://docs.microsoft.com/de-de/security-
updates/windowsrightsmanagementservices/18119089

2.4 OPC Server Installation

The OPC servers of WinCC V7 and WinCC Professional have to be installed to
achieve OPC communication.

WinCC V7
With WinCC V7, if you select the option "WIinCC Complete”, the OPC server is
installed automatically.

However, if you use the setting "WinCC Standard”, you have to enable the WinCC
OPC server separately in the installation directory "WinCC Expert".

Programs
Programs to be installed

O+ WinCC Expert mode 2 SIMATIC WinCC
LA WInCC Fileserver - OPC Server.
&1 WinCC Client
DA WinCC Client
21 WINCC Expert

O+ WinCC Runtime
----- O+« WinCC Configuration
----- g

O+ WinCC Smart Tools
-1 WinCC WebUX
L v WinCC WebUX
&1 WebNavigator
----- O~ WebNavigator Server

O+ WebNavigator Client

v |Required: 10 MB
----- M« Diaanastics Client

Help ‘ Storage space | < Back | Next = | Cancel ‘

Note You should use the "User-defined installation" type of installation; otherwise you
might not be able to enable the option.

If you cannot enable the "WinCC OPC server" for the installation, you might still
have to enable the "WinCC Expert mode".
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2 Detailed Description

WinCC Professional

2.5

Note

Note

With WIinCC Professional you can install the OPC server via the installation setup
of WinCC Runtime Professional.

SIMATIC WinCC Runtime Professional - Setup

SIEMENS Totally Integrated Automation

Please select the product features you want to install. If you deselect
components which are already installed, they will be uninstalled.

~ General settings £ Minimal 2 Typical § User-defined
[JE SIMATIC Logon A
O Configuration =
Documentation Viewer
WinCC OPC DA Server
Install WinCC OPC HDA Server
- Overview CC OPC ABE Server
* Modify system (5 WinGG OPC-XNL DA Senver
. T
System configuration [EF Microsoft SQL Server 2014 Standard Edition
[ Wicrasoft SQL Server 2014 Express Edition v
Summary Selection of generally usable additional tools

Hard Disk Drive space

Drive  Size Avallable  Required  Therecftamp  Remaining
@C\ 925GB 80.168 8.408 860.0M8 72608
@B\ 18TB 1678 008 008 1678
Target directory

[caProgram Files (x86)Siemens\utomation ][ Browse

Windows User on Server and Client

In the Windows user administration, you must enter a Windows user for the OPC
client and for the OPC server.

The user name and the password must be identical on the OPC server and on
the OPC client.

More information about how to create a user account in Windows 10 is available
at this link:

https://support.microsoft.com/de-de/help/4026923/windows-10-create-a-local-
user-or-administrator-account
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2 Detailed Description

2.6 Windows Users in User Groups

The Windows user (from section 2.5) must be entered as member of the following
groups both on the OPC server and on the OPC client:

e Recommended configuration (1)

"Administrators"
e  Minimum configuration (2)
"Power Users"
- "SIMATIC HMI"

3] Buent Viewer

Shared Folders F
=l & Cryptographic Operators

v Local Users and Groups
& i & Device Owners

9 Users
Sroups ¥ Distributed COM Users
(&) Performance 5/ Event Log Readers
& Device Manager &5 Guests
v (55 Storage B Hyper-v Adrministrators
# Disk Management BN USRS

& Network Configuration Operators
&lPerformance Log Users

Fi Services and Applications

Members are authorized to perform cryptographic operations.

Mernbers of this group can change system-wide settings.

Members are allowed to launch, activate and use Distributed COM objects on this machine.
Members of this group can read event lags from lacal machine

Guests have the same access as members of the Users group by default, except for the Guest account
Members of this group have complete and unrestricted access to all features of Hyper-V.

Built-in group used by Intemet Inforrmation Services

Members in this group can have some administrative privileges to manage configuration of network
Mernbers of this group may schedule logging of performance counters, enable trace providers, and ¢

Iag Power Users

Fower Users are included for backwards compatibility and possess limited administrative powers I

B Remote Management Users

& Replicator

B systern Managed Accounts Group
B users

85 HelpLibraryUpdaters

B Logon_dministratar

&/ Siemens TIA Engineer

\ebers of this group can access WM resources over management protocols (such as WS-Manage|
SuDNyts file replication in @ darnain

MembINQf this group are managed by the system.

Users are p d from making accidental of intentional syster-wide changes and can run most af

SIMATI 7 ministrators

AAnistration of Siernens TIA products

I S TIMATIC HMI

i SIMATIC HWI GROUP I

” S SIMATIC HMIVIEWER

SIMATIC group for read only access

2.7 Windows Firewall Settings

& Computer Management - o X
P 3

File Action View Help

CEIEL s

& Computer Mansgement (Local) ‘ Name Dccription | —

|t System Tools — .
(@ Task Scheduler = ' — — P

B administrators Administratars have complete and unrestricted access to the computer/domain More Act. b

To establish an OPC communication the following ports in the firewall settings of
Windows must permit the communication.

WinCC V7
e Port OPC DA:
e Port WinCC OPC UA:
e Port WinCC OPC XML:

Note

135
4862 (default)
80 (HTTP) / 443 (HTTPS) (default)

How to configure the OPC UA server (WinCC V7.5)

https://support.industry.siemens.com/cs/ww/en/view/109760748/62437095435

WinCC Professional
e Port OPC DA:
e Port WIinCC Prof OPC UA:
e Port WinCC OPC XML:

Note

135
4861 (default)
80 (HTTP) / 443 (HTTPS) (default)

How to configure the OPC UA server (WinCC Professional)

https://support.industry.siemens.com/cs/ww/en/view/109755215/23227619083
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Note

2.8

Note

2.9

Further information about the firewall and port settings is available in the OPC
white paper (see links in chapter 3):

e OPC and DCOM: 5 things you need to know
e OPC and DCOM Troubleshooting Quick Start Guide

Remote Desktop Protocol (RDP)

Furthermore, it is recommended that no Remote Desktop Protocol (RDP) be used
on the WinCC OPC server.

More information about when it is permitted to use the Remote Desktop Protocol
(RDP) is available in the FAQ "How do you remotely access WinCC stations
(WinCC V7 and WinCC Professional)?".

https://support.industry.siemens.com/cs/ww/en/view/78463889

Virus Scanners

Check whether the virus scanner you are using is compatible with your version of
WinCC.

Using the "Compatibility Tool for Automation and Drive Technology" you can do
this quickly and easily free of charge.

https://support.industry.siemens.com/cs/ww/en/view/64847781
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2 Detailed Description

2.10

Note

2.11

2.12

WinCC V7

Note

OPC Specifications

Please note that there are different OPC specifications for OPC.
When operating OPC you must ensure that the specifications are compatible with
each other.

More information about the specifications is available on the web pages of the
OPC Foundation.

OPC Unified Architecture Specification
https://opcfoundation.org/developer-tools/specifications-unified-architecture

OPC Classic Specification:
https://opcfoundation.org/developer-tools/specifications-classic

Otherwise refer to the manufacturers of the OPC applications.

DCOM Settings (only for OPC DA)

Check that the Windows DCOM configurations have been set correctly.

More information about this is available in the FAQ "Which DCOM settings must be
checked for WinCC (V7 and Professional) with OPC DA if the connection between
server and client does not work?".

https://support.industry.siemens.com/cs/ww/en/view/109768431

WinCC Connectivity Pack License

You need the WinCC/Connectivity Pack license if you want to operate WinCC V7
together with one of the following versions of the OPC server:

e OPC A&E server

e OPC HDA server

e OPC XML DA server

e OPC UA server

The license must be stored on each server concerned.

You can procure the WinCC/Connectivity Pack license via your sales partner or
directly from the Industry Mall:

https://mall.industry.siemens.com/mall/en/en/Catalog/Products/10016160?tree=
CatalogTree

WinCC Professional

If you want to use OPC with WinCC Professional, you only need the WinCC
Runtime Professional license.
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2 Detailed Description

2.13 Start WinCC Runtime

You must then start the Runtime for successful communication.

WinCC V7
You start the WIinCC Classic Runtime via the "Start" button.

File Edit_View Tools Help
S B C IR
=R

Lt

Compute@

! Tag Management

: A Graphics Designer

WinCC Professional

The WIinCC Runtime Professional is started by loading the project and Runtime is
started via the "Start Runtime" button.

Figure 2-1

WinCC RT Start - X

File  Wiew Help

[l
Pr®) ESKTOP-E2/NED -]

Autostart | Operating Mode

J Diagnosh:

¥BS debugger zetings

[:] Start screen debugger
[ Start seript debuager
[:] Diigplay screen emor
[ Shaw script emars
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3 Further Information

3 Further Information

e OPC & DCOM Troubleshooting: Quick Start Guide
http://www.opcti.com/opc-dcom-troubleshooting.aspx

e OPC and DCOM - 5 things you need to know
http://www.opcti.com/opc-dcom-tutorial-intro.aspx

e How do you configure a server/client connection of two WinCC SCADA
computers in OPC UA? (video)
https://support.industry.siemens.com/cs/ww/de/view/109479664
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