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Security
information

This article originates from the Siemens Industry Online Support. The terms of use
specified there apply (www.siemens.com/terms_of _use).

Siemens provides products and solution with industrial security functions that
support the secure operation of plants, solutions, machines, equipment, and/or
networks. They are important components of a holistic industrial security
concept. With this in mind, Siemens products and solutions undergo continuous
development. Siemens strongly recommends that you regularly check for
product updates.

To ensure the secure operation of Siemens products and solutions, it is
necessary to take suitable preventive measures (e.g. cell protection concept)
and integrate each component into a state-of-the-art holistic industrial security
concept. Third-party products that may be in use should also be considered. For
more information about industrial security, visit
http://www.siemens.com/industrialsecurity.

To stay informed about product updates as they occur, sign up for a product-
specific newsletter. For more information, visit
http://support.automation.siemens.com.
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1 Overview

Overview

With SIMOTION (and SINAMICS), great importance was placed on the flexibility of
the choice for online access. You can choose from the following interfaces on the
target device to go online with SIMOTION SCOUT (or STARTER):

e Industrial Ethernet (e.g. commissioning interface X127)
e PROFINET IO (e.g. X150)

e PROFIBUS DP (e.g. X126) or MPI

e USB (with SINAMICS G only)

This flexibility gives you the option of selecting appropriate online access (except
via USB) even in the case of remote access (e.g. via teleservice adapter).

This access point, which is configured once, enables you to use routing to reach
other controllers and drives connected to the superimposed controller via
PROFIBUS/PROFINET.

To benefit from these options, however, an online access point has to be
configured during initial commissioning and this configuration data loaded to the
controller.

Online access via NAT

S7 routing

Note

If you want, for example, to establish an online connection via remote access to
modules that are located behind a router (e.g. SCALANCE S) that uses the NAT
(Network Address Translation) router function, the online connection to the device
can be established by selecting the alternative access point DEVICE.

The procedure is described in detail in Chapter 2.4.2.

Since a SIMOTION control supports the S7 routing function between all interfaces,
you can connect the PG/PC to any interface (e.g. X150, PROFINET, or Ethernet)
and still reach controls and drives that are connected to this SIMOTION control via
another interface (e.g. via X126 or PROFIBUS).

Going online via a routed online connection is described in detail in Section 2.4.

S7 routing is supported by all SIMOTION modules.

A list of the SIMATIC modules that support the S7 routing function can be found
here:
http://support.automation.siemens.com/\WW /view/en/584459

S7-1500 modules that support S7 routing can be found here:
http://support.automation.siemens.com/WW /view/en/81659450
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1 Overview

Data record routing

Data record routing is a function of SIMATIC modules for accessing parameters
and functions of field devices on the PROFIBUS. In other words, data record
routing only includes the routing of Ethernet, PROFIBUS, or MPI to another
PROFIBUS network.

This function is particularly important in the SINAMICS G120 drive from firmware
versions V4.3.2 to V4.6 since these drives can only be reached via a direct
connection or by means of data record routing.

Note A detailed list of the SIMATIC modules (CPUs and CPs) that support the data
record routing function is available here:
http://support.automation.siemens.com/WW /view/en/7000978

SIMOTION controls do not generally support data record routing, but only S7
routing. Therefore, a routed online connection cannot be established via a
SIMOTION control to the SINAMICS G120 drive (firmware versions V4.3.2 to

V4.6).

Note The SINAMICS G120 drive can be accessed again via S7 routing as of firmware
version V4.7. In other words, even if the online connection is routed via a
SIMOTION control.

Note A target drive (e.g. SINAMICS drive) does not have to support the S7 or data
record routing function to go online since this device does not have to transfer
the information it receives.

Possible error causes when going online

If an attempt to establish an online connection to a target device is terminated with
an error message, a detailed error description can be found in the “Target system
output” window of SIMOTION SCOUT (or STARTER).

Fig. 1-1: Detailed error description when going online

E v 4 errars) Iv 0 warning(s) v 5 infarmation
Level Me=zage
% Al |
1 | Information D435: Establizhing & connection to the device
2 | Information D435 Access point wused: STOMLIME (STEP 7)) -= A5 AXESE1 78 USB2 .0 to Gigabit Ethernet Adapter TCPIP1 .
3 | Infarmation D435 Connection has been establizhed. Connection to target station: Address: 1921653.0.1, slot: 2.
4 | Errar D435 Mot possible to estabish connection from device of type 'D445-2 %4 4' to hardware of type 'D433-2 ¥4 4",
5 | Errar Dd35; An attempt was made to establish a3 connection to an incompatible device
E | Errar Etror on: Connect to zelected target devices.
7 | Errar An attempt was made to establish a connection to an incompatible device (ret = OxbeOb0052)
5 | Information Start of the online consistency check for all online devices.
9 | Infarmation End of the onling consistency check far all online devices.

= Svmbol browser E Target system output
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1 Overview

Note

This error description should allow you to isolate the cause of the error. Perform
the following comparisons:

1. The configured and the existing device type (see Fig. 1-1)

2. The configured firmware version and the firmware version that exists on the
target device

To be able to go online, these versions must match.

In the event of an error when attempting to go online, it is always recommended
to determine whether the target device can even be reached with the “Accessible
nodes” function (see Section 2.5).

Further necessary configuration steps for going online are described in the
following section and must be taken into account.
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2 Establishing

an online connection via Ethernet

2 Establishing an online connection via
Ethernet

You establish an online connection via Ethernet with SIMOTION SCOUT (or
STARTER) by:

1.

Ll SR

Note

Selecting the PG/PC interface

Setting the Ethernet interface on the PG/PC (Windows)
Checking Windows IP address(es) (ping)

Configuring the access point

Using the “Accessible nodes” function to determine the modules with which an
online connection can be established

The commissioning interface (X127) on the SINAMICS S120 drive is released for
going online via SIMOTION SCOUT (or STARTER) for:

e (CU320-2 DP from hardware version “C” and
e CU320-2 PN from hardware version “A”

For this purpose, an acyclic connection is established and communicated via the
S7 protocol. Further information about the number of free connections via
interface X127 can be found in article 52640646.
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2 Establishing an online connection via Ethernet

2.1 Selecting the PG/PC interface

The following paragraphs explain how to set the PG/PC interface to establish an
online connection to a SIMOTION control or SINAMICS drive via Ethernet
(TCP/IP).

Open the settings for the PG/PC interface in SIMOTION SCOUT (or STARTER) by
choosing the “Options -> Set PG/PC interface” menu item.

Fig. 2-1: Selecting the PG/PC interface

Set PG/PC Interface @
Access Path | LLDP / DCP | PNIO Adapter | Info |

Accesz Point of the Application:
|S?DNLINE [STEP Y]  -» ASIX AX88178 USB2.0 to Gigabit Ethen’j
[Standard for STEF 7)

Interface Parameter Agzzignment U zed:
|85 14 488178 USB2.0 to Gigabit Ethermet Properties. .

oL Diagnostics. .

bit Ethernet Adapter. 1501

bit Etherret Adapter. TCPIP. 1 <Actives
bit Ethermet Adapter. TCPIP.Auto. 1 -

< ITi] b

[Parameter aszignment of paur MDIS-CP
withT CP/IP protocol [RFC-100E))

Interfaces

Add/Remove: |

Cancel | Help |

... depending on the access point

Here, define the desired PG/PC interface
(e.g. “<USB Ethernet Adapter>.TCPIP") for the access points

e S7ONLINE (standard route) and
o DEVICE (alternative access point).

Here, you do not yet define the access point via which the online connection is to
be established. This step comes later. This window is only used to select the
relevant PG/PC interface for the STONLINE and DEVICE access points.

Note Here, you must ensure that different PG/PC interfaces can be set for the two
S7ONLINE and DEVICE access points.

However, the same PG/PC interface can also be assigned to both access points.
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NOTICE  The PG/PC interface selected in SIMOTION SCOUT (or STARTER) for the
S7ONLINE access point is automatically overwritten when you go online if
a PG/PC station has been configured in NetPro ...
e with an assigned PG/PC interface
e and active STONLINE access (see Fig. 2-5).
This also applies if several projects are open. In other words, another open
project with active STONLINE access can also overwrite the PG/PC
interface settings.
In the case of the STONLINE access point, therefore, the PG/PC interface
configured and assigned in NetPro has priority. So an online connection
can only be established via the PG/PC interface assigned in NetPro.
To go online via another PG/PC interface, you can do one of the following:
e Assign the relevant PG/PC interfaces in NetPro.
e Deactivate the STONLINE access in NetPro.
e Use the alternative DEVICE access point.

Note With the STONLINE access point, active STONLINE access in NetPro is

necessary to establish an online connection to target devices that are located in
networks other than PG/PC.

... depending on the protocol

When you select the Ethernet interface, you can also select from the following:
e ISO

e TCP/IP

e TCP/IP (Auto)

The ISO protocol is not supported by SIMOTION controls or SINAMICS drives.

It is recommended that you select the TCP/IP without Auto setting because “virtual”
IP addresses are not created automatically by STEP7 in this case.
The correct IP address must be defined in the Windows Ethernet adapter settings.

Alternatively, a TCP/IP (Auto) can also be used. Then, you must ensure that, once
accessible nodes have been searched for, STEP7 automatically creates “virtual” IP
addresses in Windows as applicable.

This has the following advantages:

e The accessible nodes (SIMOTION and SINAMICS) can always be diagnosed
(firmware version and SIMOTION diagnostic data).

e To go online, the PG/PC always has an appropriate IP address (after the
search for accessible nodes). The user does not have to define this explicitly in
Windows.

However, the TCP/IP (Auto) protocol also has a significant drawback.
e The user cannot influence the “virtual” IP addresses created by STEP7. STEP7
may create an IP address that is already being used by another node (e.qg.

How do | go online?
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2 Establishing an online connection via Ethernet

another PG/PC that is not visible via “Accessible nodes”). This causes
considerable network problems that are not immediately apparent.

Note You can check the “virtual” IP addresses created by STEP7 by entering

“

ipconfig /all” in the command line window.

P

B C:\Windows\system32\cmd.exe =n o] \@
Microsoft Windows [Uersion 6.1.76011] -

Copyright (c)> 2089 Microsoft Corporation. Allf
“ H ”
C:\Users\SIMOTION>ipconfig sall Virtual” IP address

created by STEP 7

m

Ethernet adapter Local Area Connection 2:

Connection—specific DNS Suffix s

Description . . . . . . . . . . . = o Gigabhit Ethernet A
dapter

Autoconfiguration Enabled . . . . : s

Link—-local IPv6 Address . . . . . = HE =904 1908c : £ 8f bz15(Preferredd

IPv4 Address. . . . . . . . . . . = 192.168.8.99("'ferred)

Subnet Mask . . . . . . . . . . . & 255.255.255.8

IPv4 Address. . . . . . . . . . . ® 169.254.11.241(Preferredd

Subnet Mask . . . . . . . . . . . = 255.255.9.09

Default Gateway . . . . . . . . H

DHCPv6 IAID . . . . . . . . . . . = 335548779

DHCPu6 Client DUID. . . . . . . . : 00-01-00-01-19-22-D3-76-00-BC-29-74-F8-79

DNS Servers . . . . . . . . . . . = fecB:B:0:ffff::121
fecB: fff 1
fecB:0:0:ffff::3x1
NetBIOS over Tcpin. . . . . . . . : Enabled -
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2 Establishing an online connection via Ethernet

2.2 Setting the Ethernet interface on the PG/PC (Windows)

Open the Windows adapter settings via the Windows Start menu > “Control Panel
> Network and Sharing Center > Change Adapter Settings”.

Right-click the relevant Ethernet interface to open its properties.

Select “Internet Protocol Version 4 (TCP/IPv4)” and click “Properties” to display the
window shown below.

Here, select the option “Use the following IP address” and enter the required IP
address and the corresponding subnet mask (see Fig. 2-2).

IP addresses are subject to certain rules that must be observed during assignment.

One of the most important rules is that a station to be accessed (target device)
must be in the same subnet as, for example, the PG/PC from which an online
connection is to be established.

The subnet mask serves as a “filter”. If the target IP address can be accessed
without violating the subnet mask, the telegram is sent directly to the target device.
Therefore, there is no need to define a gateway.

In all other cases, the telegram is sent to a gateway (router).
If a gateway (router) has not been entered in the IP settings of the corresponding
station, devices outside the subnet cannot be accessed.

Table 2-1: Network classes (IPv4 address range)

Network | 1. Byte 1. Byte aNneév;/]%rsli ((NH)) Subnet mask Subnets and nodes

class (decimal) (binary)** component (standard) per network
0000_0001

A 1o S11 1111 N.H.H.H 255. 0 . 0 .0 ié%??gﬁti’odes

B 128 }(1)82182221 N.N.H.H 255.255. 0 .0 ég:ggjigzggts’

c oz }1(1)8182221 N.N.N.H 255.255.255.0 g;fgjgg:”bnas’
|2 | lipaim | N

|28 | linTaam | M

** The bits marked red are constant within a network class.
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Fig. 2-2: Changing the Windows adapter settings

Internet Protocol Version 4 (TCP/IPv4) Properties 7 @
| General |

‘fou can get IP settings assigned automatically iF vour network supports
this capability, Otherwise, vou need ko ask your network administrator
for the appropriate IP settings,

Ohtain an IP address automatically

@ lJse the following IP address:
IP address: 192 . 168, 0 . 9
Subnet mask; 255 , 255,255, 00

Defaulk gateway:

Obtain DMS server address automatically

@ Use the Following DMS server addresses:
Preferred DMS server:

Alkernate DMNS server:

[T walidate settings upon exit | fdvanced. .,

| Ok | | Cancel |

Note If you need further IP addresses (for other subnets), you can add them by
choosing the “Advanced...” button.

NOTICE  Ensure that there are no multiple IP addresses in the network.

How do | go online?
Entry ID: 22016709, V2.1, FAQ-01V80AC4, 03/2015



© Siemens AG 2015 All rights reserved

2 Establishing an online connection via Ethernet

2.3

Note

Checking Windows IP address(es) (ping)

An easy way of checking the TCP/IP connection to the target device to which you
want to establish an online connection is the ping test (ICMP request).

You can carry out a ping test via the Windows Start menu > “Run” or via the

command line window. Ensure that the PG/PC is in the same subnet as the target

system that you want to ping.

If an 1O device (e.g. SINAMICS drive) on the PROFINET interface cannot be
pinged, the IO device has not yet been assigned an IP address by the 10

controller, which could be due to one of the following reasons:

e The IO controller does not have a connection to the 10 device.

e The PROFINET device name of the 10 device is incorrect.

The IP address assigned by the 10 controller is only temporarily valid on the 10

device (up to the next power off/on procedure).

Fig. 2-3: Pinging a target device

B CoMindowssystermnI2homd. exe
Microzoft Windows [Uerszion 6.1._76811

C:\Users\SIMOTION>
C:\Users\SIMOTION>
C:\Users\SIMOTION>ping 192.168.8.1

Pinging 1?2.168.0.1 with 32 hytes of data:

Reply from 192_168_B_1: bhytes=32 time=2ms TTL=64
Reply from 192.168.8 hytes=32 time=11ims TIL=064
Reply from 192.168.8. hytes=32 time=16ms TTL=64
Reply from 192.168.8. bytes=32 time=16ms TTL=64

Ping statistics for 192.168.8.1:
Packetsz: Sent = 4. Received = 4, Lost = A (Bx
Approximate round trip times in milli-seconds:
Minimum = 2ms,. Maximum = 16ms,. Average = 1llims

C:sUsers SIMOTION>
C:\Users~SIMOTION>
C:sUserssSIMOTION>ping 192.168.8.1 -t

Pinging 1?2.168.0.1 with 32 hytes of data:

Reply from 192_168_8.1: hytes=32 time=Yms TTL=64
Reply from 192.168.8.1: bhytes=32 time=16mz TIL=64
Reply from 192.168.8.1: bytes=g2 time=16ms TTIL=b4

2 time=15msz TTL=64
time=16m=z TTL=64

Reply from 192.168.8.1:
: time=16ms TIL=64

Reply from 192.168_8.1
Reply from 192.168.8.1
Reply from 192.168.8.1
Reply from 192.168.8.1

Ping statistics for 192.168.8.1:
Packetsz: Sent = 8. Received = B, Lost = @ (B@x
Approximate round trip times in milli-seconds:
Minimum = 7ms,. Maximum = 16ms,. Average = 14ms
Egntrol—c

C:\UserssSTHOTION>

2 time=16mz TTL=64
bytes=32 time=16ms TTL=64

[E=N E=n

Copyright <c?> 2807 Microsoft Corporation. All rights reserved.
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2 Establishing an online connection via Ethernet

Note By entering “~t”, the ping test is carried out indefinitely until it is terminated by
using the key combination “<Ctrl> + c” or the window is closed.

A noticeably long jitter (lasting several seconds) between the response telegrams

is an indication that there is a “poor” online connection. Possible causes of this
can be:

e The Ethernet adapter or driver is incompatible.
e There are multiple IP addresses in the network

e There are multiple MAC addresses in the network

Note If the target device can be accessed via the ping, an online connection should
also be possible.

The only remaining sources of error can then be:
e Incorrect PG/PC interface

e Incorrect access point

e Incorrect firmware on the target device

e Incorrect device type

How do | go online?
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2 Establishing an online connection via Ethernet

2.4

241

Configuring the access point

To establish an online connection to a SIMOTION control (or SINAMICS drive), an
access point must be selected and configured in one of the following ways:

e For all devices in NetPro (STONLINE)
e Specifically for each individual device (DEVICE)

... STONLINE

The STONLINE access point has the advantage that it needs to be configured only
once in NetPro to establish an online connection to all modules in the project
(SIMATIC, SIMOTION, SINAMICS, etc.) that are in the same network as the
PG/PC.

Since all SIMATIC and SIMOTION controls support the S7 routing function,
subordinate target devices (SIMOTION controls and SINAMICS drives) that are
connected to a SIMATIC or SIMOTION control can also be accessed.

Prerequisite for this is that the control used is S7 routing-compatible and a PG/PC
station with activated STONLINE access was configured in NetPro. Only then is the
required S7 routing information (e.g. from Ethernet to PROFIBUS) stored in the
respective control by downloading the HW configuration.

NetPro configuration for routed online connections

1. Open NetPro and - if not yet present — add a new PG/PC station.
2. Double-click the PG/PC station to open its properties.

3. Go tothe “Interfaces” tab and — if not yet present — add a new Industrial
Ethernet interface.

4. Connect it to the corresponding subnet via which you want to go online and
assign an IP address for the PG/PC station. This IP address is not essential to
go online and is merely used as a placeholder for assigning further IP
addresses.

5. Go to the “Assignment” tab and assign the desired Ethernet interface to this
PG/PC station
(e.g. “<USB Ethernet Adapter>.TCPIP").

6. To route through controls via S7 routing, STONLINE access must have been
activated (see Fig. 2-5). As a result, the connection line to the PG/PC station is
shown in yellow in NetPro.

This HW configuration must be loaded once into the control.

How do | go online?
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2 Establishing an online connection via Ethernet

Fig. 2-4: Configuring the STONLINE access point in NetPro

etwork Edit Insert PLC View Options Window Help

B S ne b E g S BE LK

PROFIBUS(T) : =
PROFIBUS
Ethernet(1)
Industrial Ethernet
’PG/PCH) - = .
SIMOTION SINAMICS §120
| N — g f@po % 5150 V4.6
‘= | []
2 3
SIMATIC 300 T T
B |cru, weoeist B M
g;\lebzp iaﬂxz 2PN
m . []
1
I I
} SIMOTION D SINAMICS._| | SIMATIC HMI-Statior
| BT [D435:DF iDPMMPIIDP IPNWE (D435 {PRAIE % Integrated | g Winoe 1F18 TamiE
U Rl i | uR er
‘ mm i mm 3 | E |m
} T 2z |2 | 7
|
} |
‘ PRPFIBUS Integrated :
e a
1 -
< m | 5
To display the connection table, please select a module capable of a connection [CPU, FM module,
OPC server or application]. To display the network address overview, please select a subnet.
| Readv |ASIX AX88178 USB2.0 to Giaabit Ethernet Adapter.TCPIP | [x4s9 v1  [nsert |

Fig. 2-5: PG/PC station with activated S7ONLINE access in NetPro

Properties - PG/PC

Generall Interfaces  Assignment |

— Mat Azgigned
LCanfigured Interfaces:

M ame | Type | Subnet

Interface Parameter Azzignments in the PEAPC:

i to Gigabit Ethemet Adapter.[S0.1 -
A51F AX88178 USB2.0 ta Gigahit Ethermet Adapter. TCPIP. Auta. 1

InhlelfFH PRO/000 MT Metvwork Connection.150.1 |
'l 1 P

-

Azzign |

Azsigned:

Subnet

S70nline access
Ethernet[1]  Active

1abit Ethernet Adapter, TCPIP.1

Dizconnect |

S7ONLINE Access:
1 | LI | PV Active
Cancel Help
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If a routed online connection to a target device (e.g. SINAMICS_Integrated) cannot
be established, please check the S7 routing information.

1. Right-click the relevant target device (e.g. SINAMICS_Integrated)
> “Target device > Online access ...”

2. Go to the “Module Addresses” tab to check the routing information.

Fig. 2-6: Checking the S7 routing information
Properties - Drives {online)

"General Module Addresses ]

Rack: 0 _,:I
Slot: 2 _]:7

o

Target station: (&
O
Connection to target station 1st gateway
Type Address S7 subnetID | Type Address
PROFIBUS 3 001E-0004 P 192.168.0.1
PROFIBUS 3 001E-000A P 192.168.0.10

Cancel | Help I

In Fig. 2-6, the S7 routing is carried out via a SIMOTION control with the IP
address 192.168.0.1. The PG/PC must be connected here.

The SIMOTION control routes the online connection from the PG/PC to the
PROFIBUS_Integrated network with the S7 subnet ID 001E-000A.

Please note that this S7 routing information must be stored and translated. The S7
routing information is made known to the relevant control when the HW
configuration is downloaded. Only then can a routed online connection be
established.

...... flexible online access without NetPro configuration

If you want to establish an online connection to a target device via the STONLINE
access point, i.e. if you want to change the interface of the target device, you do
not need to reconfigure NetPro each time.

You can open the PG/PC properties from NetPro by choosing the “Assign
@ PG/PC..."” button in SIMOTION SCOUT. Here, you can deactivate the active
S7ONLINE access.

How do | go online?
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Fig. 2-7: PG/PC station with deactivated STONLINE access in NetPro

Properties - PG/PC

" General ] Interfaces  Assignment

Mat Azsigned
Configured Interlfaces:

I ame Type Subnet

Interface Parameter Azzignments in the PGAPL:

i 78 USE2.0 to Gigabit Ethernet Adapter. 1501 S
A5 88173 USB2.0 to Gigabit Ethernet Adapter. TCPIP.Auto.1

-

IntellR1 PROA1000 MT Metwork, Connection.50.1
4| [} | »
Agzighed: Dizconnect

Subnet S570nling access
Gigahit Ethernet Adapter. TCRIP 1 Ethemet(1]

S70ONLINE Access:
1 | mn P Active

Cancel Help

You may also omit the PG/PC station completely from the NetPro configuration if

required.

Note However, it is important to note that no nodes in other networks (e.g.
SINAMICS_Integrated) can be accessed as a result.

Now you must specify the interface (access address) via which an online
connection is to be established.

1. For this purpose, select the target device in the navigation area of SIMOTION

How do | go online?
Entry ID: 22016709,

SCOUT (or STARTER) and right-click it to open the shortcut menu.

Under “Target system > Online access > Addresses: Modules”, you must

select an access address via which you want to go online
(see Fig. 2-8).
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Fig. 2-8: Selecting the interface on the target device

Properties - Program {online) @

General Addresses: Module l

Rack: 0 |
Slot: 2 _j:
Target Station: o

P

Connection to target station
Type Address
1P 192.168.2.1
P 192.168.0.1
P 169.254.11.22

Cancel | Help l

NOTICE

As of STEP7 V5.5 SP3, the IP address (access address) selected here takes
precedence over the configuration in HW Config or NetPro. If the STONLINE
access is subsequently reactivated in NetPro, the IP address selected here
remains the access address and an online connection may potentially not
be established.

Note

Note

As of SIMOTION SCOUT V4.3 SP1 HF12, the following message is also
displayed in the output window of the target system for improved transparency in
the event of a fault (if an access address is configured):

“No connection could be established. Access address used: <IP address>.”

As of SIMOTION SCOUT V4.3 SP1 HF12, the new “Delete Access Address”
function enables you to delete the access address. You can access this via the
shortcut menu > “Target device > Delete access address”.

~

Delete Access Address @

An access address is set. This address is always used for the connection
to the target device via Ethernet. In order to use the IP address
configured on the target device, you must delete the access address.

Current access address: 192.168.2.1

Configured module IP address(es): 192.168.0.1

The deletion will be performed irrespective of the settings for the view of
the access address in STEP 7.

Cancel | Help |

Once you have deleted the access address, store and translate the project to
transfer the change. The online connection is then re-established in accordance
with the configuration in HW Config or NetPro.

How do | go online?
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242 ... DEVICE

As of SIMOTION SCOUT (or STARTER) V4.2, the DEVICE access point is
available as an alternative to the STONLINE access point. The DEVICE access
point offers the following benefits:

How do | go online?
Entry ID: 22016709,

Going online with separate projects simultaneously

An online connection cannot be established from a PG/PC with several target
devices simultaneously via the STONLINE access point if these devices are in
separate projects.

If an attempt is made to establish several online connections via the
S7ONLINE access point, the engineering system registers the fact that the
PG/PC interface to be used is already communicating and so another online
connection cannot be established.

However, if you use the alternative DEVICE access point, you can establish an
online connection to several target devices in different projects simultaneously.

Going online quickly and easily

The DEVICE access point enables you to establish an online connection with a
target device quickly and easily without having to adjust the configuration in
NetPro.

For example, if you want to connect the PG/PC to another interface on the
target device (from X150 to X127), you do not have to change the configuration
in NetPro in order to do so; you simply need to specify, for example, the
relevant IP address of the target device in the settings for the DEVICE access
point.

Please also note the following information.

Going online independently of the HW configuration and NetPro

If you want, for example, to establish an online connection via remote access
to modules that are located behind a router (e.g. SCALANCE S) that uses the
NAT router (Network Address Translation) function, you cannot generally go
online via the IP address that is configured in HW Config (NetPro).

The NAT router involves configuring an IP address conversion. In other words,
an “external” IP address is assigned to each “internal” IP address, whereby the
associated modules can only be accessed from outside via the “external” IP
address. For this reason, the STONLINE access point cannot be used. The
DEVICE access point must always be used. Here, you can define any IP
address to which you want to establish an online connection, that is, the
“external” IP address of the relevant module.

The DEVICE access point is also used to establish an online connection to
machine modules, which are often found in a machine network, but for which
there is only one SIMOTION or SINAMICS project.

In this case, only one or no IP address is configured in HW Config

(“Use different method to obtain IP address”), which means that an IP address
must be defined via the DEVICE access point to go online.

This also applies, for example, when establishing multiple connections of a
SIMOTION

I-Device to a superimposed |0 controller if the SIMOTION I-Device project
exists only once but is loaded to several machine modules. It is important to
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Note

Note

note that only one online connection to a machine module can be established
at any one time.

It is possible to configure both access points for a target device and to go online
via these points alternately. This enables you to go online via SIMOTION
SCOUT (or STARTER) from different locations and via different interfaces, for
example:

e From the control room via the PN network on the X150 (S7ONLINE), or

e Locally directly on the controller in the machine shop via X127 (DEVICE).

In these cases, please ensure that the correct PG/PC interface has been
selected for both access points.

A disadvantage of the DEVICE access point is that it must be adjusted individually
for each device — hence the name DEVICE. The name DEVICE does not mean
that the PG/PC must be connected directly to the target system. With the DEVICE
access point, the PG/PC can also establish an online connection via a network.

If you want, for example, to establish a connection to SINAMICS G via USB, you
must always use the DEVICE access point.

How do | go online?
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...... manually adjusting the DEVICE access point

The DEVICE access point must be adjusted individually for each device in the
project.

2. For this purpose, select the relevant module and right-click it to open the
shortcut menu. Then select the “Properties” menu item.

3. On the “Device / access point” tab, you need to select the DEVICE access
point.

Fig. 2-9: Selecting the DEVICE access point
Properties - D435 @

. General] Settings  Device / access point | DEVICE addresses | Object address |

Device family: SIMOTION

Device: SIMOTION D

Device characteristic: D435-2 DF/PN

Order no.: BALT 435-24000-0840
Yersion: V4.4

Option module; Mo option module
SIMNAMICS: SIMAMICS 5120 Integrated
SINAMICS version: Y4.7.0

Arccess point uzed

(" S7OMLINE[ASIX 88178 USB2.0 to Gigabit Etherne...] Set STONLINE addresses

f+ DEVICE[ASIX AXBE178 USB2.0 to Gigabit Ethernet 4. Set DEVICE addresses

® . If the access point iz changed, then implicitly the access points of the associated SINAMICS
““‘ll) Integrated and the associated CX are alzo changed.

Cancel | Help

You can open the settings for the DEVICE access point either via “Set DEVICE
addresses” or via the “DEVICE addresses” tab (see Fig. 2-10).

How do | go online?
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Fig. 2-10: Setting the DEVICE access point for a SIMOTION control

Properties - D435 @

' General] Settings] Device / access point  DEVICE addresses | Object address |

Interface zet for DEVICE: A5 AxBE17E USB2.0 ta Gigabit Ethernet Adapter

Target dev. reachable

€ Wia router

Address of 1t router

| =]
|

Flease select the addreszs to be used for each type

Target device address

Type Interface Address

FROFIBLS |8 %126 DP 4
{3 ¥136 DPMPI 2

IP {3127 PRxIE 16925411 .22
{3 %130 PRxIE-MET | 192.168.2.1
A 150 PRxO 192.168.0.1

QK | Cancel | Help

Select whether the target device can be accessed locally (i.e. on the same network
as the PG/PC) or via one gateway (via a router).

DEVICE access point without gateway

If you select “Local”, you must then select the corresponding interface on the target
device (e.g. X150) via which an online connection is to be established (see Fig.
2-10). It is essential that you specify the correct IP address of the target device.

Note If the IP address of the target device is changed subsequently in the HW
configuration and then loaded to the target device, the setting of the DEVICE
access point must also be adjusted subsequently to establish an online
connection again.

It may also be useful to load the project without HW configuration.

How do | go online?
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DEVICE access point with gateway

Like the STONLINE access point, the DEVICE access point enables you to
establish an online connection to a target device via a routed connection. It is
important to note that only one gateway can be set.

A SINAMICS_Integrated drive has no direct connection to an interface of the
SIMOTION control. In other words, to establish an online connection to a
SINAMICS_Integrated, the SIMOTION control must route the online connection
from the PG/PC through to the SINAMICS_Integrated (S7 routing).

The following figure shows the settings for the DEVICE access point for
establishing an online connection to a SINAMICS _Integrated via Ethernet (or
TCP/IP).

Fig. 2-11: Setting the DEVICE access point for a SINAMICS _Integrated drive

Properties - SINAMICS_ Integrated @
General | Diive unit # access point - DEVICE addresses | Object address |

Interface set for DEVICE: A5 p281 78 USE 2.0 to Gigabit Ethernet ddapter
Target dev. reachable
" Lacal
(¢ ia router
Address of 1t router
Type |IF' j
Address [192.168.0.1

Target device address

57 subnet [D |DD‘IE . |Dum

Fleaze zelect the address to be uzed for each type

Type Interface | Address
PROFIBLS | Internal |

QK Cancel Help
| _ Hep |

In this example, the PG/PC is connected to an Ethernet interface of the SIMOTION
control with the IP address 192.168.0.1 (e.g. PROFINET network, X150).
Please ensure that you select the type “IP”. There is also the type “Ethernet”, which
requires the corresponding MAC address.

How do | go online?
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The SIMOTION control must now route the online connection from the PG/PC via

the Ethernet interface with the IP address 192.168.0.1 through the

PROFIBUS_Integrated to the SINAMICS _Integrated (DP address = 3) (S7 routing).

To establish a routed online connection via the DEVICE access point, you must

enter an

“S7 subnet ID” in the address settings.

For the SINAMICS _Integrated, you obtain the “S7 subnet ID” in HW Config by
double-clicking PROFIBUS _Integrated > “Properties...” (see Fig. 2-12).

Fig. 2-12: S7 subnet ID

Properties - PROFIBUS (223w
General |
Name: [FROFIBUS lritegrated
S7 subnet ID: 001E - |000&
Project path: ]SIMDTIDN'\SIMDTIDN DD 43540P Integrated
Storage location —
of the project; |D:'\Slmot|on
Authar: |
Date created: 02/19/2014 03:58:42 PM
Last madified: 0341042014 02:44:35 P
LComment; il
Cancel Help

"
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...... automatic setting for all accessible nodes

The settings for the DEVICE access point can also be determined automatically by
assigning the configured modules to an accessible node. The access data, such as

the IP address and the S7 routing information, is transferred automatically by the
accessible nodes.

This approach is useful if you want to establish an online connection to several
target devices via the DEVICE access point.

Note To use this function, a correct PG/PC interface must already have been set for
the DEVICE access point
(e.g. “<USB Ethernet Adapter>.TCPIP”, see Section 2.1).

1. Ensure that the DEVICE access point is selected for the desired modules via
the menu command “Target system > Select target devices...”.

Fig. 2-13: Setting the access point for all modules in the project

Target Device Selection @

Devices that go online with "'Connect to selected target devices":

i Target device i Access point
[v D435 () STONLINE (@ DEVICE
[V  SINAMICS Integrated O @
v cu () STONLINE (@ DEVICE
Select all | Deselect all All S7TONLINE All Device
Establish state |

Devices not supported by SCOUT:

0K I Cancel | Help

2. Close the “Target Device Selection” window by choosing OK and then call up
%m the “Accessible nodes” function in SIMOTION SCOUT (or STARTER).

3. Here, set the access point to “DEVICE (STARTER, SCOUT)” using the
“Access point” button (see Fig. 2-14).

4. Update the accessible nodes again.
(see Fig. 2-15).
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Fig. 2-14: DEVICE access point for establishing an online connection to the accessible
nodes

et Access Point for Accessible Modes

Go online via:

7 STOMLIME [STEFT)
]ASIX A=88178 USB2.0 to Gigabit Etherr

' DEWICE [STARTER, SCOUT)
iﬁSIX AxB8178 USB2.0 to Gigabit Etherr

= =17}
h. 3 ]

Cancel ] Help

Fig. 2-15: Updating the accessible nodes

=42 Accessible nodes
Drive_unit_1 (address = 192.168.0.2, NameOfStation = cu.machine-1, type = SINAMICS 5120 CU310-2 PN V4.6)
{125 Busnode (address = 192.168.0.11, type = SCALANCE X-200)
84 Device_1 (address = 192.168.0.1, NameO(Station = d435-2.x150.machine-1, type = D435-2V4.4)
{f?é Bus node (address = 169.254.11.22, NameOfStation = pnxie, type = SIMOTION D)
{12, Bus node (address = 192.168.0.10, NameOfStation = s7-317.x2, type = 57-300)

Extended settings
Access point: DEVICE (STARTER, SCOUT) Access point

Interface parameterization used: ASIX AX88178 USB2.0 to Gigabit Ethernet Adapter. TCPIP.1 PG/PC...

|P address of the sought node: I

Do you want to accept the selected drive units into the project?

I Select drive units I Update I Close | Help

5. Once you have updated the accessible nodes, choose the “Connect to
o | selected target devices” button.

6. The following window then appears, in which you must assign the accessible
nodes to the configured modules, whereby the DEVICE access point is set
automatically (see Fig. 2-16).

How do | go online?
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Fig. 2-16: Assignment of the configured modules to an accessible node

%5 Aszign Target Devices

Unazsigned devices

B SIMOTION
E-EH D435

- flly CU
IR SINAMICS Integrated

1

B3 Accessible nodes

LffP2 Buz node [address = 169.254.11.22, MameC
Buz node [address = 192 168.0.10, MameOf
Buz node [address = 192 168.0171, type =5
Device 1 [addresz =192 168.0.1, Mame0f5!
ﬂj. Drrive_unit_1 [addres: = 192 168.0.2, MameC

[4 [ Yo

Azzigned devices

[l

Target device in the project

Cu
0435

Fi 1} k
Current prezelection
Current project:
Acceszble nodes:
r Connect to assigned devices | Cancel |

Accezzble nodes

Drive_unit_1 [address =152.1...
Device 1 [address = 152168,

Help

For this purpose, select a configured module in the top left-hand window and the

window and assign them to each other by using the arrow button.

corresponding accessible node in the network in the bottom left-hand
> \

You can now establish an online connection to the target devices via the “Connect

to assigned devices” button.

Note If the configured modules in the top left-hand window are shown in gray, this is

due to one of the following:

e The DEVICE access point was not set in the “Connect to selected target

devices” menu item.

e The device has already been assigned.

Note The relevant module can only be assigned if its type and firmware information is
also shown when searching the network via “Accessible nodes”. If this is not the
case, the PG/PC is not in the same subnet as the respective accessible node.
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2.5

“Accessible nodes” function

If you cannot now go online, you can use the “Accessible nodes” function to search

%El the network on which the PG/PC is located. In this case, please note that

you can see the relevant module via “Accessible nodes” but you may not be

able to establish an online connection to it.
This is because the “Accessible nodes” function is based on the DCP (Discovery

and Configuration Protocol) telegram. In accordance with the OSI model, the DCP

telegram is a “layer 2" telegram based on MAC addresses. The PG/PC does not

have to be in the same subnet as the accessible node (IP address + subnet mask)

for this purpose.

Going online, on the other hand, works using the S7 protocol, which is based on
TCP/IP (“layer 4”) with Ethernet. For this, the PG/PC must be in the same subnet
as the corresponding target device (IP address + subnet mask).

Fig. 2-17: “Accessible nodes” function

=y Accessible nodes
Drive_unit_1 (address = 192.168.0.2, NameOfStation = cu.machine-1, type = SINAMICS $120 CU310-2 PN V4.6)
{{25 Bus node (address = 192.168.0.11, type = SCALANCE X-200)
-8 Device_1 (address = 192.168.0.1, NameO(Station = d435-2.x150.machine-1, type = D435-2V4.4)
y‘::_; Bus node (address = 169.254.11.22, NameO(Station = pnxie, type = SIMOTION D)
{/25 Bus node (address = 192.168.0.10, NameOfStation = s7-317.x2, type = $7-300)

Extended settings
Access point: DEVICE (STARTER, SCOUT) Access point

IP address of the sought node: I

Do you want to accept the selected drive units into the project?

| Select drive units | Update | Close | Help

Interface parameterization used: ASIX 4X88178 USB2.0 to Gigabit Ethemet Adapter. TCPIP.1 PG/PC...

The following information is displayed for the accessible nodes in the network:
e |P addresses

e PROFINET device names and

e Device families (e.g. SIMOTION D)

actuating signal.

The “Accessible nodes” function can therefore be used to check the IP address of

a module with which an online connection is to be established.

The exact device type (e.g. SIMOTION “D435-2") and the firmware version of a
module can only be determined if the PG/PC is in the same subnet as the
respective module. In Fig. 2-17, the PG/PC is not in subnet 169.254 . XXX . XXX,
for example, and the SIMOTION D module with the IP address 169.254.11.22
cannot therefore be diagnosed.
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Note

If you want to establish an online connection to a node that cannot be diagnosed
but is accessible, one of the following must be carried out:

e The online, active IP address of the node found must be adapted as necessary
(right-click the node > “Edit Ethernet Node...").

e A corresponding IP address must be added to the Windows adapter settings,
either:
¢ manually as described in Section 2.2 or
e automatically as described below.

Several IP addresses can be defined for an Ethernet interface in the Windows
adapter settings.

If TCP/IP (Auto) was not selected in the PG/PC interface selection but “only”
TCP/IP, the following window (see Fig. 2-18) appears as of SIMOTION SCOUT (or
STARTER) V4.2 if the network contains nodes in a subnet that is different from the
PG/PC.

The nodes from other subnets cannot be diagnosed and an online connection to
these modules cannot be established.

You can use this dialog to confirm that STEP7 is to create a “virtual”
IP address in Windows. This creates the basic requirement for establishing an
online connection to the nodes found.

Fig. 2-18: Confirmation of whether STEP7 should create a “virtual” IP address

Add IP addresses S subnet masks

-

.:o] Information on accessible nodes cannot be fully
- displayed

Al least one accessible node has been found in anather zubnet than the subnet
aof the lozal PGAPC interface. |f zeveral subnets exist, the local PGAPC interface
can only reach the nodes that are in the same subnet as the local PG/PC
interface itzelf.

In order to alzo be able to access further nodes, suitable free 1P addreszes can
be added to the local PGAPC interface.

Do you want to add suitable free IP addresses for the following 1P addresses /
subnet mazks ta the local PGAPC interfface?

-169.254.11.22/255 255.0.0

Ma Help

However, if TCP/IP (Auto) was selected, the missing IP addresses are
automatically added “virtually” in Windows without this dialog as confirmation.
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NOTICE

The “virtual” IP address that was created is not shown.

The “virtual” IP addresses created by STEP7 remain active until the next
Windows restart and are not immediately apparent in the Windows adapter
settings.

You can check the “virtual” IP addresses created by STEP7 by entering
“ipconfig Zall” in the command line window.

A “virtual” IP address that has been created bears the risk that it may
already exist in the network, which would result in considerable network
problems. It is not immediately apparent to the user that there may be a
conflict of IP addresses.

Note

If a node that has been found is displayed with the device type and firmware
version, an online connection to this target device can be established if:

e The access point (S7TONLINE or DEVICE) has been set correctly and

e the device type and firmware version match the corresponding configured
module.

If only the configured and online active IP addresses of a module are different,
the DEVICE access point can also be used to establish an online connection.
This has the advantage that an IP address to which an online connection is to be
established can be defined independently of the HW configuration or NetPro.

Possible error cause when searching the network

If no modules are found when the network is searched using “Accessible nodes”,
the following information appears.

Fig. 2-19: No accessible nodes found

Display accessible nodes (0/LIL:1TY

{ . | Mo further node found

-

Mo further active partner can be found via access point STOMLIME

[STEF 7).

The same information could also appear with the DEVICE access point.

If this is the case, please check the adapter settings in Windows for the PG/PC
interface to establish whether PROFINET 10 RT-Protocol V2.0 has been installed
and selected. The checkbox must be selected (see Fig. 2-20).

Open the Windows adapter settings via the Windows Start menu > “Control Panel
> Network and Sharing Center > Change Adapter Settings”.
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Right-click the relevant Ethernet interface to open its properties.

Fig. 2-20: Windows adapter settings

"

Metworking | Sharing

Connect using:

l;" ASE AxBE173 USEZ.0 ta Gigabit Ethernet Adapter

Thiz connection uses the following items:

R Client for Microsaft Metwarks -
1 005 Packet Scheduler |
. @ File and Printer Sharing for Microzoft Netwaorks !
wde SIMATIC Indusztrial Ethernet [ISI:I] |

e CFROFIMET 10 RT-Frotocol &
|:i <& |pternet Protocol Yersion B [TEF';’IF'\-'E]
< |nternet Protocol Verzsion 4 [TCPAPwd] -
L] :_ I | b

[ [natall... ] l Uninstall ] Froperties
Dezcription

Siemens PROFIMET 10 RT-Protocol V2.0 [ether-type 023332

k. | I Canicel

"

,“;- Local Area Connection 2 Properties

If this protocol is not listed, it needs to be installed subsequently.

1. For this purpose, choose the “Install” button.
2. Inthe dialog that then appears, select “Protocol”.

3. Then select “Siemens AG” and “PROFINET 10 RT-Protocol V2.0” and confirm

the installation by choosing “OK” (see Fig. 2-21).
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Fig. 2-21: Installing “PROFINET IO RT-Protocol V2.0”

Select Metwork Protocal 7 |3l

Click the Metwork, Protocol that pou want to install, then click QK. If vou have
=== an installation digk far this feature, click Have Disk.

-

M ariufacturer Metwark, Pratocal:
Microsoft PROFINET 10 AT -Protocol 2.0
Siemens AG

PN Thizs driver iz not digitally signed! @

Tell me why driver signing iz important

[ k. ]| Cancel |

Note If no nodes are found when the network is searched via “Accessible nodes” even

though “PROFINET IO RT-Protocol V2.0” has been installed and activated, it
may help to deactivate and then reactivate the PG/PC interface used in

Windows.

When a “Virtual Machine (VM)” is being used, a restart should be carried out if
problems persist.
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Tips and tricks

... for creating a new SIMOTION project

When you add a new SIMOTION control into a project, the following window
appears if the project does not yet contain a PG/PC station.

Fig. 3-1: Automatically creating and connecting a PG/PC station in NetPro

[ =

Interface Selection - D435

Interface selection far PGAPC connection:

Interface parametenzations in the PGAPC:

IISBEZ.0 ta Gigabit Ethemet Adapter. TCPIF. 1
15B2.0to Gigabit Ethermet Adapter. TCPIP.Auto.1
000 MT Mebwark, Connection. TCPIP.1

000 M T Webwark, Connection. TCPIP.Auto.1

k. | Cancel

In the dialog shown above, select the interface for the SIMOTION control (e.g.
X150) via which you want to establish an online connection and select the desired
PG/PC interface. Confirm your selection with “OK”.

A PG/PC station with a corresponding interface is then added automatically to
NetPro (e.g. an Ethernet interface connected to the onboard PN interface X150 of
the SIMOTION module).

However, the IP address for the PG/PC station is assigned automatically and
simply incremented independently of the IP address of the SIMOTION control (see
Fig. 3-2).

If you were to then add further devices (e.g. SINAMICS drive with PN interface),
they would then be assigned the next available IP address in the project by default
(e.g. 192.168.0.3). If the IP address is previously changed by the PG/PC to
192.168.0.99, the next new device to be added would then be assigned the IP
address 192.168.0.100.

The IP address of the PG/PC station in NetPro is not essential for going online and

it serves only as a placeholder for the assignment of further IP addresses in HW
Config. Naturally, however, this should match the actual IP address in Windows.
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3 Tips and tricks

Fig. 3-2: NetPro with automatically created PG/PC station

B8 MetPro - [SIMAMICS (Metwark) - DASinamics] = ===
BB Metwork Edit Insert PLC  Wiew Options  Window  Help - || & %
i L= i <8 BE !N

1 -
l—____________________T
|S|MOTION D SINAMICS_ |
O45%  OF DPMPI (DF 1 PHxIE | PHxID | PNAIE 4| Integrated
i R R TR 2 |
N ated | : : o
| {1 ] Fl—rr- . |
= 7 5 nteface |

—Effiermetn,— — — — — — [~ — — — — — — T —
Industrial Ethernet A

Type: Industrial Ethermet

IP address: 192.168.0.1
Subnet mask: 205.265.265.0
FROFIELS N MAC address: -

m

Pl

T

Interface

Type: Industrial Ethernet

IP address: 192.168.0.2

Subnet mask: 265.250.205.0
MAC address: 08-00-06-01-00-01

T 3

Ready

ASDe AXBE1TE USEZ.0 to Gigabit Ethernet &dapter TCRIP,1

Note

The IP addresses 192.168.215.240to 192.168.215. 255 are reserved for
internal communication in the SIMOTION D4x5-2 (subnet mask
255.255.255.240).

When configuring the Ethernet interfaces (X127, X120, and X130), it must be
ensured that they are present in other subnets.

Tip: Selecting “No interconnection”

Select no interface on the SIMOTION control in Fig. 3-1 (“No interconnection”). As
a result, a PG/PC station is also created in NetPro, although without an interface.
You can also add these manually at a later point in time, as described in Section
24.1.

This has the advantage that all further new 10 devices that are created
(e.g. SINAMICS drives, ET 200 stations, etc.) are successively assigned an IP
address independently of the IP address of the SIMOTION control.

Configure all IO devices in HW Config first, and only then should you configure the
PG/PC station with the corresponding IP address and assigned PG/PC interface,
as described in Section 2.4.1.
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3 Tips and tricks

3.2

... for the first download to a SIMOTION control

Tip: Loading to the file system via SIMOTION SCOUT

When commissioning for the first time, it is recommended to load a SIMOTION
project (incl. HW configuration) via card reader to the corresponding SIMOTION
memory card (right-click on the relevant SIMOTION control > “Load to file system...
> Save normally” > enter drive letter of the SIMOTION memory card).

The advantage of this is that the SIMOTION control then has the correct
IP address for going online.

Tip: Loading from HW Config

Note

Alternatively, the first download is to be carried out from HW Config. The
accessible nodes are shown here via the “Display” button. The relevant target
device can simply be selected. If it does not yet have an IP address (e.g. 0.0.0.0
in the delivery state), a dialog appears via which the target device can be assigned
a temporary IP address for download purposes.

Fig. 3-3: Downloading from HW Config

Select Node Address @

Over which station address is the programming device connected to the module D4357?

Rack: 0 =
Slot: 2 _]:i
T arget Station: o

-~

Enter connection to target station:
IP address MAC address Module type | Station name | Module nar

[192.168.0. 00-1F-F8-08-18-CC CPU435-2
<

m »

Accessible Nodes

192.168.0.1 00-1F-F8-09-18-CC CPU435-2
169.254.11.22 00-1F-F8-09-18-CB SIMOTIOND  pnxie
192.168.0.10 00-0E-8C-B2-B3-ED S7-300 §7-317.x2

< m »

Update
Cancel | Help I

If the active IP address of the target device is known and the PG/PC is in the
same subnet, the active IP address of the target device can also simply be
entered in the window shown above (highlighted in blue) without having to
search the network beforehand.
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3.3

For establishing an online connection via TCP/IP (or UDP), predefined ports are

. for an online connection through a firewall

used. It must be ensured that the relevant ports are activated (open) along the
entire line of communication from the PG/PC to the target device in all routers
and/or firewalls that are involved.

The ports and services that you need to activate to establish a (routed) online
connection to a SIMOTION control or SINAMICS drive are outlined below.

Ports for a direct online connection via Ethernet

SIMOTION C, D, P

- ICMP request (ping)

- TCP port 102 (S7 communication)

- TCP port 5188

SINAMICS S, G (except G120 FW V4.3.2 .. V4.6)
- ICMP request (ping)

- TCP port 102 (S7 communication)

SINAMICS G120 FW V4.3.2 .. V4.6

- ICMP request (ping)

- UDP port 34964 (PROFINET-CM protocol)

- UDP ports 49152 to 65535 (free, dynamic ports)

Ports for a routed online connection (e.g. from Ethernet to PROFIBUS)

Note

Note

SINAMICS S, G (incl. G120 FW V4.3.2 .. V4.6)
- ICMP request (ping)
- TCP port 102 (S7 communication)

The following must be observed for an online connection via Ethernet:

The UDP port via which the online connection to a SINAMICS G120 drive FW

V4.3.2 .. V4.6 is ultimately established is negotiated dynamically beforehand

using the PROFINET CM protocol between the PG/PC and the drive is within the

range of free, dynamic ports (49152-65535).

Therefore, it is essential that either this range is activated along the entire line of

communication or the routers involved are able to identify the negotiated port
and activate it dynamically at runtime.

The following link provides a list of further ports that are used for special services

with SIMOTION controls:
http://support.automation.siemens.com/WW /view/en/35680316

For additional information on this topic, refer to:
http://support.automation.siemens.com/WW /view/en/8970169
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34 ... for going online without an existing project

Tip: Loading project archive via “Accessible nodes”

If a SIMOTION project was stored as a ZIP archive on the SIMOTION memory
card, you can upload it from there using the “Accessible nodes” function.

Fig. 3-4: Loading project archive via “Accessible nodes”

B4 Accessible nodes
Dirive_unit_1 [address = 192.168.0.2, MameOfStation = cu.machine-1, type = SINAMICS 5120 CUZ210-2 PH V4.5

----%gus node [addrezs = 192168.011, type = SCALAMCE »-200)

=B Device_1 [address = 192168001, Mame0fStation = d435-2.2150.machine-1. type = D435-2 /4.4

B3 Files on card

----- 1 S¥SLDG.0OD (32768 Bytes)

0 ADDOMLOG.TXT (43063 Bytes)

3 TASKTRACE [din]

J CHAMCONF.LOG (5581 Bytes)

0 SYSLOG.O0T (32768 Bytes)

[i | FROJECT zip (33701 A lusta

o O IMFO.TXT [192 Bytes Load file from card ...
B3 g DP Integrated [PCI] (572 Load file fram card and dearchive project ...
B PNAO (<150 (57-Subete oo e ooy

{2 Bus node [address = 169.254.11.22, Mame0fStation = priie, type = SIMOTION D)
{125 Bus node [address = 192.168.0.10, MameQfStation = £7-317.82, type = 57-300]

Extended zettings
Access point: DEVICE [STARTER. SCOUT) Access point

Interface parameterzation used: 451 488178 USB 2.0 to Gigabit Ethernet Adapter, TCPIP.1 PG/PC...

IP addrez= of the zought node: |

Do you want to accept the selected drive urnits into the project?

| Select drive units | Update | Close | Help |

To do so, open the SIMOTION control device tree. If a project was stored on the
memory card, it is located in the “Files on card” folder (“PROJECT.zip").

By right-clicking “PROJECT .zip” > “Load file from card...”, you can upload the
project from the memory card and de-archive it.

Note If a project archive was not stored on the SIMOTION memory card, you may be
able to load the project data to the PG/PC.
4. To do so, create a new SIMOTION SCOUT project.

5. Add a new SIMOTION control to the project in accordance with the existing
device type and firmware version.

6. Next, establish an online connection to the module as described in Section 2.

7. Then load the project data from the SIMOTION control to the PG/PC using
the “Load to PG” function.

Additional data (e.g. ST source file) of a project can only be loaded to the PG/PC
if the project was previously loaded explicitly to the target device using the “Store
additional data on the target device” option.
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3.5

... for reading SIMOTION diagnostic data

Tip: Reading diagnostic data via “Accessible nodes”

By right-clicking the relevant SIMOTION control in the “Accessible nodes” window,
you can view information such as the device diagnostics.

Fig. 3-5: Reading diagnostic data via “Accessible nodes”

B4 Accessible nodes
Dirive_unit_1 [address = 192.168.0.2, Name0fStation = cu.machine-1, type = SINAMICS S120 CU310-2 PN W4.6)
L-f122 Bus node [addrezs =192.168.0.11, type = SCALAMCE =-200)
Device_1 [address = 192.168.0.1, Mame0fStation = d435-2.x150.machine-1, type = D435-2 V4.4
; % Bus node [address = 169.254.11.22, NameOfStation = prwie, type = SIMOTION Device diagnostics
{125 Bus node [address = 192.168.0.10. MameDfStation = s7-317 2. type = 57-300)

Operating mode..
Licenses

Edit Ethernet node...

Extended settings Flashing
Access point: DEVICE [STARTER, SCOUT) TECESE PO
Interface parameterization used: A5 24887178 USB2.0 to Gigabit Ethemet Adapter. TCPIP.1 FGAPC...

IP addrezs of the zought nads: |

Do you want to accept the selected drive units into the project?

| Select drive units | Update | Close Help

Tip: Reading diagnostic data via the SIMOTION web server

Note

As of SIMOTION V4.1, you can also access the control via the web server and
read the diagnostic information in this way.

Please note that, as of SIMOTION V4.4, the previous standard login
(simotion:simotion) is no longer supported. As soon as a project has been
transferred to the control, user administration rights are required to access the
extended diagnostic pages.
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Fig. 3-6: Reading diagnostic data via the SIMOTION web server

g(@ke http://192168.0.1/in O - B & |[ @ smoTioN pazs <[] AR
SIEMENS Simotion D435-2 Watch  Overview Copy Link
Connected device name: D435 Fri Mar 14 2014 11:29:29
Username
. Messages & Logs - Diag buffer (%)
Password Login
» Home muwmlmmumlmlmmlmmlsymalmmlwmlusam.
S Devica i O Sh Hex Values
» Diagnostics 1 2
2
» Messages&Logs 3
4
»Machine Overview :
6  09:02:37.542 14.03.14 Module OK
»M Config v
eree 7 09:02:37.532 14.03.14 PROFINET IO: station retum
» Settings
»Files
»User’s Area
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3 Tips and tricks

3.6

... for comparing online and offline projects

If inconsistencies in the project navigator between an offline and an online project
#a | are shown after the online connection has been established, you can

determine them via a project or object comparison (as of SIMOTION SCOUT

V4.2) and debug them by means of an upload or download.

An object-granular comparison using the project comparison and an upload of the
complete device is possible if the “Store supplementary data on the target device”
option was previously selected for the download.

Fig. 3-7: Object comparison

= [ SIMOTION_1
ﬂ Execubion syshem
&= 1/0
B Global device variables
P Hw Konfig (Zeitstempelvergleich)
F Hw Config (150 and systemn interface)
M Device settings
M Spstem vanables
P T0 interconnections
B HMI relevant data
¥ ] AxES
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- ] PROGRAMS
= B ST_0
M Source code
M Compdation resul
M HMI relevant data
-3 5T.1

A Status

00000~ 000D

T

B| C
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3 Tips and tricks

3.7 ... for online access via NAT

If you want, for example, to establish an online connection via remote access to
modules that are located behind a router (e.g. SCALANCE S) that uses the NAT
(Network Address Translation) router function, the online connection to the device
can be established by selecting the alternative access point DEVICE.

Fig. 3-8: Setting the DEVICE access point for a SIMOTION control

Properties - D435

Interface zet for DEWICE:

Target dev. reachable

€ Wia router

Address of 1st router

' General] Settings] Device / access point  DEVICE addresses | Object address |

A5 AxBE17E USB2.0 ta Gigabit Ethernet Adapter

Target device address

Please select the address to be used for each type

Type Interface Address
FROFIBIUS |48 X126 0P 4
3136 DPMPI 2
P X127 PrxIE 169.254.11.22
{3 X130 PNXIE-NET | 192.168.2.1
@ X150 PNXIO 19216801 , |

Here, you can define any IP address for
going online, e.g. the "external" IP address of
the SIMOTION device, which was stored in

the NAT router.

QK. | Cancel |

Help

The procedure is described in detail in Chapter 2.4.2 (see the sections "Going
online independently of the HW configuration and NetPro" and "Manually adjusting

the DEVICE
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4 Establishing an online connection via PROFIBUS

4

Establishing an online connection via
PROFIBUS

Table 4-1: PROFIBUS settings

No.

Action

1.

Open the PG/PC interface settings in SIMOTION SCOUT via the menu “Options -> Set PG/PC

Interface”.
Set PG/PC Interface x|

Here, select the access point via
which you want to establish an Access Path | LLDF |

online connection: . Bt of the Anlioati
COEEE FOnt O (= ICation;
e S70ONLINE (standard route) or - =
. DEVICE  [STARTER.SCOUT] -+ CPEVI1[PROFIBUS] ;]
e DEVICE (alternative access
K <Add/Delete:
point) CP L2 1:
Here. define the desired PG/PC DEVICE [STARTER.SCOUT] -+ CP&711[PROFIEUS]
: S » Fw/L_LOAD
interface "CP5xxx” (PROFIBUS) for MPI~ [WinCC]  -» CPE711[PROFIBUS)
the desired access point. S7OMLINE  [STEP 7] -» CPS711[PROFIBUS)
B CP57 T T (i) =] LRgIUsEs:
B CP5711(FwiL) —
B CPS711(MPY) Capy, |
BRICPST11(PROFIBUS) chctive> Dielete |
4 I i »
[Uzer pararmeter assighment af your
communications proceszor CPEY1T for a
PROFIBUS-Network]
rInterfaces
Add/Remove: Select. . |

Option (Auto) conce | i |

If you select an interface with automatic identification of the bus parameters (e.g. CP5611(Auto)),
you can connect the PG to PROFIBUS (or MPI) without having to set the bus parameters.
However, transfer rates of less than 187.5 Kbit/sec can result in waiting times of up to a minute.
Prerequisite for automatic identification is that a master that distributes the cyclic bus parameters is
connected to the bus. With PROFIBUS subnets, the cyclic distribution of bus parameters must not
be switched off (predefined PROFIBUS network setting).

If you select an interface without automatic identification of the bus parameters, open the
properties and adjust them to the subnet (see next step).
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4 Establishing an online connection via PROFIBUS

No.

Action

2. Then open the properties for the PROF

IBUS PG/PC interface by choosing the * Settlngs button.

Here, set the PROFIBUS baud PTOPE 2 23
rate .used in the. network and . PROFIBUS
confirm the settings by choosing i
the “OK” button. ~ Station Parameters
I PG/PC is the only master on the bus
Address: 0 — |
[V Check address
Timeout: 1s ¥
-Network Parameters
Transmission Rate:
Highest Station Address: 126 v
Profile:
Standard
Universal (DP/FMS)
User-Defined
Bus Parameters...
Network Configuration
I=  Include network configuration below
Master |1 E l Slaves IU E l
[ ok | oefaur | Cancel |  Hep |
3. | Then test the PROFIBUS PG/PC ]
gﬁ?trofﬁce by choosing the “Diagnostics PROFIBUS/MPI Network Diagnostics I Hardware |
' . Status/Network Diagnostics .
Check whether all configured, and also -
connected nodes, are displayed as bus Test | |0K :’l
nodes. ;
If the test is terminated with an error :""m S I
message, check each of the following: s puameiah
e Connectors L
e Terminating resistors
e Baud rate setting ~|
~ Bus Nodes
01234567889 10111213141516171819
o MM rrrrrrrrrrr
20 NN T 1 T T T T Y
AORYTS TS TS T T T I T T T T T Y
0 10 i T T T I
00 o i i T i e o ) i
wrrrrrrrrrrrrrrrrrrrr
20 Errrr Key
|~ Station passive
[V Station active
J¥ Station active ready
0K I Cancel Help
You have now satisfied the PG/PC
requirements to establish an online connection via PROFIBUS.
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4 Establishing an online connection via PROFIBUS

No.

Action

To configure the access point for PROFIBUS, please proceed as described in Section 2.4.
Naturally, a PROFIBUS interface “CP5xxx” is used as a PG/PC interface and
a PROFIBUS address is always used as an access address.

How do | go online?
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When you establish an online connection via PROFIBUS, please ensure that you
observe the following points:

Terminating resistors

- These may be switched on only at the ends of a PROFIBUS line. However,
the PG/PC must then not be attached here for going online.

- If the terminating resistors are placed in the middle of a PROFIBUS line,
the following nodes will be separated from the bus.

- Bus failures will result if the terminators are not switched on. Such failures
can occur sporadically and are dependent on the line length and the baud
rate setting.

Only lines and plugs that are suitable for PROFIBUS may be used.
Check the wiring (A and B lines can be interchanged in the plug).

The PROFIBUS line shielding must be connected to all plugs throughout.
All nodes in the network must support the required baud rate.

A PROFIBUS address must not exist more than once in the network.

If only passive nodes exist in the network, the “PG/PC is the only master on the
bus” checkbox must be selected on the PG/PC.

If there is an active node in the network, the “PG/PC is the only master on the
bus” checkbox does not have to be selected on the PG/PC.
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5 Addresses for the factory setting

Table 5-1: Factory settings

X102 DP2/MPI

Ethernet 1

Ethernet 2

Device type Interface Factory setting

SIMOTION C240 X8 DP1 PROFIBUS address 2, baud rate 1.5 Mbit/s
X9 DP2/MPI PROFIBUS address 2, baud rate 1.5 Mbit/s
X7 IP address: 169.254.11.22
(Ethernet) Subnet mask: 255.255.0.0

only SIMOTION C240 PN X11 PN IP address: 0.0.0.0
(PROFINET 10) Subnet mask: 0.0.0.0

SIMOTION P350(-x) X101 DP1 PROFIBUS address 2, baud rate 1.5 Mbit/s

PROFIBUS address 2, baud rate 1.5 Mbit/s

Windows:
Obtain IP address automatically (DHCP)

SIMOTION Runtime:
IP address: 169.254.11.22
Subnet mask: 255.255.0.0

Windows:
IP address: 192.168.214.241
Subnet mask: 255.255.255.0

SIMOTION Runtime:
IP address: 192.168.214.1
Subnet mask: 255.255.255.0

SIMOTION P320(-x)

Ethernet 1

Windows:
IP address: 169.254.11.21
Subnet mask: 255.255.0.0

SIMOTION Runtime:
IP address: 169.254.11.22
Subnet mask: 255.255.0.0

SIMOTION D4x5

X126 DP1
X136 DP2/MPI

X120 IE1/OP
(Ethernet)

X130 IE2/NET
(Ethernet)

X1400 CBE30
(PROFINET I0)

PROFIBUS address 2, baud rate 1.5 Mbit/s
PROFIBUS address 2, baud rate 1.5 Mbit/s

IP address: 192.168.214.1
Subnet mask: 255.255.255.0

IP address: 169.254.11.22
Subnet mask: 255.255.0.0

IP address: 0.0.0.0
Subnet mask: 0.0.0.0

SIMOTION D410 DP

X21 BUS

PROFIBUS address 2, baud rate 1.5 Mbit/s

SIMOTION D410 PN

X200 (and X201)
(PROFINET 10)

IP address: 0.0.0.0
Subnet mask: 0.0.0.0

SIMOTION D410-2 DP

X21 DP/MPI
X24 DP

X127 PN/IE
(Ethernet)

PROFIBUS address 2, baud rate 1.5 Mbit/s
PROFIBUS address 2, baud rate 1.5 Mbit/s

IP address: 169.254.11.22
Subnet mask: 255.255.0.0
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5 Addresses for the factory setting

X120 PN/IE-OP
(Ethernet)

X130 PN/IE-NET

Device type Interface Factory setting

SIMOTION D410-2 DP/PN | X21 DP/MPI PROFIBUS address 2, baud rate 1.5 Mbit/s
X127 PN/IE IP address: 169.254.11.22
(Ethernet) Subnet mask: 255.255.0.0
X150 PN IP address: 0.0.0.0
(PROFINET 10) Subnet mask: 0.0.0.0

SIMOTION D4x5-2 DP X126 DP PROFIBUS address 2, baud rate 1.5 Mbit/s
X136 DP/MPI PROFIBUS address 2, baud rate 1.5 Mbit/s
X127 PN/IE IP address: 169.254.11.22
(Ethernet) Subnet mask: 255.255.0.0

IP address: 0.0.0.0
Subnet mask: 0.0.0.0

IP address: 0.0.0.0

X127 PN/IE (Ethernet)

X130 PN/IE-NET
(Ethernet)

X150 PN
(PROFINET I0)

X1400 CBE30-2
(PROFINET I0)

(Ethernet) Subnet mask: 0.0.0.0
SIMOTION D4x5-2 DP/PN | X126 DP PROFIBUS address 2, baud rate 1.5 Mbit/s
X136 DP/MPI PROFIBUS address 2, baud rate 1.5 Mbit/s

IP address: 169.254.11.22
Subnet mask: 255.255.0.0

IP address: 0.0.0.0
Subnet mask: 0.0.0.0

IP address: 0.0.0.0
Subnet mask: 0.0.0.0

IP address: 0.0.0.0
Subnet mask: 0.0.0.0

Note With a SIMOTION D4x5 control, the Ethernet interfaces (except for CBE-30)
have default IP addresses in the delivery state. These addresses are also
offered as default IP addresses in the HW configuration.

With a SIMOTION D410-2 or D4x5-2 control, only the Ethernet interface
X127 has a default IP address in the delivery state.
The other Ethernet or PROFINET interfaces obtain their IP addresses by

downloading the HW configuration.
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6 Contacts

Siemens AG

Industry Sector

| DT MC PMA APC

Frauenauracher Strasse 80

91056 Erlangen, Germany

E-mail: profinet.team.motioncontrol.i-dt@siemens.com
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