AUTOMATION&DRIVES

Firewall and DCOM Settings on PC and PCU

Required to Operate MCIS Products

Contents:

NoopwdhE

1. General DCOM settings on the controller (PCU) and
master computer

The general settings made on the controller with Win XP SP2 and a master
computer with Win XP SP 2 are identical.

Limitations:

This description is valid as from MCIS version numbers V2.0. Further
supplementary conditions may apply (please refer to Prodis Updates under
http://support.automation.siemens.com resp. the Installation / Upgrade
Instructions supplied with the relevant software products).

DCOM settings are not required for MCIS RPC, MCIS TDI and MCIS TPM software.

General DCOM settings on the controller (PCU) and master computer ..........cccceeeeveeeeeveevvnnnnn.
Settings for MCIS DNC Cell/PIant/IFC ...,
Settings for MCIS TPM Cell/PIANt/IFC .......coooiiiiiiiiieie et
Settings for MCIS TDI Cell/PIANUIFC ...t
Settings for MCIS MDA Cell/PIant/IFC ..........oouiiii et e e e e e e
Settings for ADDM Clent/AQEeNt ...,
Settings for MCIS RPC SINUMERIK ......cooiiiiiiiiiiee et e e e e e e e e e e

Regarding the MCIS MDA software, the user “auduser‘ must be replaced by the user

“PDA*.

Please ensure that DCOM has been activated:
Start the DCOM configuration via: start... execute... “dcomcnfg*“

Type the name of a pragram, Folder, document, or
Internet resource, and Windows will open it For vou,

=

H Cancel ][ Browse. .,
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Navigate to: Component Services > Computer - Workstation: Right mouse button -
Call up “Properties*

't.CmnpnnentSErvhes
@ File  Action  “iew window  Help

« = B X EH 2

ﬂl:l Zonsole Rook My Computer 4 object(s)
= @ Camponent Services
=[] Computers ‘ Q D C
: » ‘@ Skop M3 DTC COM+ DCOM Config  Diskribl
* % Event ¥ applications Transat
+ Servicey  Refresh all components

View b
Mew Window from Here

Properties

Help

In this screen, “Activate DCOM ...“ must be checkmarked.

My Computer Properties

Default Protocols | M3DTC | COMSecuity |
General | Options | Dietault Propertiss |

[v Enable Distributed COM on this computer
[ Enable COM Intemet Services on thiz computer
i Default Distributed COM Communication Properties
The Authentication Level specifies security at the packet level.

Default Authentication Lewvel:

Connect _T_J

The imperzonation level specifies whether applications can determine
who iz calling them, and whether the application can do operations
uzing the client's identity.

Drefault Impersonation Lewvel;

| Identify |

Security for reference racking can be provided if authentication iz uzed
and that the default imperzanation level iz not anonumous.,

[ Provide additional security for reference bracking

] ] [ Cancel Apply

Confirm screen with OK.
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Set DCOM Limits (this description is based on the assumption that the DCOM
connection is authentified via a local user “auduser® located on master computer
and controller who has the same password).

Set up DCOM limits on master computer and controller (release auduser and
anonymous for DCOM):

(Screens have been created using the German Windows XP - English screens
accordingly)

For this, change to the COM security tab in Workstation — Properties. In the
column “Access Permission*, press “Edit Limits...“ and enter auduser with full

rights:

@ Fle Action  View wil _ D = 3 ]

B — | General I O ptiohz I Default Properties | Security Limits

. s W - s e Il e e a—
+ o | mm) Default Protocls | MSDTC COM Securiy -
TOLP OF USEl hames:

I{D Eonsole Radk 1 Access Permizsions 1

= @ Component Services

Y'ou may edit who iz allowed default access to applicationz. v'ou may

ﬁ ANONYMOUS-ANMELDUNG
alzn zet limits on applications that determine their own permizsions. [MCIS :

=1-(Z] Computers e
—@ My Comnputer
Jeder
-0 oM+ appli| a
&1-(5 DCoM Conf EdtLimits.. | Edi Defak. |
/-] Distributed L
+ I:I Running Pro

i 3 Launch and &ctivation Permissions 1

[+ Event Viewer (Local) 2 ; e Add.. ‘ Remove |
: *'ou may edit wha iz allowed by default to launch applications or

Services {Local)

activate objects. Yiou may alza zet limitz on applications that

5

S % e Permissions for auduser Al Dieny
determine their own permissions.
Local dccess Ll
Edit Lirnits... Edit Default... Remote Access 1

Ok | Cancel ‘
.

|

[ oK ] [ Cancel

Confirm with OK and configure anonymous user:
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npanen Services... puter P 9 S0 E| Access Permission I'EIIZI
(@ Fle  Action Wiew i
— General Il Options l Default Properties

e = @@

[:I Console Root

—@ Compenent Services
=-[Z1] Computers

| ~ Default Properties | Security Limits ]

Default Protocols | MSDTC | COM Security

Group or user names:

) . - QANDNYMDUS-ANMELDUNG
You may edit who is allowed default accesz to applications. vou may
alzo get limitz on applications that determine their own permiszions. ﬁ auduzer (MCIS_SERYERhauduser)

-Access Permissions

e My Computer | !ﬁJeder
Edi Limits.. | Edit Defaut .|
£ :VD Ru(:nin?) Pro -Launch and Activation Permizsions 1 Add ] Remove ]
- went Yiewer {Local
% Services (Lacal) You may edit who is allowed by default to launch applications or DT e — —
. BRVILES JL0Ca) activate objectz. You may alzo zet limits on applications that ENONYMOUS-ANMELDUNG Allaw Den
determing their own permizzions. L
Local Access F
Edit Limits... Edit Default. . Remote &cocess O

: ,TI Cancel ]
[ Ok H_ Cancel ] Apphs

Confirm with OK and change to the “Launch and Activation Permissions®. Press
“Edit Limits...“ and enter auduser together with relevant rights as displayed in
the screen on the next page:

2]

@ | Launch Permission

[ General !' ~ Options | Default Properties | Security Limits ]

| DefaulProtocols | MSDTC COM Security

GTDUD Qr USer names:

ﬁ Admiriztrators (MC1S_SERVERAdministrators)

Access Permizsions-

ou may edit who iz allowed default access to applications. “'ou may

alzo zet limitz on applications that determing their own permizzions. Al ERVER"auduser]
ﬁ Jeder
Edit Lirits... Ecit Defauit.. |
Launch and Activation Permissions - Add | Bos ]
You may edit who is allowed by default to launch applications or
activate objects. “rou may alzo et mitz on applications that Permicsit s far st tsar Ao Deny
determine their own permizsions.
Local Launch ]
E it Lirmits... | Edit Default.. Remate Launch .l
Local Activation 1
Fiermote Activation |

ak, | Cahcel

l (u]4 ] [ Cancel

Confirm with OK.
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2. Settings for MCIS DNC Cell/Plant/IFC

DCOM configuration on the controller

Start the DCOM configuration as follows: start... run... “dcomcnfg*

Navigate to: Component Services > Computers -> My Computer > dhs.DHS SRV --->
click with the right mouse button -> call up ‘“Properties*

The DHS process has been designed for external access to the communication
server used by another computer to access the controller. For this reason, this
“Server* must be configured as follows for network access.

[ il

-5 DEOM Sonfig

v ACCLoaderaz. CFic
AccStore Class
Acchar,Md
arcdry, drv
Autarnatic Update
Background Inteli
Blocked Drivers
COM+ Event Syst
ComEvents. Com3
ComEvents, Com3
Command line Trig
CustReq Class
DEServerTask
Defrag FAT engir
Defrag MTFS endgi
DGCOM_Alarm
dhs.DHS_SRY
DMC_IFCCOMC
DMC_IFCDE

@arcdrv. dry
@Automatic Updates
@Backgmund Inkell...
@Blocked Drrivers

%5 COM+ Event Syst..,
@ComEvents. Cor...
@ComEvents. Com...
&Command line Tri...
@CustReg Class
@DBServerTask
@Defrag FAT engine
@Defrag MTFS engine
#06, COM_alarm
5 dhs. DHS_SRY

& o _IFC, CONC,..,
#0NC_IFCDE
@Event Object Cha...
@Event Object Cha,..

PR oy e %Hr‘
In the “general“ tab, set DHS au

Subject to change without prior notice.
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{CC54ER51-9504-110-
J653C5145-4DCE-490¢
{69AD4AEE-51BE-439t
J783C030F-E948-457C
J4E14FBAZ-2E22-1101
JECABBOC3-7F19-110;
JECABBOCE-7F19-11Dy;
{7I7EF3B3-1276-4283
4840566 4-A423-110;
JAEAMDZEZ-6F37-110:
JB0EE4902-3348-11d1
JB0EE4901-33A8-11d1
J43ESBS T A-ACSE-46
142ACICE4-CERS-11D
J4DF3DF34-5517-4E11
J65192292-8064-1107
4D0S65000-9DF4-110:
{BBO7BACD-CDSE-4EG
SR TMAFTH -AFOF-1 1Ty

thentication

Page 5/35

@ File  Action Wiew  Window Help
= o TR e dhs.DHS_SRY Properties K E3
&= | (Em X @ e B =}
l_-l Console Rook +| [ bcom config General I Locationl Securityl Endpointsl Identityl
= @ Emponent erices Tame || Application ID — General properties of this DCOM application
& ; &_im;”tgrs ; & nCloader32, CHi... {S3CFBATZ-ED1Z-403! e e
Eld C%mmp: :;p"cations % ncestore Class IDESDECDC-104A-4ch RElCEiL R il
: & hcctar. 167BADDBG-IERS: 1) Application ID: {420C1CE4-CERS-11D 300 9E-007 05455E 146}

Local Server

Application Type:

Authentication Level:

Lacal Path: EAADD_OMNADhe exe

o1

level to “none‘.

Cancel Apply
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dhs.DHS_SRY Properties i a3 I— Launch Permission K ES

General I Location  Security | Endpaints I ldentity I Security |
r— Launch and Activation Permizsions L Group or uzer names:
© Use Default N ﬁ Adrministrators (24001 \Administrators]

auduzer [840014auduser]

: . : 1
% Customize Edi... | I ﬁ INTERACTIVE

¢ |€ESvYSTEM
L
—Access Pemizzions L
" Use Defaul : od. | Remove |
E
& Customize Edit | b Pemmissions for auduser Eillow Drerw
Fl Local Launch O
Z Femote Launch O
— Canfiguration Permiszions he Local Activation |
Remate Activation a

7 Use Default

= Y T

' Customize Edit... |

=

0k, | Cancel | Apply |

ok I Cancel |

In the “Security“ tab, set the Launch Permissions for auduser as described
above.

=]

i =

[(NDOHECT]
dhs.DHS_SRY Properties 2] x]

g Bl Access Permission ElE3
¢ Generall Location  Securty | Endpointsl Identit_l,ll Sasti |
=
= — Launch and Activation Permizzsions El G !
E FOUP Of Lgel names:
" Use Defaul _|: € auduser [B40D15auduser]
% Customize Edit . | 1] €33 sELF
£ |€FsvsTEM
[=4
o C
—Access Pemissions 3
© Use Default 2 Add... | Remowe |
E!
& Custorize Edi... | °F Permizsions far auduser Al Deny
i Local Access O
@ Remote Acceszs O
— Confiquration Permizsions e
F
" Usze Default 3
& Customize Edit | ?c'
E
L]
ok | Cancel | Apply | C 0K I Cancel

R~ TE, oo === s e

! Tl R T ToE TT =a1
In the “Security* tab, set the Access Permissions for auduser as described
above.

1=
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dhs.DHS_SRY Properties i E

@
E
E

Generall Lacation  Security | Endpnintsl Identit_l,ll
i Launch and Activation Permizzsions =
~ A
Lze Drefault D1:
{+ Customize Edit... | 10
EF]
S0
4 B DCE
coess Permizsions B
 Use Default 945
E22
{* Customize Edit... | =1
FF1c
276
— Configuration Parmiszions hez:
Fay
" Use Default 245
% Customize ! | 45
Edi... o
CEGt
o117
05
Ok | Cancel | Apply | DF4

Change Configuration Permission EE

Security |

GIDUD ar Uger name::

ﬁ: Adrministrators [B4001Administrators)

waud
€7 CREATOR OWNMER
ﬂi Powser Uzers [B4001%Power Users]

mr\ur\'rrn &
< | _'lJ
Add... | Remove |
Permizsions for auduzer Alla Deny
Full Cantrol a
Read O
Special Parmiszions O O

For special permiszions or for advanced settings.,
click Advanced.

Advanced |

o]

Canicel |

In the “Security* tab, set the Configuration Permissions for auduser as

described above.

(@ Fil=  Action  Wiew Window  Help

e

| application 10

[+ Autamatic Update
s Background Intell
s Blocked Drivers

s COM+ Event Syst
» ComEwents, ComS

@ ComEwents.Com3...
@ CariEvents. Cams...
@Command lire Triv.
@CustReg Class

> ComEvents.ComS | #BpaseryerTask
s Commnand line Tric @Defrag FAT engine
3 CustReg Class @Defrag NTFS engine

> DBServerTask
» Defrag FAT engire
» Defrag MTFS engil
s DG, COM_Alarm

s dhs, DHS_SRY

s DN _IFC COMNCO
s DMC_IFCDE

L LTt ey S

ftﬁe “lden

#50G.coM_plarm

# dhs.DHS_SRY

# DNC_IFC,CONCO,
5 Dryc_IFCDR
@Event Obiject Cha...
%Event Ohject Cha...

Bk T
tity” tab and

Confirm your selection with OK.

Subject to change without prior notice.
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B COM+ Event Syst...

{53CFEATZ-ED1Z-4D3!
{DESDBCDC-1044-4ch
{67BADDES-0EF3-110¢
4CCS4ERS1-9509-110"
{653C5148-4DCE-450¢
{E9AD4AEE-S1BE-430t
4783C030F-E945-457C0
{4E14FBAZ-2EZ2-11011
{ECABBOCI-7F19-110%
{ECABBOCE-7F13-110"
{79FEF3E3-1276-4283
4840586C4-A423-110;
{AEAMOZEZ-BFI7-1100
{B0EE4902-33453-11d1
{B0EE4901-3345-11d1
{43ESB57A-ACEE-464¢
{428 C1CE4-CESS-110
{4DF3DF34-5517-9E11
{65192292-8064-11D7F
4D0SES000-90F4-110:
{BEBOTEACD-CDSE-4E6
JFC7DOEDL-3F9E-11D1

Cl Console Roak = | DCOM Config 103 object(s)
E!@' Component Services e
Emg ém;mgrs i  nccloaderaz i,
5  Computer
= &iccStare Cl
[ COM+ Applications %Accv Dr:’ld EE
(=23 DCOM Config & L
i1 % ACCLoader32 CFit arcdrv.dry
s AccStare Class %Automatic Updates
s Accyar.id o @Background Intelli.
s atcdey . drey @Blocked Dirivers

=i

EE

dhs.DHS_SRY Properties
General | Location | Security| Endpoints  [dentity |

Which user account do you want to uze to rin this application?

% The interactive user.

" The launching user.

i This user.
dser: | Bravgze, |

Faszword: I

Canfir password: |

€ The spstem account (sarvices only).

o ]

Cancel Spply

set to “The iInteractive user.

Page 7 /35
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DCOM configuration on the master computer

Start the DCOM configuration: start... execute... “dcomcnfg“

Navigate to: Component Services > Computer -> Workstation > DCOM Configuration
- DBServerTask - Click with the right mouse button - Call up ““Properties*

The DBServerTask process is a Windows service for external master computer
access by the communication server DNC. For this, this “Server® must be
configured as follows for network access:

Subject to change without prior notice.
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@ File  Action  Wiew  Window  Help = = _J

«» @@ XED B L
Htl Console Rook ~ DCOM C-:nn-Fig
—| @ I::l:ll'l'll:'l:ll'IEI'lt Services Nam.e [ |':'||':I|:I||Eatll:ll'l ID [ ,i\_
= D m;”tzrs : & cestore Class {DESDECDC-104A-4chc-A405-0C21 04414205
: El c?ammp: :r . @ At {COEIE024-4747-11D4-B7E4-006024E52TAB
&3 B .:.;.p.-p.ﬁg @ nutomatic Updates  {653C5148-4DCE-4905-9CFD-1B236620309E}
5@ Accstore Class @ Background Inkell.. {69AD4AEE-51BE-439b-A92C-B6AE400ESE30}
o @ Elocked Drivers {783C030F-E945-4570-B350-94FCFOFOC 172}
@ futomatic Update | G@PCOM- Event Syst.,. {4E14FBA2-2E22-1101-9964-00C04FBEE345)
w0 ® Background Inteli | @@ CamEvents, Com... {ECABBOC3-7F19-1102-973E-0000F8757E2A}
-4 Blocked Drivers @ ComEvents. Com... {ECABBOCE-TF19-11D2-976E-0000FE7STERA}
# @ COM+ Event Syst | % Command line Tri...  {797EF3B3-1276-4263-8096- 1EG084BF67 A5}
w- @ ComEvents.Coms | @ CustReq Class {B40586C4-A423-1102-6943-00C04F 7902 2F
+-#&8 ComEvents. Coms {AEAANZEZ-AF37-1103-941B-00500451 8EF3)-
¥ Command line Tric
- CustReq Class
-5 DEServerTask
+- % Defrag FAT engin il - leeemenalie Sl el
| A g i <3 . - . .
g Defrag NTFS engi General properties of this DCOM application
-4 dhs.DHS_SRY
¥ DNCCony, CodeC Application Marne: DBServerTazk
-8 Event Object Cha %
$ » Application (D {AEAADZE 2-BF37-1103-941B-005004518EF 3}
Application Type: Local Service
Authentication Level |[REGE -
Service Mame: DBServerT azk
'f‘F
2|
TPMCFg
k. ] [ Cancel Apply

In the “General‘ tab, set the “Authentication Level*“ to ‘“None‘

Subject to change without prior notice.
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Component Services

(@ Fle  Action  Wiew W —
PN SIE|RE: DoserverTask Properties L | [ —

[::l Console Root | General | Location | Security | Endpaints || Identity | Security i B

E@ Component Services

- D Computers ~ Launch and Activation Permizsians Group of user names:
BQ My Compute
e (] COM & " Use Defaul

[ DpcoMc _ €7 INTERAKTIV

- e ' Cugtomize Ed... | €7 SYSTEM

- & Amt

- Auboy

[+ (b Bac - Acoess Permission:

(+l- ¢ Blod

-8 Co % Use Default Add... | Remove |
-7 EEE ¢ G Edit | Permizsians for auduser Al Deny

e Comi Laocal Launch

% Cust Remate Launch

l DB3e  Configuration Permizzion Local Activation
3 Defr Femate Activation
i Defr. © Usge Default

- I-...
k- z DNCI ¢ Customize Edi... |
P

HEEE
(9] [, [ [

i .;!.f 1__| i [ oK ][ Ba ][ Aol ] ,TI Cancel I

In the “Security* tab, adapt the Launch Permission for the auduser as displayed
above (if necessary, enter auduser via “Add...“).

@ File  Action  iew
« = | B[@m] X

{|3 Console Raot General | Location | Security | Endpaints || Identit_l,l| Security | £

E'@ Component Services,

|E||g| Access Permission

D Computers — Launch and Activation Permissions Group or uzer names;
EI@ My Compute
-] COM+ & 7 Use Default
=1 DCoM ¢ €7 SELBST
1 oy o Customize Edi.. | !ﬁ SYSTEM

-~ Access Pemmissions

 Use Default Add... I Remove |
@ Customize Edit.. | Permissions for auduser Allaw Deny
Local Access O
Remote Access E

— Configuration Permissions

© Uze Default

& Customize Edit... |

[ oK J[ Cancel ][ Apply ] Ok I Cancel

In the “Access Permission® tab, adapt the Access Permission for the auduser as
displayed above (if necessary, enter auduser via “Add...“).

Subject to change without prior notice.
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- [o]%]

ID Console Raoat General | Location | Security | Endpoints [ Identity | Security ! &

@ Component Services

Computers — Launch and &ctivation Pemissions Group or uger names:

CAcom+a © Usze Default W&l .
ﬁ ERSTELLER-BESITZER =

« ; ;
RN Edit.. | € horst (ITDOMAINSharst) =)

ﬁi Power Users [MCIS_SERYVER \Power Uzers)

P ]
— Aocess Permizsians L Ll &l
 Use Default Add.. | Remowve |
& Customize Eite | Permissions for auduser Allowy Deny
Full Cortrol O
Read |
— Configuration Permissions Special Permissions

© Use Default

@ Customize Edit... |

For special permissions or for advanced settings, et |
; click Advanced.
i T [ Ok J [ Cancel ] [ Apply ] Ok I Cancel |

In the “Configuration Permission® tab, adapt the permissions for the auduser as
displayed above (if necessary, enter auduser via “Add...“).

Subject to change without prior notice.
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Windiow

File

Ackion  View

Help

= @M * @D @D

! DBServerTask Properties

[ Console Root
'—_, @ Campaonent Services
=11 Computers
El@ My Computer
i+ oM+ Applications

g”cj oM Canfig
M- Accstore Class
-

# Automatic Update
M Background Intell
. Blocked Drivers

#y COM+ Event Syst
e ComEvents. Coms
e ComEvents. Coms
# Command line Trig
&y CustReqg Class

e DEServerTask

&y Defrag FAT engin
&y Defrag NTFS engi
& dhs.DHS_SRY

e DNCCony, CodeC
&y Event Object Cha
&y Event Object Cha

& EventHandler Eve
e, 11—

) )

o ) [ )

@

~ || | General | Location | Security | Enu:lp-:uints| | dentity |

Which uger account do you want to uge ta run this application’?

£ Thejrteractive user,

£ The launching user,

" This user.
I zer: !
Easzword I
LConfirm pagzswond |

& The system account [services only)i

o | ok

J

Cancel ][ Apply

J

In the “ldentity* tab, set the DBServerTask to “System account®.
Confirm DCOM settings with OK.

Subject to change without prior notice.
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Restart the service to activate the settings on the master computer. For this,
open a command shell via start - run... “cmd”“ and enter the following:

CAWINDOWSA\system32%cmd. exe

icrosoft Windows HP [Uersion 5.1.26001
CC>» Copyright 1785-2881 Microsoft Corp.

C:~Documents and Settings“auduserinet
The syntax of this command is:

ET [ ACCOUNTS | COMPUTER § COWNFIG | CONTIMUE : FILE @ GROUP i HELP i
HELPMSG | LOCALGROUP | MAME | PAUSE | PRINT | SEWD i SESSION |
SHARE | START | STATISTICS © STOP | TIME | USE | USER @ UIEW 1

C:sDocuments and Settings“auduserinet stop dhservertazk
The DBServerTazk service is stopping.
The DBServerTaszk service was stopped successfully.

C:~Documents and Settingsz“auwduserinet start dbhservertazk
The DBServerTazk service is starting.
The DBServerTazk szervice was started successfully.

C:sDocuments and Settingshauduser’>

Net Stop dbservertask - stops the service
Net Start dbservertask - restarts the service

Microsoft — Personal - Firewall — Configuration on the controller
To start the firewall configuration on the controller, proceed as follows:
Start > Settings > Control Panel -> Windows Firewall - Exceptions

Subject to change without prior notice.
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= Windows Firewall

General Exceptions | Advanced

Windaws Firewall iz Blocking incoming network, connections, except for the

programs and services selected below, &dding exceptions allows some programs

ko work better but might increase your security rizk.

Programs and Services:

Mame
135 tep
cp_B40di

File and Printer Sharing
[ Remote Azzsistance

[J Remate Desktop

[ UPhP Framewark,

Add Frogram.... Add Paort.... Edit... Delete

¥ Dizplay a notification when Windows Firewall blocks a program

What are the rizks of allowing exceptions?

k. I Cancel

Subject to change without prior notice.
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Allow the following ports resp. applications in the personal firewall:

Port number 135 TCP
Application DHS.EXE
File and Printer Sharing

Microsoft — Personal - Firewall — Configuration on the master computer

To start the Ffirewall configuration on the master computer, proceed as follows:
Start > Settings > Control Panel -> Windows Firewall - Exceptions

= Windows Firewall

Windowes Firewall iz blocking incoming network, connections, except for the
programs and services selected below. Adding exceptions allows some programs
ko waark, better buk might increase your security rigk.

Frograms and Services:

M arne

135 tcp

1433 top slserver
DBServerT azk. exe

DHC HMl

File and Frinter Sharing
Micrazaft b anagement Conzole
Remote Axsistance

[ Remate Desktop

I UPHP Framework,

| 4ddProgam.. | | AddPor. ||  Edt. ||  Deste |

Dizplay a notification when Windows Firewall blocks a program

W'hat are the risks of allowing exceptions?

(] ] [ Cancel

Port number 135 TCP
Application DBServerTask.EXE
Application DNC HMI

File and Printer Sharing

IT necessary, share the port or application for MSSQLServer with DNC Plant!
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Adapt file sharing mode in the network on the master computer:

!’r_ C:\Siemens\MCIS\Data\DNC

File.  Edit  View Favorites  Tools  Help
@ Back - J lﬁ /?j Search ‘EZ: Folders | | L} B x n "
Aicdress |2 C:\SiemensiMCIS Data|DHC v
e Bl DNC Properties. |1|m Permissions for DNC5
Deskkop 4 SEm— Eresreea—
() My Documents | Genelall Sharing | Security | Customize | Share Permizsions |
= 4 My Computer B=y hare this folder with oth g
: - ou can share this folder with other users on your TOUP OF USEl Names:
2 \ﬁ 3% Floppy (A1) netwark. To enable sharing for this folder, click Share this
[=] S Swstem {(Ci) falder.
(=] [ 18 d 5
g Pf::r:;nFiein i () D ot share this folder
& 3 Siemens (%) Share thiz folder
= [ MCIs i Share name: |DNC$ "|
# 23 Common | |
Comment;
= Dat
EE:'ﬁaJENC ’ Add... ] [ Remaove ]
B Uszer limit: () Wawimurn allowed
i Permizsions f d All D
o () Allows this number of users: i el it =
& £ X Full Contral O O
p To set permissions for users who acoess this - Changs il
g IT'T 1 folder over the netwark, click Permissions. Fead O
n
—_ To configure settings for offine access, click -
el
[E7] M550
= D
=w Windows Firewall iz configured to allow this folder to be shared
® 53 DHC with other computers on the netwark,
g Errors Wiew your Windows Firewal settings Ok, ] [ Gancel ] Aanh
etc

In the Windows Explorer, navigate to the DNC directory (for example,
c:\Siemens\MCIS\DATA\DNC). Select DNC, click with the right mouse button and
navigate to “Properties“.

Click on “Sharing*“.

Share the folder as hidden share (in the example, via “DNC$*“) in the network.

Set auduser rights as displayed above and confirm with OK.
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In the Windows Explorer, via “Tools* — “Folder Options“ change to the “View*
tab:

Folder Options

| General | Wiew | File Types | Offline Files

Folder wigws
Y'ou can apply the view [zuch az Detailz or Tilez) that

wou are uzsing for this folder to all folders.

I Apply to All Folders ] [ Feset Al Folders

Advanced zettings:

) Do not show hidden files and folders #
(%) Show hidden files and folders
[] Hide extensions for known file types
Hide protected operating system files [Recommended]
[1 Launch folder windows in a separate process
Femember each folder's view zettings
[1 Restore previous folder windows at logon
[1 Show Control Panel in My Computer
Show encrepted or compresszed MTFS files in color
Show pop-up dezcription for folder and desktop items
|:| Uze zimple file sharing [Recommended]

3

[ Restare D efaultz ]

(] ] [ Cancel ] [ Apply ]

Untick “Use simple file sharing“. As a result, the system performs a real user
authentification for shared network drives and does not use the “guest login‘“.
> Confirm with OK.
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Check registry parameterization on the master computer

Open registry under HKLM \ Software \ Siemens

The following entry must be made (provided with MCIS DNC V2.1 Setup):

Key name: DBServerTask
Dword Name: initsec
Value of initsec: 1

3. Settings for MCIS TPM Cell/Plant/IFC

DCOM configuration on the controller

No configuration required

DCOM configuration on the master computer

No configuration required

Microsoft — Personal - Firewall — Configuration on the controller

No configuration required
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Microsoft — Personal - Firewall — Configuration on the master computer

To start the firewall configuration on the master computer, proceed as follows:
Start > Settings > Control Panel > Windows Firewall > Exceptions

= Windows Firewall

YWindows Firewall iz blocking incoming nebwork, connections, except for the
programs and services selected below, Adding exceptions allows some programs
to work, better but might increase your secunty nzk.

Programs and Services:

M ame

135 tcp

1433 tcp sqlserver
DBServerT azk. exe

DM Hi

File and Frinter Sharing
Microzoft Management Conzole
Rermote Assistance

[ Remate Desktop

(1 UPnP Framework,

| &ddPogiam.. | | AddPot. ||  Edt. ||  Delete

Dizplay a notification when Windows Firewall blocks a program

What are the rizks of allowing exceptions?

[ OF. ][ Cancel ]

Edit a Port [X]

Ilze thesze settings to open a port through YWindows Firewall. To find the port
nurmber and protocal, conzult the docurnentation far the program or service you
want to use.

Hame: i 1433 top zglzerver ]

Part number; : 1433 I

() ICP {OUDP

What are the rizkz of opening a port?

LChange scope...

Port number 1433 TCP SQLServer
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File and Printer Sharing

4. Settings for MCIS TDI Cell/Plant/IFC

DCOM configuration on the controller

No configuration required
DCOM configuration on the master computer

No configuration required

Microsoft — Personal - Firewall — Configuration on the controller

To start the firewall configuration on the controller, proceed as follows:
Start > Settings > Control Panel -> Windows Firewall

Add a Program [ X | |

To allow communications with a pragram by adding it to the Exceptions list,
select the program, or click Browse to search for one that is not listed.

In the control panel, call up the “Windows
Firewall* and change to the “Exceptions” tab.
Press the “Program” button, “Browse" in the

following screen, select the application “TDI.exe” Programs:

in the TDI installation directory (F:\Add_on\TDI) ?HMI Startup

via “Open...”. & Install-Deinstall MCIS RCS Host

Confirm the selected application with “OK” and L¥TD ]
press OK again to exit the “Windows Firewall”. s TDI Konfiguration

The settings become immediately active. [B Touckivware Manitor

Path: IF:'\Add_un\TDI\TDI,axe Browse... |

Change scope... I | 0K I Cancel |
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Microsoft — Personal - Firewall — Configuration on the master computer

To start the firewall configuration on the master computer, proceed as follows:
Start > Settings > Control Panel > Windows Firewall - Exceptions

Nindo

R et

| General | Exceptions | Advanced|

Windows Firewall iz blocking incoming network, connections, except for the
programs and zervices selected below. Adding exceptions allows some programs
to wark, better but might increasze pour security gk,

Programs and Services;

M ame

135 tep

1433 tcp sqlserver
DEServerT ask exe
OMHC Hidl

File and Printer Sharing
Microzoft Management Conzole
Remaote Azsistance

[ Remote Desktop
TOI_PC

[ UPnP Framewark:

| AddProgiam.. | [ #ddPot. ||  Edt. ||  Delete

Dizplay a natification when Windows Firewall blocks a program

Wwhat are the rigks of allowing exceptions?

[ ak. J [ Cancel

]

Edit a Port

|ze theze zettings bo open a port through 'Windows Firewall. Ta find the port
nurmber and protocol, conzult the documentation for the program ar service you
want ta uze.

M arne: “1 433 top sqlzerver |

Part number; i 1433 |

(& TCP (O UDP

Wwhat are the rizks of opening a port?

Change scope. .. (]

Port number 1433 TCP SQLServer
File and Printer Sharing
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Application MCIS-TDI PC

5. Settings for MCIS MDA Cell/Plant/IFC

DCOM configuration on the controller

No configuration required

DCOM configuration on the master computer
Before configuring DCOM, you have to create the MDA-specific user “PDA“
(required when performing the MDA setup):
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T Computer Management

Q File  Action  Miew  window

Help

- [BX]
lalx|

- B@EXEB @

g Users

Computer Management (Local) Mame I Full ame l Descripkion
=} B, System Tools 87 addmuser
: £@ Event Yiewer 7 administrator Built-in account For administering t
:’—ﬂ % Shar;ad Fl:ull:lers:j Qauduser auduser
e ‘!Lau:u:aULIsers ANREREHS %Guest Built-in account for guest access ko
sers
: %Help.ﬁ.ssistant Remote Deskiop Help Assi,,,  Account For Providing Remote Assi:
Q0 aroups Froa PDA PDA
C® g Performance Logs and Alerts | =8 I—
; BiekCE N rarer PDA Properties ?X
=t @ Starage ———
. #-E Removable Storage | General| Member OF | Praofile
----- Disk, Defragmenter | |
: Disk. Managemenk kember af:
= @ Services and Applications g.&dministratnrs

Add... Femoyve
[ (1] 4 ] [ Cancel ] Apply
< ! | > % | >:
This user must have administrator rights.
Start the DCOM configuration: start... execute... “dcomcnfg*

Navigate to: Component Services > Computer -> Workstation -> DCOM configuration
- ErrorHandler.ErrorObject - Click with the right mouse button -> Call up

“Properties*

The ErrorHandler process must be configured as follows:
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Component Services

@ File Action Wiew ‘Window Help

cer|AEXER[ 2B B

[.] Console Root
L—‘_I@ Component Services
=[] Computers

E@ My Computer

-7 ComM+ Applications

=123 DCoM Config

# nccstore Class
Adobe Acrobat-Dokument
Amk

Cluster Configuration Server
# Cluster Node Eviction Asynchronous
Cluster Mode Eviction Processor

Cluster Service Startup Motifications
ZOM+ Event System

& ComEvents. ComServiceBEvents
ComEvents. ComSystemAppEventDa
Caommand line Trigger Consumer
ConnectLogdatentaschine Objekk
CustReq Class

DBServerTask,

D MSCM

B Defrag FAT engine

Defrag MTFS engine

dfrgifc

dhs, DHS_SRY

DNCCony, CodeConvert
ErrorHandlet . ErrorObject

Event Object Change

i Fuent Ohisrt Channe 7

i Background Inteligent Transfer Sery

S

i
b=
FY

Cluster Service Mode Evwict Maotificatic

ErrorHandler.ErrorObject Properties 1 2

Generall Locationl Securit_l.JI Erdpoints  |dentity |

“which uger account do pou want to uge to run thiz application?

" The interactive user.

" The launching user.

% This user.
Uzer IPD,.-:-.,
Pazzword: I.........
Confirm password: Iﬂuouu

{7 The spstem account [zemvices anly].

Browze, . |

2]

o]

Cancel

Apply

In the ldentity tab, enter the user “PDA*
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g =[S

File  Action ‘Wiew window  Help |;li|i|
e« = | B@Ex®E |23 10|

(1 Consols Root ErrorHandler.ErrorOb;

E--@ Component Services

EE:I Computers Generall Location  Security | Endpointsl Identit_l,ll Security |
== My C i
r_fl CDOT\E: :;D r~ Launch and Activation Permissions Group llf" lfSEf Names: _
=-E3 DCOM Conl € Lse Detaul ﬁ} Distributed COM Users (MCIS-4#/200354Distibuted COM U...
- AccStol & 5-1-5-21-2308103852-3706444995-36549341 79-1007
® Adobe * Customize Edi... | €3 SELF
£k €7 oS TE

Backgr: :

Access Permissions

3 Cluster  lsze Default Add... | Remave |

Clushar OB e Fermissions for Users Allaw Deny

COM+ Local Access: |
A ComEw Femote Acoess a

— Configuration Permizsions

conneg " Uz Default

% DESery & Customize Edi... |
DZoME

:Fhrsglgc'—| ak. | Cancel | Apply | aK I Cancel I
DWCCormroomeeoTTrere
ErrorHandler ErrorObject | -
B Fuant Mhiect Channe

In the “Security* tab, adapt the “Access Permission*“ for the local users as
described above.

Make DCOM settings for errorhandler analogously to Tracehandler, Eventhandler
and MDEServer 1!

Microsoft — Personal - Firewall — Configuration on the controller

No configuration required
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Microsoft — Personal - Firewall — Configuration on the master computer

To start the firewall configuration on the master computer, proceed as follows:
Start > Settings > Control Panel > Windows Firewall > Exceptions

[X || Edit a Port

- Windows Firewall
| General | Exceptions Advanced | |Jze theze settings to open a part through YWindows Firewall. To find the part
i rurnber and protocol, consult the documentation for the program or service pou
windows Firewall is blocking incoming netwark connections, except for the want bo use.

programs and services zelected below. Adding exceptions allows some programs
to work Better but might increase vour security risk.

Mame: i35l3'| TCP for ISM [Message Manager) |
Frograms and Services:

M ame ~ Port number: i35m |
136 tep

1433 tep sqlserver (%) TCP (JUDP

3507 TCF for 15M [Message Manager]

DBServerT ask exe

what are the risks of opening a port?

DT Hidl
File and Printer Sharing Ok
Microgoft Management Congole
Remate Azsistance

[ Remote Desktop

TDI_PC

T HPAP Framewnrk Y.

[ AddProgram.. | [ AddPor. ||  Edi.  |[  Deete |

Dizplay a naotification when Windows Firewall blocks a program

wihat are the risks of sllowing exceptions?

.4 ] l Cancel
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| General | Exceptions | Advanced | |Jze these settingz to open a port through Windows Firewall. To find the part
i 3 nurnber and protocol, consult the documentation for the program or service you

want to use.

Windows Firewall iz blocking incoming netwark. connections, except for the
programs and services zelected below. Adding exceplions allows some programs
to waork better but might increase pour security rizk,

Programs and Services:

Mare )
135 tep

1433 top sqlserver

3403 TCP far MMPing

3807 TCP for 15 [Message Manager]

DBServerT ask.exe

DME HMI

File: and Printer Sharing

Microzoft b anagement Console

Remate Assistance

[ Remote Desktop
W TR P M

Part number: | 3403 |

@® 1P ) UDP

what are the risks of opening & port?

Change scope...

[ iddProgam.. | | AddPor. || Edi. ][  Delete

Display a notification when Windows Firewall blocks a program

Wwhat are the rigks of allowing exceptions?

Allow the following exceptions in the firewall (configure manually):
Port number 3409 TCP for MMPing

Port number 3501 TCP for ISM (Message Manager)

File and Printer Sharing

6. Settings for ADDM Client/Agent

DCOM configuration on the controller

Start the DCOM configuration: start... run... “dcomcnfg*

Navigate to: Component Services > Computer -> My Computer -> DCOM Config -
P7tldagn > Click with the right mouse button > Call up “Properties*

The P7tldagn process (ADDM Agent) must be configured as follows:

Subject to change without prior notice.

© Siemens AG 2007 Page 27 /35 Date of issue: Dec. 5, 2007
1-6A03EP_MCIS-SW-DCOM-plus-Firewall-bei-WinXPSP2_eng.doc



AUTOMATION&DRIVES

> File

Action  Miew Window  Help

e > |E[E ]|

o 21| R

(] Console Root -~
E@ Camponent Services
| B[] Computers
EI--@ My Computer
-2 COM+ Applications
=423 DCOM Config

P R e
- S

=
DCOM Config 162 object(s)
fame | Application ID |
&p?SerIntSW Mac.,,  {7A3ZFSESN-39F6-11D3-9E66-00105AB04270
@P?tldagn 4A246C040-0F2C-44F4-B0SA-898DAA4TECOAT
&P?tldjmx 4 LASF9E3E-6ACS-1105-89A4A-001054C43070}
&P?TLDMSX {7BBAS13F-6A09-110D5-BBAF-0010SAB04241 -

Generall Location  Security | Endpointsl Identit_l,.ll

r— Launch and Activation Permissions

 Use Default

& Customize

Edi... |

—Access Permissions

 Use Default

& Customize

Edit... |

— Configuration Permizzions

& Usze Default

" Customize

In the Security tab, adapt the Launch

Edit..,

2 | cEeE-
AE0F-45C
9075-101¢  Security |
na91-11d3
4EE14ag,  GIOUP OF User names:
1056-110¢ €T Administrators [S40D1\ dministiatars]
714B-110% AL 0
HIBHAC | OB INTERACTIVE
FIIE-461C
SYSTEM
61FF-110= ﬁ
DeaA-11d
A296-4F20
LEFE3-1101 o, | GElnake |
SERe Permigsions for auduser Allow Deny
DFSE-40CC
SEOD-11D: Local Launch O
FE3FE-110F Fiemate Launch O
ZBBF-1101 Laocal Activation O
| 761E-11D Remaote Activation a
A109-1100
A103-1100
AT

Permissions as described above: Add

auduser with above-mentioned rights

@ File  Action Yiew ‘Window Help

«=» | BE XER| 2] 0] %>

[ Console Roat
E@ Zomponent Services
: =] Computers
E--@ My Compuker
#-[Z] CoM+ Applications
(1423 DEOM Config

-

DCOM Config 162 objeck(s)

Hame | _Application 1D |
@p?SerIntSvr.Mac. .. {7ASFEEED-39F6-11D3-9EBE-00105AB04270}
&P?tldagn JAZ48C040-0F2C-4AF4-BOSA-S98DAA4TACOAT
@P?tldjmx J1ASFIB3E-6ACS-1105-8944-0010SAC43DT0r
@P?TLDMSX {7BBAS13F-6A09-11D5-BEAF-0010SABO4241 -

Generall Location  Securty |Endpoints| Idenlityl

AGDF-43C3-307 a
OD75-101A4-3C30

noa1-11d3-bazz

e ]

Security |

— Launch and Activation Permizsions

" Use Default

¢ Customize

Edi... |

ABE] -4 A8 4-5E3] Group or user names:

105E-11D4-57AE
714B-11D6-841¢
4138-4AC4-843;
FASE-461C-BECE

€7 SELF

€T SvSTEM

61FF-11D04-572¢
D& A-11d0-3ED

—hocess Permizsions

" Use Diefault

&' Customize

Edit...

j

AZ9E-4F2D-AZF

| 5F53-1100-BFA Add. | Remove |
BSED-4751-A3C; Permizsions for auduser Allaw Deny
DFSE-40C0-944:

3500-1102-801 < Local Access O
FEAF-11CE-ASE Riemote Access O

— Configuration Permizsions

@ Lze Default

" Customize
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In the Security tab, adapt the Access Permissions as described above: Add
auduser with above-mentioned rights

DCOM configuration on the master computer

No configuration required
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Microsoft — Personal - Firewall — Configuration on the controller

To start the firewall configuration on the controller, proceed as follows:
Start > Settings > Control Panel > Windows Firewall > Exceptions

i‘ BIp profeck iy computery

" tan monitor, Click Recommendations to find out
General Exceptions | Advanced I

YWindows Firewall iz blocking incoming network, connections, except far the Recammendations. ..
programs and services selected below, &dding exceptions allows some programs
toowork better but might increase your security rizk.

© OFF =

Programs and Services: ter is more vulnerable to viruses and other

M e o ates bo have Windows automatically keep wour
does Automatic Updates help prokect ey

307 tep

135 tcp

[] 4135 TCP Turn on Automatic Updates

AktD [ atabdanagement Agent

[J Adaptive Server Anpwhere Mebwark Server L e L T

cp B40di Edit a Program 5[

D_hS'EHE _ _ You can allow communication with thiz program from any computer,

File and Printer Sharing including thoze on the Internet or just from computers on your netwark,

ticrogoft bManagement Console

O PFTLOSOR Module MName: [4] 4440 DataManagement Agent

[J Remate Assistance

Path: IE:'xF'ru:ugram FilezhSiemens \ADDKM AgentspFtidagn. exe
Add Program. . Add Part.... Edit...

IV Display a notification when Windows Firewall Blocks Change scope.. | ok I Cancel
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General Exceptions | Advanced

Windowsz Firewall iz blocking incoming network. connections, except for the
programs and services selected below. Adding exceptionz allows some programs

o work: better but might increase your security rizk.,

Frograms and Services:

Ip prokect my cormpuker?

tan monitor, Click Recommendations ko Find out

Recommendations. .. |

@ OFF

ey
~

er is more vulnerable to viruses and other

Marne

lakes ko have Windows automatically keep your

| -

3017 tep

135 tep

4135 TCP

[ &0 D atatd anagement Agent
[ &daptive Server Snpwhere Network Server
cp_ 2404

Dhs.exe

File and Printer Sharing
Microsoft Management Console
FFTLDSOE Module

[ Remate Assistance

Add Frogram... Add Port... Edit... Del

v Display a natification when “Windows Firewall blocks a program

What are the rizks of allowing exceptions?

General Ewceptions I Advanced

Windows Firewall iz blocking incoming network. connections, except for the
programs and services zelected below. Adding exceptions allows some programs

to wiork, better but might increase your zecurnty sk,

Programs and Services:

does Automatic Updates help prokect my

Edit a Port |

Uze these settings to open a port through *Windows Firewall. To find the port
nurmber ahd protocol, conzult the documentation for the program or service pou
want to uze.

.

Mame: (4135 TCP

Part number: |41 35

& TCP  UDP

Wwhat are the risks of opening a port?

Change scope. .. |

Cancel |

Xl =

all helps prokect vour computer against viruses and
Eveall help prokect my computer?

ndows can monitor, Click Recommendations ta find out

Recommendations. .. |

© OFF

~
~

Marme

Y

M7 tep

135 tcp

Ak&D Datakd anagement Agent
[ Adaptive Server Anywhere Netwark Server
cp_B40di

Dhz.exe

File and Printer Sharing
Microzoft Management Conzole
PZTLDSOF Madule

[ Remate Assistance

Remote Deskiop

Add Program... Add Fart.... Edit... D¢

v Display a notifization when 'Windows Firewall blacks a program

‘Wwhat are the risks of allowing exceptions?

computer is more vulnerable ta viruses and other
tic Updates to have Windows automatically keep waur
bes, How does Automatic Updates help prokect my

Turn on Automatic Updates
Edit a Port i

Use these settings to open a port through ‘windows Firewall. To find the port
number and pratocol, consult the documentation for the program or service vou
want to uze.

I

Mame: !h Ftep

Port number: I1 35

& TCP " LUDF

What are the rigks of opening a port?

J T
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Allow the following exceptions in the firewall (configure some of them
manual ly):

Application A& Datamanagement Agent
Port number 4135 TCP

Port number 135 TCP

File and Printer Sharing
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Microsoft — Personal - Firewall — Configuration on the master computer

To start the firewall configuration on the master computer, proceed as follows:
Start > Settings > Control Panel > Windows Firewall > Exceptions

Programs and Services:

windows Firewall iz blocking incoming network, connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work, better but might increase vour zecurnity rigk.

Mame

135 tep

1433 top sqlserver

3409 TCP for kMkPing

35071 TCP far ISM [Meszage Manager]
DBServerT ask ene

DWC HiI

File and Printer Sharing

Microzoft Management Console
Remate Azsistance

[ Remate Desktop
W Thl Pr

[ Add Program... ] ’_ Add Port.. ] [

What are the risks of allowing exceptions?

Dizplay a notification when YWindows Firewall blocks a program

T alst
Lielete

l ’ Cancel

'ou can individually configure the part(z] that are aszociated with thiz
zervice, To open a poit, zelect the check box next to it

Scope

Subnet
Subnet
Subnet
Subnet

Change scope..

Allow the following exceptions in the firewall:

File and Printer Sharing

Subject to change without prior notice.
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7. Settings for MCIS RPC SINUMERIK

DCOM configuration on the controller

No configuration required

DCOM configuration on the master computer

No configuration required

Microsoft — Personal - Firewall — Configuration on the controller

To start the firewall configuration on the controller, proceed as follows:
Start 2> Settings 2> Control Panel 2> Windows Firewall - Exceptions

{5 Windows Firewall

- - - -

\/

x|

Help protect your PC

windows Firewall iz blacking incaming netwark connections, except for the
programs and zervices zelected below. Adding exceptions allows zome programs

{18 wOUr WINdOWS SecUrity sertfings, (o Relp profect your compuger,
fentials are marked ON, IF the settings are not O, Follow the
|he Security Center later, open Control Panel,

]

to work, better but might increase vour security righ,

Programs and Services:

I arne:

3011 tep

|Jze these zettingz o open a port through Windows Firewall. To find the po
rumbeer and pratocol, consult the docurmentation for the program or service
want to uze.

Narne: i3m1 tcp |

Port number: !3':'11 |

e TCP 3 UDP

x|

Machine | Host || Taols ||RPC || Logging || GUD |

t ame:

Baopt |
Endpaint:

Put-Direstory: | FATMPAPUT |

Get-Directony: | FATMPAGET |

[w| TestMCSTATE

[ oK

Cancel

‘wihat are the risks of opening a port?

Change scope...

Cancel |

ivirus software that wou will monitor wourself, To help protect wour
|other security threats, make sure that your antivirus software is
|low does antivirus software help probect oy computer?
I

Depending on the port number configured,

share this port in the firewall. Port

3011 TCP is the default port on the controller.

Subject to change without prior notice.
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Microsoft — Personal - Firewall — Configuration on the master computer

To start the firewall configuration on the master computer, proceed as follows:
Start > Settings > Control Panel > Windows Firewall > Exceptions

"= Windows Firewall Edit a Port
General | Exceptions | Advanced | Uze these gettings to open a port through 'Windows Firewall, To find the port
number and protocol, consult the docurnentation for the program or service you
Windows Firewall is blocking incoming netwark. cornections, except for the want to use.

programs and services selected below, Adding exceptions allows some programs
to work better but might increase your security risk.

Name: |3010 TCP |

Programs and Services:

Name A| Part rumber; i3U1U |
135 tzp

1433 tep sqlserver ®TCP I UDP

3010 TCR

3409 TCP far MMPing

3507 TCP for 15M [Meszage Manager)
DEServerT ask.exe
CIMC Hil

File and Printer Sharing E
Microgzoft Management Congole

Remote Assistance

Wwihat are the risks of opening a port?

M Remnta Maskian v__
[ ddProgram.. | [ addPor. || Edi. | [ Delete
Dizplay a notification when Windows Firewall blocks a program
What are the risks of allowing exceptions?
[ Ok ] [ Cancel ]

Depending on the port number configured, share this port in the Ffirewall. Port
3010 TCP is the default port on the controller.

Siemens AG. A& MC CS 2 December 5, 2007
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