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1 Question  

How do you connect a company network to a machine network under the 
aspect of high safety requirements? 

Sample Configuration 
A production machine is automated with several controllers. It is a combina-
tion of SIMATIC and SIMOTION controllers with subordinate SINAMICS 
drives technology. Machine operation is carried out on a PC420 (Microbox) 
with WinXP Embedded via OPC. 

The individual controllers and the PC420 are networked to each other by 
means of Ethernet. The machine network is also used for the engineering. 
Figure  1-1 Configuration of the company network and machine network 
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Requirements 
The engineering computers are – amongst other computers – part of a 
company network (e.g. the machine manufacturer’s). For reasons of safety 
and practicality the engineering should not 

• be carried out in parallel directly on the machine network via a second 
network card, 

• be carried out by re-plugging the Ethernet cables from company net-
work to machine network and vice versa or re-parameterization of the 
Windows network settings. 

However the machine should be connected to the company network. The 
engineering should be carried out via the company network down to the 
machine. 

All services provided by the company network (Email, Intranet, Internet) 
should work for the engineering computers without any restrictions parallel 
to accessing the machine network. 
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This brings forth the following issues: 

• Which components must be used for the connection of company and 
machine networks? 

• How can an engineering computer which is linked to the company net-
work access the machine network? 

• How is it ascertained that only certain permitted engineering computers 
can access the machine network but not all other computers? 

• How is it ascertained that devices from the machine network cannot 
randomly access the company network? 

• How is it ascertained that only required services (such as STEP7 proto-
col services) are permitted to pass through the boundary between the 
company and machine networks? 

• Which settings must be configured on the engineering computers and in 
the project? 

– for routing up to the drives components? 

– when several machines are connected to the company network in 
parallel, especially in the event of identical IP addresses in the indi-
vidual machine networks? 
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2 Solution 

The solution outlined in this chapter is based on the example described in 
chapter 1. This applies to both the HW configuration of the machine net-
work and the IP addresses of the company and machine networks. 

 !  
Attention 

For use in your own application, the exemplary IP addresses, sub-
net masks… must be adapted to your actual conditions. 

 

2.1 Component Selection 

In order to connect a machine network to the company network you will 
need a network component which can handle routing and also has a fire-
wall. The component used here is a SCALANCE S602. 

The part number of the SCALANCE S602 is 6GK5602-0BA00-2AA3. 

For product information and manuals on the SCALANCE S602 please refer 
to Siemens A&D Product Support: 

http://support.automation.siemens.com/WW/view/en/18701555/133400

The entire configuration of SCALANCE S602 is carried out using the Secu-
rity Configuration Tool. 
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2.2 Routing Settings of SCALANCE S602 

Port 1 (P1 – External Network) is connected to the company network, and 
Port 2 (P2 – Internal Network) is connected to the machine network. 

Port 1 receives IP address 172.16.130.30 from the IP address space of the 
company network. It is required to obtain clearance from the responsible IT-
department for the company network which administers the IP addresses. 

Port 2 receives IP address 169.168.214.40 from the IP address space of 
the machine network. 

Note When several machines are connected to the company network in paral-
lel please ensure there is a unique IP address in the company network for 
each SCALANCE S602. 
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2.2.1 Initial installation of SCALANCE S602 

Prior to the first download of SCALANCE S602 it must be ensured that its 
access point (IP address and subnet mask on Port 1) is set correctly for the 
Security Configuration Tool. 
1. Reset SCALANCE S602 to factory setting using the Reset key. 

Note The reset key is located under the screw cap on the reverse side of the 
device. It must be pressed for several seconds until the fault LED is flash-
ing yellow/red. The reset process lasts up to 2 minutes followed by the 
fault LED lighting continuous yellow.  

 
2. Establish a point to point connection of the engineering computer using 

SCALANCE S602 on Port 1. 

Note SCALANCE S has the auto crossing function, i.e. it is recognized whether 
the used cable has continuous or crossed send and receive lines. 

 

C
op

yr
ig

ht
 ©

 S
ie

m
en

s 
A

G
 2

00
7 

A
ll 

rig
ht

s 
re

se
rv

ed
 

3. Start the SIMATIC manager using menu command PLC  Edit 
Ethernet Node…. Select SCALANCE S602 via Browse.... After reset 
to factory setting it has the IP address 0.0.0.0. 

Figure  2-1 Find Ethernet node 
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4. The IP address and the subnet mask of Port 1 (P1 – External Network) 
are entered and assigned under Set IP configuration. 

Figure  2-2 First IP configuration of SCALANCE S602 
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2.2.2 Routing Configuration of SCALANCE S602 

Use the Security Configuration Tool to generate a new project. The IP 
address and the subnet mask for the external network (company network) 
are assigned to the created module. 
Figure  2-3 IP configuration of the external network 

 
Use the command View  Advanced Mode to switch to advanced mode. 
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Use the context menu (or double click) to open the properties of the mod-
ule. Tab Routing Modus activates the routing and assigns the IP address 
and subnet mask for the internal network (machine network). 
Figure  2-4 Routing configuration and IP configuration of the internal network 

 
Use the Firewall Settings tab for the initial acceptance of services by all 
network nodes. 
Figure  2-5 Configuration of the Firewall without restrictions 

 
The settings are accepted, saved in the project and loaded onto 
SCALANCE S602. 
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Figure  2-6 Download of the configuration 

 
The basic routing mechanisms between the company and machine net-
works have now been installed. 

2.3 Settings in the Project 

For the individual controllers in the SIMOTION and SIMATIC projects it is 
required to specify the routing information. 

This is achieved by defining the IP address of the router (SCALANCE 
S602) for the appropriate Ethernet interface in HW Config from the per-
spective of the machine network. 
Figure  2-7 Configuration of the device Ethernet interface for SIMOTION D445 

 
In addition to the controllers the PGs (engineering computers) must also be 
defined in NetPro. They receive their IP addresses from the company 
network in the Ethernet interface configuration. 

The router does not need to be specified. These tasks are handled by the 
Windows routing settings of the engineering computers (see Chapter  2.4 
Settings on the Engineering Computers). 
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Figure  2-8 PG Settings in NetPro 
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Conclusion There is no unique information stored in the project. 

The project is portable to other identical machines without change. 

2.4 Settings on the Engineering Computers 

As a rule the entire IP configuration of a computer in a company network is 
assigned via a DHCP server. The DHCP-Server usually allocates IP ad-
dresses by means of their MAC address based on static allocation tables. 

The standard gateway defined in the Windows IP properties defines the 
contact partner for IP packets which are not meant for its own subnet. The 
gateway, however, cannot use the IP packets which are meant for the ma-
chine network. 

Therefore another route must be defined for IP packets with destination 
network 192.168.214.0. This is carried out, for instance, by using the 
prompt with the command route. 
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Use the route print command to obtain a print out of the active routes. 
Figure  2-9 Print out of active routes 

 
Use the route add <net address> mask <subnet mask> <router ad-
dress> command to install an additional route. 

• <net address> is the machine net address 192.168.214.0. 

• <subnet mask> is the subnet mask of the machine network 
255.255.255.0. 
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• <router address> is the company network address of the SCALANCE 
S602. 

Check whether the route has been added successfully with a subsequent 
route print. 
Figure  2-10 Add Route 
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The destination devices can be addressed using the ping command with 
the firewall which is still deactivated. The tracert (trace route) command 
shows that the IP packets go their way via the IP address of the 
SCALANCE S602. 
Figure  2-11 Test Route 

 
From now on the development tools SIMATIC Manager and SIMOTION 
Scout can be connected to the destination controllers without any restric-
tions. 
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2.4.1 Settings for Several Machine Networks 

Several Machines with Different IP Address Spaces 
When several machines with different IP address spaces should be 
reached, each route must be individually added by using route add. 

Several Machines with Identical IP Address Spaces 
In order to switch between several machines with identical IP addresses, 
the route should be adapted in accordance with the required machine. If a 
route for the machine network has already been added, it is changed using 
the route change command. 
Figure  2-12 Change Route 

 

Note The commands listed in this chapter can also be automated easily by us-
ing batch commands or scripts. 
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2.5 Firewall Settings of SCALANCE S602 

Before setting the firewall ask yourself the following question: “Exactly 
which services do I need?“. The list below may give you some reference 
points. 

• The Ping command should work on all existing devices in the machine 
network. 

• All required services for the SIEMENS development tools SIMATIC 
Manager and SIMOTION Scout incl. integrated STARTER. 

• Access to network shares on the PC420. 

• The permitted services may only be initiated by defined computers. 

The protocols and services are defined in the properties of the module in 
the Firewall Settings via IP Service Definitions....tab. 

For the ping command you will be the ICMP service Echo Request. 
Figure  2-13 Definition of ICMP Services 

 
For the S7 services you will need the destination port 102 with the TCP pro-
tocol. 

Access to Windows network shares works are transacted over NetBIOS 
Services (TCP-Port 139) and Microsoft Directory Services (TCP-Port 445). 
Figure  2-14 Definition of IP Services 
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Groups can be defined under the Service Groups tabs. The individual ser-
vices are assigned to the groups in the Group Management tab. In this 
precise example the network services are compiled in the group ND-
Service (network drives). 
Figure  2-15 Group Management of network drives 

 
Use the services now defined here to formulate the IP rules with the permit-
ted source and destination IP addresses and address spaces. 
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Note The direction indicator External->Internal always permits the corre-
sponding reply messages in the opposite direction. 

 
Enter the permitted engineering computers as the source IP address. For 
the services Echo and S7 use all network nodes as the destination ad-
dress. The network services are only permitted to PC420 with its specific IP 
address. 

All other services of any other network nodes are rejected. 
Figure  2-16 Definition of IP Rules 
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2.6 Ultimate Layout with SCALANCE S602 

Figure  2-17 Configuration of the company network and machine network 
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3 Appendix 

3.1 Identification of Protocols and Ports of Required Services 

When the protocol and port numbers of a required service are unknown, 
the required information can be obtained via a network sniffer. We recom-
mend the open source program WireShark. 

http://www.wireshark.org/

Procedure: 

1. SCALANCE S602 is used as a router only without firewall – all services 
are enabled. 

2. The network sniffer is started on the local engineering computer and re-
cords the incoming and outgoing data traffic. 

3. The required service is started – e.g. ping command is called or go 
online with SIMOTION Scout on a controller. 
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4. The network sniffer is stopped and the recorded data traffic is sur-
rounded by means of filter criteria. This is how you can indicate only 
those data packages, for instance, which have specific source and des-
tination IP addresses. 

5. As a rule you can quickly establish from the selected data traffic which 
protocol (ICMP, UDP, TCP) and which port are relevant. 

6. The protocol and the required service are defined and are enabled in 
the Firewall. A final test of the service confirms that the defined rules 
apply. 

Figure  3-1 Filtered data traffic from and to IP address 192.168.214.11 

 
From the illustration above you can deduct that S7 services always run on 
the controller via Port 102. 
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For TCP protocols it is easiest to analyze the established connection of the 
sequence SYN – SYN, ACK – ACK. As a rule the essential port is that of 
the TCP server. The TCP server is the passive node when the connection 
is established. 

Note S7 services based on TCP/IP are always transacted via Port 102 (ISO-
TSAP service). 

 
Note For a list of all usual ports with their associated services please refer to 

http://www.iana.org/assignments/port-numbers. 
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