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Note The Application Examples are not binding and do not claim to be complete
regarding the circuits shown, equipping and any eventuality. The Application
Examples do not represent customer-specific solutions. They are only intended
to provide support for typical applications. You are responsible for ensuring that
the described products are used correctly. These application examples do not
relieve you of the responsibility to use safe practices in application, installation,
operation and maintenance. When using these Application Examples, you
recognize that we cannot be made liable for any damage/claims beyond the
liability clause described. We reserve the right to make changes to these
Application Examples at any time without prior notice.

If there are any deviations between the recommendations provided in these
application examples and other Siemens publications — e.g. Catalogs — the
contents of the other documents have priority.

We do not accept any liability for the information contained in this document.

Any claims against us — based on whatever legal reason — resulting from the use of
the examples, information, programs, engineering and performance data etc.,
described in this Application Example shall be excluded. Such an exclusion shall
not apply in the case of mandatory liability, e.g. under the German Product Liability
Act (“Produkthaftungsgesetz”), in case of intent, gross negligence, or injury of life,
body or health, guarantee for the quality of a product, fraudulent concealment of a
deficiency or breach of a condition which goes to the root of the contract
(“wesentliche Vertragspflichten”). The damages for a breach of a substantial
contractual obligation are, however, limited to the foreseeable damage, typical for
the type of contract, except in the event of intent or gross negligence or injury to
life, body or health. The above provisions do not imply a change of the burden of
proof to your detriment.

Any form of duplication or distribution of these Application Examples or excerpts
hereof is prohibited without the expressed consent of the Siemens AG.

Security Siemens provides products and solutions with industrial security functions that

informa-  support the secure operation of plants, solutions, machines, equipment and/or

tion networks. They are important components in a holistic industrial security
concept. With this in mind, Siemens’ products and solutions undergo continuous
development. Siemens recommends strongly that you regularly check for
product updates.

For the secure operation of Siemens products and solutions, it is necessary to
take suitable preventive action (e.qg. cell protection concept) and integrate each
component into a holistic, state-of-the-art industrial security concept. Third-party
products that may be in use should also be considered. For more information
about industrial security, visit http://www.siemens.com/industrialsecurity.

To stay informed about product updates as they occur, sign up for a product-
specific newsletter. For more information, visit
http://support.industry.siemens.com.
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Preface

Preface

Purpose of this documentation
Based on PCS 7 applications, this document describes:
¢ Redundant I/O modules, especially with channel-granular functionality
¢ Installation, wiring and configuration of redundant ET 200M stations

e The use of MTA terminal modules (Marshalled Termination Assemblies) as
an interface between the distributed I/0 modules and the actuators or sensors

o Diagnostic options on a fault-tolerant system with redundant peripherals in
case of error

Basic knowledge required

This documentation is intended for persons involved in configuration,
commissioning and servicing of automation systems and who have basic
knowledge of SIMATIC PCS 7.

Validity
Valid from SIMATIC PCS 7 V8.1.
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Preface

Position in the information landscape

You can find further information regarding the subject of redundancy in PCS 7 and
for dealing directly with the different high-availability components in the following

documents.

Document

Content

SIMATIC Process Control System PCS 7
Released modules

Approved SIMATIC modules for PCS 7 V8.1

SIMATIC Process Control System PCS 7
Fault-tolerant Process Control Systems

Solutions for the peripherals
Designing high-availability components

SIMATIC Fault-tolerant systems S7-400H

Installing a CPU 41x-H
Connecting redundant I/O

SIMATIC Distributed 1/0 device ET 200M

Installing the ET 200M

SIMATIC S7-300 S7-300 Module data

Technical specifications about the signal modules

ET 200M Marshalled Termination Assemblies
Remote I/O Modules

Commissioning the MTA boards

SIMATIC PCS 7 Process Control System
Advanced Process Library

Description of the PCS 7 channel blocks

PCS 7 in Practice - Plant Asset Management

Passivation/depassivation of redundant modules

SIMATIC ET 200M distributed 1/0O device
HART analog modules

Connecting actuators/sensors in
redundant mode

NOTE You can find the sources listed in the table in the Industry Online Support Portal
(https://support.industry.siemens.com).
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1 Introduction

1.1 Redundant 1/O

1
1.1

Note

1.2

Introduction

Redundant I/O

The high-availability in PCS 7 is basically applicable to all levels. In this
documentation, the focus lies on the application of redundant distributed I/O using
ET 200M modules. It explains with particular emphasis the wiring options of the
input/output modules as well as the individual configuration steps.

The term | refers to input/output (I/O) modules, which are duplicated and
configured/operated redundantly in pairs. If a module fails, a CPU or process signal
can be processed by the operational module. The entire signal path to the
sensor/actuator is redundant.

As interface modules, the MTA terminal modules (Marshalled Termination
Assemblies) offer the possibility of connecting field devices, sensors and actuators
in a simple, quick and safe manner to the input/output modules of the ET 200M.
The document shows how such MTA are structured, what important features and
advantages they possess, and how the implementation can be carried out without
complicated wiring and configuration.

The manual "SIMATIC Fault-tolerant systems S7-400H" provides extensive
information about the redundancy mechanisms in the AS level.

Behavior in case of channel interference

The passivation behavior determines how redundant input/output modules behave
after a channel fault (e.g. wire break, short-circuit on the signal line). The response
to a channel fault is dependent on the following aspects:

e Modules used
e Configuration
e Version of the PCS 7 library

- Asfrom PCS 7 V7.1, the possible passivation behavior is automatically
detected based on the configured modules. The channel-granular
passivation behavior is adjusted.

- The library RedLib V3.x only allows the module-granular passivation
behavior to be selected.

- The library RedLib (from V4) enables the channel-granular passivation
behavior to be adjusted.

Channel faults, whether due to discrepancy or due to a diagnostic interrupt (OB82),
lead to the passivation of the respective channel. If the fault is cleared, the so-
called 'depassivation' activates the channel or the modules passivated due to
module faults. Channel-granular passivation significantly increases the availability
in the following cases:

¢ Relatively frequent encoder failures
¢ Repairs that take a long time
e Multiple channel errors on one module

Configuration of Redundant I/O Modules
Entry-ID: 28430682, V2.0, 03/2015 6
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1 Introduction

1.3 Hardware components

1.3

When switching from the "module-granular passivation behavior" (RedLib V3.x) to
"channel-granular passivation behavior" (from RedLib V4.x), you must consider the
following points:

e When upgrading from PCS 7 V7.1 SP4 to PCS 7 V8.1 (with utilization of new
functions) new compatible blocks are imported into the project from the library
"Redundant IO CGP V52" if using redundant peripherals.

¢ When converting a project, make sure that all blocks with the names
FB450-453 and FC450-451 have been deleted from the block folder.
Perform this step in every relevant program. Compile and load your project.

Hardware components

Basically, an increase in availability can happen in two ways. On the one hand, via
a single-channel switched 1/0 and on the other, via a redundant peripheral such as
the example shown Figure 1-1. The designs in this document are mainly restricted
to the use of redundant peripherals with two ET 200M stations.

Figure 1-1
- b S7-400H
Redundant ET200M
consisting of 2x IM 153-2 and 2x SM
Signal module 1
Signal E 1.1
o =
(] )—?
g Sensor
z {
6 Redundant signal module 1
(v Signal E 10.1
o
O

A redundant peripheral exists when the input/output modules are duplicated for
a process signal and can be addressed by the AS (S7-400H).

In PCS 7, a redundant peripheral can be built with selected S7-300 I/O modules
of the ET 200M series.

The distributed I1/O ET 200M is connected as a DP slave to a high-availability
automation system (DP master) via PROFIBUS DP. A redundant structure is
achieved by an additional ET 200M and an additional PROFIBUS DP connection.

In the following sections, the individual hardware components required to build
a high-availability system with redundant distributed 1/O are described in detail.

Configuration of Redundant I/O Modules
Entry-ID: 28430682, V2.0, 03/2015 7
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1 Introduction

1.3 Hardware components

1.31 High-availability automation system (AS)

Fault-tolerant automation systems are used to minimize the risk of production
failures.

For the S7-400H to remain always available, it is built as a redundant system.

This means that all essential components are duplicated, i.e. the central processing
unit CPU, power supply and hardware for coupling the two CPUs.

Table 1-1: CPU types that can be used starting from PCS 7 V8.1

Name MLFB FW
CPU 410-5H process automation 6ES7 410-5HX08-0AB0O V8.1.x
CPU 412-5H PN/DP 6ES7 412-5HK06-0AB0O V6.x
CPU 414-5H PN/DP 6ES7 414-5HM06-0AB0O V6.x
CPU 416-5H PN/DP 6ES7 416-5HS06-0ABO V6.x
CPU 417-5H PN/DP 6ES7 417-5HT06-0AB0O V6.x

Configuration of Redundant I/O Modules
Entry-ID: 28430682, V2.0, 03/2015 8
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1 Introduction

1.3 Hardware components

1.3.2 Interface modules (IM)

Interface modules (IM) are used by the distributed 1/0 device ET 200M as

a PROFIBUS DP interface. With redundant peripherals, one must ensure that
two interface modules (IMs) are used per ET 200M station and that the same bus
address is set for both modules (via dip switches).

This ensures that if the active interface module fails during operation, the passive
interface module takes over the corresponding function smoothly. The active
interface is indicated by the lit ACT LED on the respective interface module.

Table 1-2: IM module for redundant applications

Name MLFB Product Brief
ET 200M - IM 153-2 6ES7 153-2BA02-0XB0 | Bus interface for S7-300 SMs, FMs
V5.x (without FM 356-4),

module exchange during operation,
expansion of the instrumentation and
control functions, up to 12 1/0 modules
can be operated

ET 200M - IM 153-2

6ES7 153-2BA82-0XB0
V5.x

Bus interface for S7-300 SMs
(outdoor),

FMs (without FM 356-4),

module exchange during operation,

expansion of the instrumentation and
control functions, up to 12 1/0 modules
can be operated

ET 200M - IM 153-2

6ES7 153-2BA70-0XB0O

Bus interface for S7-300 SMs
(outdoor); FMs (without FM 356-4),
module exchange during operation, up
to 12 1/0 modules can be operated

Configuration of Redundant I/O Modules
Entry-ID: 28430682, V2.0, 03/2015
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1 Introduction

1.3 Hardware components

1.3.3 Bus modules

As mentioned above, in PCS 7 only active bus modules can be used for redundant
applications with ET 200M. This enables removal and insertion of modules during
operation. To achieve redundant operation, each ET 200M requires two interface
modules IM 153-2 high feature to be mounted on the active bus module.

For the ET 200M standard modules (e.g. DI, DO, Al, AO), further bus modules are
used.

Figure 1-2: Possible configuration of an ET 200M station. It should be noted that the use of
the redundant power supply module (PS) is optiona

Redundant ET200M Special modules,

redundant IM153-2  sandard 80 mm wide,

High Feature modules e.g. FM 355
— L
0o |

[ = | ]
PS 1
PS T T
Bus module BM 1x80
Bus module BM 2x40
Bus module IM 153/IM 153
Note For more information about the permitted combination of interfaces and bus

modules, as well as available functionalities, please refer to the manual "
SIMATIC Distributed 1/O device ET 200M ".

In practice, an IM 153 redundancy bundle is often ordered for the installation of
a redundant ET 200M station. This consists of two IM 153-2 high feature and one
active bus module IM 153/IM 153.

Configuration of Redundant I/O Modules
Entry-ID: 28430682, V2.0, 03/2015 10
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1 Introduction

1.3 Hardware components

1.34

Input/output module (1/O)

I/O modules with channel-granular functionality

From PCS 7 V7.0 upwards, you can specify how redundant input/output modules
behave in case of a channel fault (e.g. wire break, short circuit on the signal line).
For a channel fault, one can expect the following reactions depending on the
module used and the configuration:

e If afault occurs, only the faulty channel is passivated (recommended channel-
granular passivation)

e The entire module is passivated when a fault occurs (module-granular
passivation)

The following Table 1-3 shows input and output modules, which are suitable for
the redundant configuration with ET 200M and equipped with channel-granular
functionality. It should be noted that modules with channel-granular properties can
be also always used for module-granular functionality but not the other way round.

Table 1-3

Name MLFB

Digital input module SM321

DI 16x24 V DC, interrupt 6ES7 321-7BH01-0ABO

DI 16xDC24V, Alarm; high feature 6ES7 321-7BH01-0ABO ES 6 (revision)

DI 4XNAMUR,Ex

6ES7 321-7RD00-0ABO

DI 16xNAMUR

6ES7 321-7TH00-0ABO

Digital output module SM322

DO 8xDC24V/2A

6ES7 322-1BF01-0AA0Q

DO 4xDC24V/10mA, Ex

6ES7 322-5SD00-0AB0O

Analog input modules SM331

Al 8x16Bit 6ES7 331-7NF00-0ABO
Al 8x16Bit 6ES7 331-7NF10-0ABO
Al 6XTC 6ES7 331-7PE10-0ABO

Al 4x0/4...20mA, Ex

6ES7 331-7RD00-0ABO

Al 8x0/4...20mA HART

6ES7 331-7TF01-0ABO

Analog output modules SM332

AO 4x12Bit

6ES7 332-5HD01-0ABO

AO 8x12Bit

6ES7 332-5HF00-0ABO

AO 4x0/4...20mA,Ex

6ES7 332-5RD00-0AB0O

AO 8x0/4...20mA HART

6ES7 332-8TF01-0ABO

Note When using HART modules, you have to use PCS 7 from V7.0 SP1. Specific
interface modules (6ES7 153-2BA02-0XB0 or 6ES7 153-2BA82-0XB0) must

also be used.

Configuration of Redundant I/O Modules
Entry-ID: 28430682, V2.0, 03/2015
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1 Introduction

1.3 Hardware components

Special features of HART modules

Note

Note

135

When using redundant HART analog input modules, only one transmitter
(encoder) can be connected.

Redundant HART signal modules work as "Primary Master" and "Secondary
Master" to allow simultaneous HART communication via both modules with a field
device.

The system declares the module with the lower address as the "Primary Master".
If this one fails, communication happens via the
"Secondary Master".

In order not to affect this system behavior, no other HART Master, e.g. handheld,
may be connected.

MTA (Marshalled Termination Assemblies) terminal module

The MTA terminal modules offer the possibility of connecting field devices, sensors
and actuators easily and quickly to the I/O modules of the distributed I/O ET 200M.

The MTA are each tailored to specific /O modules from the ET 200M range. MTA
versions for standard 1/0 modules are also available for redundant and safety-
related 1/0O modules.

They can be used to significantly reduce the costs and required work for cabling
and commissioning, and prevent wiring errors.

The following figure illustrates the capabilities of MTA together with ET 200M
stations (with an encoder).

Figure 1-3
ET 200M ET 200M
redundant single
0 O
L o
|
n} {
— |
|
MTA
CI 1o B —
O':©©o:)oﬂ
= Oﬂ Preassembled
ORORORORORORONO! cable with
‘ ! front connector

The MTA terminal modules are connected to the I/O modules of the ET 200M via
3m or 8m long pre-assembled cables.

Configuration of Redundant I/O Modules
Entry-ID: 28430682, V2.0, 03/2015 12
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1.3 Hardware components

Product features

MTA are characterized by the following properties:

Advantages

Redundant 24 V DC power supply with LED display

Screw-type terminals for direct (1:1) connection of field devices, sensors and
actuators

Fuse with LED indicator for each I/O channel
Pre-assembled cables to connect the MTA with the I/O module
with SUB D connector, 50/25-pin, plug socket version, for MTA

with Siemens front connector, 40/20-pin, plug socket version, for the ET 200M
module

On-board simulation capabilities for IBS purposes (wire break, to switch
ON/OFF a channel)

Tested as a SIMATIC PCS 7 system component and approved with
appropriate approvals (FM, UL, CE, ATEX, TUV (German Technical
Inspectorate))

MTA allow quick and simple wiring to field devices
Direct connection of field devices

SUB D connector to connect pre-assembled cables
A backup for each channel with LED display
Redundant 24 V DC power supply

On-board simulation capabilities, e.g. for commissioning purposes
Support for redundant ET 200M modules
Channel-granular protection

Cables must be accessible

Internal potential distribution

Easy maintenance with plug connections

Faster commissioning

Connection possibility for HART modem to the MTA

Note For more detailed information, refer to the "ET 200M Marshalled Termination
Assemblies Remote I/O Modules".

Configuration of Redundant I/O Modules
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1 Introduction

1.3 Hardware components

In the case of the MTA, please note that an MTA module can only be connected

with certain input/output modules. Table 1-4 shows possible connection
possibilities.
Table 1-4

Product label

MLFB

8 channels, Al

6ES7650-1AA52-2XX0

8 channels, AO

6ES7650-1AB51-2XX0

8 channels, Al HART

6ES7650-1AA61-2XX0

8 channels, AO HART

6ES7650-1AB61-2XX0

8 channels, Al TC

6ES7650-1AF51-2XX0

8 channels, Al RTD

6ES7650-1AG51-2XX0

16 channels, DO

6ES7650-1AD11-2XX0

6 channels F-Al HART
(safety-related)

6ES7650-1AH62-5XX0

16 channels, DI

6ES7650-1AC11-3XX0

24 channels F-DI
(safety-related)

6ES7650-1AK11-7XX0

10 channels F-DO
(safety-related)

6ES7650-1AL11-6XX0

16 channels DO relay

6ES7650-1AM30-3XX0

10 channels F-DO
Relay (safety-related)

6ES7650-1AM31-6XX0

Note For detailed information about each MTA type, please refer to the product

release: https://support.industry.siemens.com/cs/ww/en/view/29289048

Configuration of Redundant I/O Modules
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2 Configuring and wiring
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2.1 Redundant PROFIBUS DP connection
2 Configuring and wiring
2.1 Redundant PROFIBUS DP connection

The transition from the automation system to PROFIBUS DP is done via

a CP 443-5 Extended or via one of the two internal PROFIBUS DP interfaces
of the CPU.

2.2 Connecting an MTA terminal module

MTA provide quick and easy connection of the field level to the ET 200M
I/O modules. They reduce the amount of wiring effort and avoid mistakes.

Figure 2-1

ET 200M

redundant
MTA
 EEREER g =i
LIt 3 @ o ,rle'i: =
| ‘ | | - Preassembled
s s s s s e e cable with
L ) front connector

Note To achieve maximum availability with redundant encoders, two MTA are also

required, each being connected between the input modules and the encoders.

Configuration of Redundant I/O Modules
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2 Configuring and wiring

2.2 Connecting an MTA terminal module

The connection of the ET 200M modules to the MTA is established via the
connecting cable of the correct type, as also shown in the following figure with

an MTA Al as an example.

Figure 2-2

2 connections for
redundant construction

Screwing terminals
for direct connection
to field devices

Preassembled cable with SUB-D
connector for connection to SIEMENS
PCS 7 MTA
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2 Configuring and wiring

2.2 Connecting an MTA terminal module

Connection example of sensors to the screw-type terminals on the MTA
The following figure shows the encoder connection using the example of digital

© Siemens AG 2015 All rights reserved

inputs.
Figure 2-3
16 CHANNEL DI MTA
-
[Pyl CHO-
S -
::j 2 CHO-
/ s S0
-
E 4 CH1+
| N I-I :f:j 5 ZH1-
/ Tyl St
S
| T CHZs
o
FTyl8_ CH2-
B
S
. ey -
Connection channel 1 (Tyl10_Chzs
| 11 cHa
b
2 12 53
b
24
T 1 CHiZ+
L
T2 2
‘ l l\_J
/ \ T3 512
RZ \ (| 4—CH13+
R A
arTCH | ()|-2—cHiz
T 513
\ O i} 3
‘ 0 7 CHid+
LB CHi4
A
:"“:l 1) S14
Connection channel 13 (HE CH1S
| 11 CH18
)
Q 12 518
Note For more detailed information, refer to the "ET 200M Marshalled Termination

Assemblies Remote I/0O Modules".
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2 Configuring and wiring

2.3 Redundant connections of the distributed I/O

2.3 Redundant connections of the distributed 1/0

Figure 2—4 shows an example of the redundant peripherals connection, switched
in the DP slave mode. In contrast to the redundant peripherals in the one-sided DP
slave mode, the signal modules in the ET 200M distributed I/O devices are hereby
used in pairs.

Figure 2—4

The following chapters describe how to connect the sensor to the signal modules.

Note For detailed diagrams and assembly data, refer to the manual "SIMATIC S7-300
S7-300 Module data".

Specific notes for the redundant use of certain signal modules, can be found in
the manual "SIMATIC Fault-tolerant systems S7-400H" or in the manual
"SIMATIC PCS 7 process control system CPU 410-5H Process Automation"

Configuration of Redundant I/O Modules
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2 Configuring and wiring

2.3 Redundant connections of the distributed I/O
231 Digital input

Sensor connection

One or two sensors are connected to two redundant SM 321; DI 16 x DC 24 V
(1 of 2 structure).

Figure 2-5
With one encoder With two encoders
DI DI DI DI

L T T

/

To achieve maximum availability, it is recommended to use two encoders.

Note When connecting an encoder to several digital input modules, the redundant
modules must operate at the same reference potential.

Configuration of Redundant I/O Modules
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2 Configuring and wiring

2.3 Redundant connections of the distributed I/O

Connection and schematic circuit diagram of the SM 321; DI 16 x DC 24 V

The following picture shows the schematic circuit diagram of the digital input
module with channel-granular functionality (6ES7 321-7BH01-0ABO0).

© Siemens AG 2015 All rights reserved
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Table 2-1
Digit Description
1 Channel number
2 Status displays — green

Fault display — red
Encoder supply VS — green

Backplane bus interface

Open-circuit detection
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2 Configuring and wiring

2.3 Redundant connections of the distributed I/O

Example

An encoder is connected to channel 0 of each of the two SM 321; DI 16 x DC 24 V:

Figure 2-2
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2.3 Redundant connections of the distributed I/O

232 Digital output

Controlling the final element control

The actuator is connected to two redundant SM322; DO 16 x DC 24V /0.5 A
(1 of 2 structure). Depending on the type of digital output modules, additional
diodes must be used in redundant mode.

Note You can find the overview about which digital output modules you have to
interconnect via external diodes in table 8-4 of the manual "S7-400H Automation
System, High-availability Systems".

Figure 2-7
With external diodes Diodes integrated into the module
BIW BIS! O 0o

L 1 il

| % | Actuator

The digital output module with channel-granular functionality
(6ES7 322-8BH01-0ABO) is interconnected without external diodes.

Note The digital output modules must be connected to a common load voltage supply.

Configuration of Redundant I/O Modules
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2 Configuring and wiring

2.3 Redundant connections of the distributed I/O

Connection and schematic circuit diagram of the SM 322; DO 16 x DC 24V /0.5 A

The following picture shows the schematic circuit diagram of the digital output
module with channel-granular functionality (6ES7 322-8BH01-0ABO0).

Figure 2-5
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Table 2-2
Digit Description
1 Status displays (green)
Fault display (red)
2 Channel number
The numbers 0 to 7 on the right side are the channel numbers 8 to 15
Channel status (green)
Channel fault (red)
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An actuator is connected via channel 8 to each of the two SM 322;

DO 16xDC 24V/0.5A:

Figure 2-8
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2.3 Redundant connections of the distributed I/O

2.3.3 Analog input

Encoder connection

The analog input module SM331; Al 8x16 bit can be used with one or two
encoders in redundant operation (1 of 2 structure).

Figure 2-9
With voltage encoder With current encoder (direct)
Cavu] [a-U] LAad | [ A4 |

I

<

@ - D—

With current encoder (indirect)
With two encoders

[ a-u | | Alvu |

[ AL [ A

—1 R

/|\
&

To achieve maximum availability, it is recommended to use redundant encoders.

Note When using redundant HART analog input modules, only one transmitter
(encoder) can be connected.

Configuration of Redundant I/O Modules
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2 Configuring and wiring

2.3 Redundant connections of the distributed I/O

Connection and schematic circuit diagram of the SM 331; Al 8 x 16 bit (voltage
measurement)

The following two pictures each show the schematic circuit diagram of the analog
input module SM331 Al 8x16 bit (6ES7 331-7NF00-0ABO) with channel-granular
functionality for voltage and current measurement.

Figure 2-10
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Table 2-3
Digit Description
Voltage measurement
2 Backplane bus interface
3 Electrical isolation
4 Analog-to-Digital Converter (ADC)
5 Equipotential bonding
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2 Configuring and wiring

2.3 Redundant connections of the distributed I/O

Connection and schematic circuit diagram of the SM 331; Al 8 x 16 bit (current
measurement)

For current measurements, the voltage terminals are closed in parallel with the
corresponding current sensing resistor. Bridge the channel input terminals with
the adjacent connector terminals.

For example, to configure channel O for the current measurement, you have to
bridge the terminals 22 and 2 and the terminals 23 and 3.

At the channel configured for current measurements, connect the current sensing
resistor to the adjacent channel terminals in order to achieve the specified
precision.

4-wire transducer (channel 0) or
2-wire transducer with external power supply (channel 7)

Figure 2-11
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2.3 Redundant connections of the distributed I/O

Table 2-4
Digit Description
1 Backplane bus interface
2 Electrical isolation
3 Analog-to-Digital Converter (ADC)
4 CH 0 for 4-wire transducer
5 CH 7 for 2-wire transducer (with external supply)
6 Equipotential bonding

Connection and schematic circuit diagram of the SM 331; Al 8 x 0/4...20 mA HART

The following picture shows the schematic circuit diagram of the analog HART
input module SM331 Al 8x0/4...20 mA (6ES7 331-7TF01-0ABO0) with channel-
granular functionality.

Figure 2-12
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2.3 Redundant connections of the distributed I/O

Example of an SM 331; Al 8 x 16 bit

The following figure shows the connection of a transmitter to two Al 8 x 16 bit
modules for the voltage measurement.

Figure 2-13
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2 Configuring and wiring

2.3 Redundant connections of the distributed I/O

Example of an SM 331; Al 8x0/4...20 mA HART (2-wire transducer)

Note A 2-wire transducer must be connected and configured to two redundant HART
analog input modules as a 4-wire transducer.

You can find more detailed information in the manual "Distributed I/O Device
ET 200M HART Analog Modules".

The terminals 10 and 11 may not be connected to the front connector
(see Figure 2-12).

Figure 2-14
L+
I
L+ 2 DMU
N Mt X |
T ZTX 6EV*
M x-
Baugruppe 1
M
L+
—L 1+
i M+ )i
—— 7o BAV*
Mx- L‘S
Baugruppe 2
M

The interconnected Zener diodes are required if the system is to continue
functioning while dragging a module.
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2.3 Redundant connections of the distributed I/O

Example of an SM 331; Al 8x0/4...20 mA HART (4-wire transducer)
A 4-wire transducer is connected to two redundant HART analog input modules:
Figure 2-15
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The interconnected Zener diodes are required if the system is to continue
functioning while dragging a module.
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2 Configuring and wiring

2.3 Redundant connections of the distributed I/O

234 Analog output

Controlling the final element control

For the high-availability control of a final controlling element, two outputs of two
SM 332; AO 8x12 bhit are switched in parallel via diodes (1 of 2 structure).

Only analog output modules with current outputs can be operated redundantly
(0 to 20 mA or 4 to 20 mA).

Figure 2-16
AL AL
[
L1
| Final
controlling
element

Each of both outputs transmits half the value. If one of the modules fails, the other
output transmits the full value.
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2 Configuring and wiring

2.3 Redundant connections of the distributed I/O

Connection and schematic circuit diagram of the SM 332; AO 8 x 12 bit (voltage output)

The following picture shows the schematic circuit diagram of the analog output
module SM332 AO 8x12 bit (6ES7 332-5HF00-0ABO) with channel-granular

functionality in the 2 and 4-wire connection for voltage output.
e 2-wire connection without compensation of line resistance

e 4-wire connection with compensation of line resistance

Figure 2-17
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Table 2-5
Digit Description
DAC
2 Internal supply
3 Equipotential bonding
4 Functional grounding
5 Backplane bus interface
6 Electrical isolation
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2 Configuring and wiring

2.3 Redundant connections of the distributed I/O

Connection and schematic circuit diagram of the SM 332; AO 8 x 12 bit (current output)

The following picture shows the schematic circuit diagram of the analog output
module SM332 AO 8x12 bit (6ES7 332-5HF00-0ABO) with channel-granular

functionality as current output.

Figure 2-18
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Table 2-6
Digit Description
DAC
2 Internal supply
3 Equipotential bonding
4 Functional grounding
5 Backplane bus interface
6 Electrical isolation
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2 Configuring and wiring

2.3 Redundant connections of the distributed I/O

Connection and schematic circuit diagram of the SM 332; AO 8 x 16Bit, 0/4...20mA HART

The following picture shows the schematic circuit diagram of the analog HART
output module SM332 AO 8x16 bit, 0/4...20mA (6ES7 332-8TF01-0AB0) with
channel-granular functionality.

Figure 2-19
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2 Configuring and wiring

2.3 Redundant connections of the distributed I/O

Example of an SM 332; AO 8 x 12 bit
The actuator is connected to channel 0 of each of the two redundant SM 332;

AO 8 x 12 bhit.
Figure 2-20
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Note Suitable diodes include, for example, types from the series 1N4003 ... 1N4007 or
any other diode with U_r>=200 Vand |_F>=1A.

It makes sense to separate module weight and load weight. There must be
equipotential bonding between both.
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2.3 Redundant connections of the distributed I/O

Example of an SM 332; AO 8 x 16Bit, 0/4...20mA HART
The actuator is connected to two redundant HART analog output modules.

Figure 2-21
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3 Configuring the redundant peripherals

3.1 CPU settings

3 Configuring the redundant peripherals

The

following sections describe the configuration of individual components of the

distributed 10 with PCS 7. It is assumed that a PCS 7 project has been already
created with an H station using the Project Wizard.

The

following configuration steps are described:
CPU settings (H parameters)

Configuring the first ET 200M (IM 153-2 interface module)
Configuring the individual signal modules 10s

Configuring the second ET 200M via copying
Redundancy settings at the signal modules

Symbolic name assignment

CFC configuration

3.1 CPU settings

To enable redundant operation between the AS and the distributed 1/O, the CPU
requires a certain configuration.

Requirements

Configuration of Red
Entry-ID: 28430682,

The PCS 7 project with a SIMATIC H station is opened in SIMATIC Manager.

If channel-granular passivation behavior is required, corresponding signal
modules must be used when configuring the ET 200M (see ch. 1.3).

undant I/O Modules
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3 Configuring the redundant peripherals

3.1 CPU settings

Procedure
Table 3-1

Activity

Screenshot

Open the SIMATIC H station in the HW
Configure.

Select the first used CPU in slot 3 of the
rack (0) and select the menu command
"Edit > Object Properties".

Tl HW Config - [SIMATIC H-Station(1) (Configuration) - Red 10_Prj]
B station Insert PLC View Options Window Help
O @ 2.  Copy ceC |

| Paste Ctrl+V
o uRzat
| Insert Redundant

1

Paste Shared

Insert Multi-Controller Device
Xz
X7

S(1): DP-Mastersystem (1)

Delete Del
1 Select All Ctrl+A
IF2
o GoTo »
X5PIR Symbols...
;(5”” Master System D
PROFINET IO »
mmﬂ(w] UR2AL FF subsystem 13
| Object Properties... Alt+Return  |FIBUS(2): DP-Mastersystem (2}
- Open Object With... Ctrl+ Alt+O
Change Access »
ﬁ Assign Asset ID...
" SIMATIC PDM »
IF2
X5
X5PTR Start Device Tool
X5P2R | Par
5 [ CP 4435 Ex(1) -
= f

Switch to the “Cyclic Interrupts” tab.

Use the drop down list to select the desired
process picture for those OB cyclic
interrupts, where the channel blocks

are to be installed at a later stage.

Properties - CPU 414-5 H PN/DP - (R0/S3)

General | Statup | Cycle/Clock Memory | Retertive Memory | Memory | Intemupts |
Time-of-Day Intemupts  Cyclic Intemupts | Diagnostics/Clock | Protection | H Parameters |

Priority Execution Phase offset Unit Process image partition
P 2000 0 [ms = T
oB: [ [too0 o Y N |
oBaz: [0 500 0 [ms =] [= v
oB: [T 200 o o N |
Josss: [12 [100 [o m <] PP1__ <] ]

=

\i
=
o

Cancel lelp
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3 Configuring the redundant peripherals

3.1 CPU settings

Under "OB 85 - call up at I/0 access error”,

Activity Screenshot
4. | Switch to the "H Parameters" tab. Properties - CPU 414-5 H PN/DP - (RO/S3) =)
Take note of those data blocks in the field General | Statup | Cycle/Clock Memory | Retentive Memory | Memory ’Lplmms I
n n . - L - l i i i et
Data block no.", which are defined as a T <y ke85 | Cycks g | Dgrwod Ccc [T sictin | H Pasessios
standard encoder, so that you don't use e EAR T AU R
th I h L yf t Test scan cycle time [min]. B0
em elsewnere In your contiguration. o —— TROUBLESHOOTING ~
In the drop-down list "Passivation Update the Standby CPU
behavior", select the desired setting 10
(channel-granular or module-granular). Otk fenp Qo el . 2
Click the button "Calculate..." in the field Mook e )
"Update the Standby CPU". Max. scan cycle time extension [ms]; 1700 Calculate ...
These settings are performed to calculate Mar. communication defey el =
the monitoring times Max. disabling time for priorty classes > 15 [ms]: 170 ¥ Use only
' Min. I/ retention time [ms]: 30 S::ﬁzlsated
Redundant 1/0
Note: Data block no.: 1 and 2
This defines how the redundant input/output Fosavotion befnr By chamels |
modules behave in case of channel faults
(see chapter 1.4). This setting is intended T |
for all redundantly configured signal
modules that are connected to the CPU.
5. | Switch to the "Cycle/Clock Memory" tab. Properties - CPU 414-5 H PN/DP - (R0/S3) =

Time-of-Day Interupts | Cyclic Intemupts | Diagnostics/Clock |  Protection I H Parameters I
General I Startup Cycle/Clock Memory | Retentive Memory | Memory | Intemupts |

select "Only for incoming and outgoing
errors” from the drop-down list. Crce
. . i [V Update OB1 process image cyclically
Click "OK" to close the properties dialog. e s o T [0
Minimum scan cycle time [ms]: [0—
Scan cycle load from communication [%] 20
-
Size of the processimage input area: 768
Size of the process-image output area: 768
I 0B85 - call up at 1/0 access eror: IOnly for incoming and outgoing efrors ﬂ I
Clock Memory
™ Clock memory
0
Cancel Help
Note For more information about the settings on the CPU, refer to the manual

"SIMATIC Process Control System PCS 7 Fault-tolerant Process Control

Systems".
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3 Configuring the redundant peripherals

3.2 Configuring the ET 200M (IM 153-2 interface module)

3.2 Configuring the ET 200M (IM 153-2 interface module)

Requirements

e The PCS 7 project with a SIMATIC H station is opened in SIMATIC Manager.

¢ In HW Config, a redundant PROFIBUS-DP master system is configured for the

SIMATIC H station.

e The HW Config of the SIMATIC H station is open. If the hardware catalog is
not visible, select the menu command "'View > Catalog".

Procedure
Table 3-2
Activity Screenshot
6. In the "Profile" field of the hardware catalog, pr ol x|

select the current PCS 7 profile from the
drop-down menu.

Double-click on the catalog "PROFIBUS
DP". In the catalog, go to "PROFIBUS DP>
ET 200M", select the suitable redundancy
capable interface module IM 153-2 and
drag-and-drop it onto one of the two
PROFIBUS DP streams.

Profie:  |PCS7_v81

m

w FOUNDATION FIELDBUS
=3¢ PROFIBUS DP
{11 Additional Field Devices
a CiR-Object
{_] Closed-Loop Controller
{1 DP/PA Link
({1 ET 200iS
{1 ET 200iSP
= ET 200M
E IM 1531
IM 1531
IM 153-2
IM 153-2FO
IM 153-2 HF
IM 153-2 HF
IM 153-2 HF
IM 153-2 HF OD
@ 'M 153-2HF 0D
{1 IM153-2HF OD
@ M 153-2HF FO
{1 ET 200P& SMART
{1 ET 200pro
{1 ET 2005
{1 ET 200
{Z FF Link
{1 Network Components
{1 Profile
{1 SIMADYN
{2 SIMATIC
{1 SIMODRIVE
J_ ;] SIMOREG
{1 SIPOS
{Z Switching Devices

- A

H-BH-H-E-E-E- R

>

m

Find | M
=l

m

22 PROFIBUS-PA -
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3 Configuring the redundant peripherals

3.3 Configuring the signal modules

Activity Screenshot
7. | Enter the address in the dialog box S e
"PROFIBUS IM 153-2 Interface Properties" DS %6 be daDa B e
H " n UR2ALU-H - | 8l
and click "OK". e o T
The connection to the redundant S e -
PROFIBUS DP stream is automatically v e 6 Qoo
. IF2 'H-Sync-Modul (1) IM 153
established. I T — r“
i 1o w— =
i) URzALUH o g M5
T oy eroRBUS, O Masemen s
4 T
E TE
o — & @ Mmoo
g e b
[ T — e
i vm— 4 hE
« i -3 FF Link

45| (1) M1532. Recundancy

% (1 Network Components
Frofle

o 23 siwao
03 saric

| s O Number |Addess | QAddess | Conment et

2 E I 7522 | &ES7 152 RO 81 B SMones

3
A
51
Insertion possi

ible

3.3 Configuring the signal modules

The following section explains the procedure for configuring the standard and

HART signal modules.

Note For the time being do not add any HART field devices to the HART signal
modules. This sequence will be explained in chapter 3.7.

Requirements

e The PCS 7 project with an H CPU has been created and is open in SIMATIC

Manager.

e A redundant PROFIBUS-DP master system is configured for the SIMATIC

H station in HW ConFigure

¢ In HW Config, the interface module IM 153-2 is configured for the ET 200M

at the redundant PROFIBUS DP.
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3 Configuring the redundant peripherals

3.3 Configuring the signal modules

Procedure
Table 3-3
Activity Screenshot
1. Select the configured IM 153-2. The module | | Hiourzaus
overview is shown in the lower pane. ! i : .
PROFIBUS(1). DP-Mastersystem (1}
3 CPU 4145 H PN/DP J
X2 DFP
X1 MPIDP =
IF1 H-Sync-Modul
IF2 [[§ H-Sync-Modul
X5 PN-O
X5PIR Port 1
X5P2R Pot 2
5 Hif- CP 443-5 B4 -
[t UR2ALUH
1 PS 407 10A - PROFIBUS(2): DP-M_aslersyslem @
3 CPU 4145 H PN/DP(T, J
x2 oP
X1 MPILDP. E
IF1 H-Sync-Modul
IF2 [ F-Sync-Modul
X5 PO
XEPIR Port 1
X5P2R Port 2
5 Ei: CF 4435 Ex(1) "
== 1) 141532, Redundancy
Slot Module .. | Order Number | Address | @ Address | Comment
1
& E e IERR EEET IR ARAANEL BT
i
4
5
E
7
8
9
10

Press Fl to get Help.
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3 Configuring the redundant peripherals

3.3 Configuring the signal modules

2.

In the hardware catalog, under "PROFIBUS
DP > ET 200M", select the same interface
module, which you have already dragged to
the PROFIBUS DP master system via drag-
and-drop.

ol x|

Find |

Profile:  |PCS7_v81

®5-3-85-8-8-8-8-8-8-8-8

=l

¥ FOUNDATION FIELDBUS
=42 PROFIBUS DP

{11 Additional Field Devices
33 CiR-Object

{1 Closed-Loop Controller

- DP/PA Link

{Z1 ET 20018

{1 ET 200iSP

=+ ET 200M

IM 1531
IM 1531
IM 153-2

IM 1532 FO
IM 153-2 HF
IM 153-2 HF
IM 153-2 HF
IM 153-2HF OD
IM 153-2 HF OD
{1 IM153-2HF OD
@ IM1532HFFO
ET 200PA SMART
ET 200pro
-] ET 2005
{3 ET 200
{2 FFLink
{1 Network Components
{1 Profile
{1 SIMADYN
{1 SIMATIC
{21 SIMODRIVE
{1 SIMOREG
{1 sIPos
{21 Switching Devices

B
Pe

2 PROFIBUS-PA
g 282 PROFINET 1D

SIMATIC 400

B, SIMATIC PC Station

Select a redundancy capable signal module
in the subdirectories and drag-and-drop it
into a free slot of the IM 153-2 (module
overview).

slel=

[

T T rsarion

3 1]

PROFIBUS() OP Masespion (1)

2 o7

i FeSynctload
" FeSyne odd

% 0

3517 [ Pear

25726 [[f Forz

5 Cp asz5En -

S

o Rz

T PS407 108

3 [ cPu 4145 1 PR/DP(L

2 o7
X PP

i HeSynctioad

” HeSyno odd

% A0

P

ForZ
5 P 235640

= PROFIBUSE) DP Mastersyten @

- ox
End iy

N S |

B
E=PE)

S 331 BzER

] ) 152 ety

St [ Mosse Ot Lo | QAdsess | Conment
1
¥ar vz R T I

0

Press 1 to get ek,
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3 Configuring the redundant peripherals

3.3 Configuring the signal modules

4. Repeat steps 1-3 for further signal modules.

B HW Config - [SIMATIC H-Station(1) (Configuration) -- Red_10_Prj]

B Sttion it fnsert PLC View Qptions Window

telp

DS-8 |5 R =0

0 UR2ALUH
i FS0TTn
PROFIBUS(1):
3 CPU 414-5 H PN/DP J
x [or |
X1 MPYDP_ =
IF1 H-Sync-Modul
" Sy Hodd @0
X5 PNHO
X5P1R Port 1.
5r2n |[f Pt
R 3o —
i) uR2ALUH
1 PS 407 10A - PROFIBUS(2): DP-Mastersystem (2)
3 CPUATHE HPN/ORT
x T —
X1 MPLDP_ =
IF1 H-Sync-Modul
" HSncHodd
% o
xsp1n ([ Poet
X5P2R Pot 2.
5 ai CP 4435 Bx(1) -

| (1) 1M1532 Redundancy
Siot| [ Mode
1

7 | WIERT

Order Number

|Addeess | 0 Address | Comment

[ Dis2:0C2av. [BES7 321-1BL000AAD

| [§ DOBACT20/230v/1A [GES7 322-1FF81-08A0
If EEEED [BES7 331-1KFO01-0AB0

I IR [BES7 3325HF00-0AB0 [ E—

Blx

= i

_| | Potie:  [pes7ver -

seas
£
2

nE®
£

=02 AI300

SM 332 AD20/4.20
SM 33240841681 H
SM 332 AD8168RH
SM 332408168t H

] IM 153-2 HF 0D

M 1532HF 0D
& L M1532HF 0D
@ M1532HFFO

53 £T 200PA SMART

-3 ET 200pr0

-3 ET 2008

Press Fl to get Help.
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3.4 Configuring the second ET 200M

34 Configuring the second ET 200M

Once you have configured the first ET 200M with all the necessary components
(IM 153-2 interface module, signal modules), you must now configure the second
redundant ET 200M. It should be noted that redundant operation is only possible
with modules that have the same MLFB. To avoid configuration errors, it is
therefore advisable to copy the first ET 200M and paste it in the same master
system.

Requirements

e The PCS 7 project with an H CPU has been created and is open in SIMATIC
Manager.

e A redundant PROFIBUS-DP master system is configured for the SIMATIC
H station in HW ConFigure

¢ In HW Config, the interface module IM 153-2 is configured for the ET 200M
at the redundant PROFIBUS DP.

e All required signal modules are configured.

Procedure
Table 3—-4

Activity Screenshot

1_ Open HW KonFlgure Select the already Mﬂi»«.i.(on«gr[w,xncns‘f«‘o"rirtcnnrj?f.;x<onj "R:d‘[O,‘P'q} S E=

on Edit Insert Window _He

configured ET 200M and copy it to the DE1I%E me wa D BN

1 o R2ALUH - oixl
clipboard. : F 7 ¥ a
3 o || | e ‘ N —

g M5 — &

p t & 1M 1531
X1 MPLYDP_ k -] 1M 1532

71 - Sync-Hlodul
o Home )M 153 5 1M1532F0

|~ (1) 1M 153
% 2 m :

1M 1532 HF

5 HiECP 243580

i) uR2ALUH
1

PS 407 104 - PROFIBUS(): DP-Mastersystem (2)
3 CPU 4145 H PN/DP(T,

x [ 27
X1 FIDP

IF1 +Sync-Hodul
IR +Sync-Modul

Pot 2
R 3o —

|85 | (1) IM 1532, Redundancy & IM 153-2HF 0D
€30 : Y Pisna

Order Number IAddess | O Address | Comment = B0 IM1532HF 0D

Q
& @ MI532HFFO
P - WY o2 €1 A SMART
£
[ Diszca

[1§ DOBHACI20/230771A

e ®

()

Press F1 to get Help.
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3 Configuring the redundant peripherals

3.4 Configuring the second ET 200M

Activity

Screenshot

2. Select one of the PROFIBUS DP streams
and paste the copied ET 200M.

B HW Config - [SIMATIC H-Station(1) (Config
B4 Swtion Edit [nsert PLC o

D8 §8| e

- oix

Eind atay
_| | Poiie.  [Pes7ver ~!
M 1531 7
1M1531

1M1532
1M1532F0

1M 1532 HF

DEEE

fiio ur2ALUH
1 PS 407104
PROFIBUS(1): DP Mastersystom (1)
3 CPU 4145 H PN/DP - -
x P
X1 MPYDP
IF1 H-SyncModd 1) IM 153 BeM 15
IF2 H-Sync-Modu R
X5 PO IHHM 1T
X5p1R [ Port
25728 _[|f PorZ v
5 CP 44356 -
0 UR2ALUH
1 PS407 10A B ROFIBUS(2) DP Masterystem (2)
3 CPU 414-5 H PN/DP(1]
x [or |
X1 7773 =
Gl Sync Modd
I”2 H e Modd
X5 PNO
X5PIR Port 1
X528 _[[f Por2
5 ;i CP 4435 Bxt(1) -~

] ) 11592 Aoy

siot| [} Module | Order Number
1

| Address

0 Address

Comment

1M 1532 HF 0D
1M 1532 HF 0D
B IM1532HF 0D

2

I

0.3

[1§ DO8WCT20/230V/1A
FEED

Ir| 512527
[0 A08<128¢ [6657 3325HF000AB0 [ loizsr

@ IM1532HF FO
5 ET 200PA SMART

Press Fl to get Help.

3. Allocate the address of the redundant slave
in the appearing properties dialog
"PROFIBUS Interface IM 153-2" and

click ""OK". Make sure that this address

is different from the address of the first

ET 200M.

Properties - PROFIBUS interface IM153-2

General  Parameters I

Address:

F =l

Transmission rate: 1.5 Mbps

Redundant Subnet: PROFIBUS(2)

[
Propetties.
[

OK

Cancel Help
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3 Configuring the redundant peripherals

3.5 Signal module settings

3.5 Signal module settings

Once you have configured both ET 200M stations, you have to change various
settings in your standard and HART signal modules.

Redundant modules must be in the process image of the inputs or outputs.
Redundant modules are always accessed using the process image.

Requirements

e The PCS 7 project with an H CPU has been created and is open in SIMATIC
Manager.

e A redundant PROFIBUS-DP master system is configured for the SIMATIC
H station in HW ConFigure

¢ In HW Config, the interface module IM 153-2 is configured for the ET 200M
at the redundant PROFIBUS DP.

e All required signal modules are configured.

e The redundant ET 200M has been configured.

Procedure
Table 3-5
Activity Screenshot
1. Open HW KonFigure Properties - ABxI6Bit - (R-/56) =
Select once again the first General | Addresses | Inputs | Redundancy |
IM 153-2. Short Description: ~ AIB16Bt
Double-click a signal module in the module W30/ 20 m racofgurils avines o avaabl 52 SIPLUS
overview. The dialog box "Properties" of et S R S e
this module is Opened. Order No.: 6ES7 331-7NF00-0ABO
Name: [aiex16Bt
Comment:
0K Cancel Help
2. | Switch to the “Addresses” tab. Propertes - AB16Bit - (R-/S6) =
Select the desired process image partition General  Addresses | inputs | Redundancy |
from the drop-down list "Process image". Inputs
Start: 512 Process image:
End: 527 [0 =
Cancel Help
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3 Configuring the redundant peripherals

3.5 Signal module settings

Activity Screenshot
3. | Then select the "Redundancy" tab. Properties - ABH16Bit - (R-/S6) ==
In the "Redundancy"” drop-down list, Genersl | Addresses | Inputs - Redundency |
select the entry "2 modules". Redundancy Genera Settings - -
| Redundancy:  [Nane - Redundant Module ind .
| )
| Module Overvie: T
| Module DF [R_[5  [lAddress [Gaddess ||
E AlBx16Bi 1 6 812.. 527
Additional Parameters
Parameters Yalue
- [ﬂ‘"Fnlerancewmdnw("r‘nandva...
[£] Time discrepancy (ms)
[£] Value applied
[Z] Block for individual sensor
Cancel Help
4. | Click on the "Find" button. The dialog Properties - ABX16Bit - (R-/S65) =]
window "Find Redundant Module" opens. General | Adcresses | Inputs  Redundancy
Redundancy General Settings
Find Redundant Module (=]
PROFIBUS
Subsystem: Address: Redundant module:
DP master system (1 Slot Module
DP master system (2)
Cancel Help
OK Cancel Help
5. In the "Subsystem" list, select the DP Find Redundant Module =
master system in which the redundant PROFIBUS
Signal mOdule iS Conﬁgured Subsystem: Address: Redundant module:
B stem Slot Module
All PROFIBUS addresses, available on this [DP master system (2)
DP master system, are displayed in the
field "PROFIBUS Address".
1] Cancel Help
6. | Inthe field "PROFIBUS Address", select ([Find Redundant Module =]
the IM 153-2 in which the redundant signal PROFIBUS
mOdule iS Conﬁgured The redundant Subsystem: Address: Redundant module:
. ’ P master system (1 Si Modul
module field: shows the redundancy OF mastersystem (2 L~
capable signal modules available in this
IM 153-2, for which no redundancy has
yet been configured.
In the Redundant module field, select
the signal module which is to be used as
a redundant signal module and click the IO W= G|
"OK" button.
Configuration of Redundant I/O Modules
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3.5 Signal module settings

Activity

Screenshot

7. | The redundant signal modules are now
listed in the "Module Overview" field.

You can also set additional parameters
(see chapter 3.6 Additional parameter
settings for the configuration of the
redundant Al modules").

These additional parameters can only be
set for the input modules DI and Al. Click
the "OK" button to apply the settings.

By clicking the "Help" button you can get
further information about each parameter.

Properties - AlBx16Bit - (R-/56)
General] Addresses| Inputs  Redundancy |

Redundancy General Settings

Redundancy: ’m

Module Overview:

Redundant Module: Find ..

Module [ op [R_[s  [1Address

@ ~eqese 1(1) 6
Al2c16Bit 1(3) 6

Addtional Parameters

Parameters Value

Tolerance window (% end va... | 5

Time discrepancy (ms) |0
Z] Value applied LLower value
[£] Block for individual sensor a
OK

8. Repeat steps 1 to 7 for all the signal

modules you wish to connect redundantly.
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3 Configuring the redundant peripherals

3.6 Additional parameter settings for the configuration of the redundant Al modules

3.6 Additional parameter settings for the configuration of

the redundant Al modules

This chapter is intended to assist you in configuring the various parameters that

must be set for redundant Al modules.

To do so, you have to take two main points into account:

e Special redundancy-related parameters in the HW Config

e Time or cycle considerations

Figure 3-1

Properties - Al8x16Bit - (R-/56)

'General | Addresses | Inputs  Redundancy |
Redundancy General Settings
Redundancy: |2 modules v

Module Overview:

Redundant Module: Find ...

Module I DP I R I S I | Address I Q address ]
@ AlaxieBt 101) 6 512.. 527
Alx16Bit 1(3) 6 528 .. 543
Additional Parameters
Parameters Value
= )j Para
[£] Tolerance window (% end va... |5
[£] Time discrepancy (ms) 0
[£] Value applied | Lower value
[£] Block for individual sensor O
0K I Cancel | Help |

By clicking the "Help" button you can get further information about the following

parameters:
e Tolerance window

A percentage of the full-scale value of the measuring range is configured.
Two analog values are equal if they are within the tolerance window.

e Time discrepancy

It is the maximum allowable time in which the redundant input signals can be

different.
e Value applied

The "Value applied" is the value of the two analog input values (higher value /
lower value), which is transferred to the user program.
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3 Configuring the redundant peripherals

3.6 Additional parameter settings for the configuration of the redundant Al modules

Discrepancy time / deviation time

As described in the help for Al modules, the deviation time of Al modules should
be a multiple of the update time. To calculate the update time, the following
parameters must be considered:

e Update time of the Al modules
e Cycle time of the PROFIBUS (can be ignored if the baud rate is = 1.5 Mpps).
e Update time of the (partial) process images (TPA)

The update time of an analog value for an analog input card, such as 6ES 7331-
7TFO01, can be taken from the table 3—-6.

First, select the parameter "Integration time / interference frequency suppression".
Then you allocate the number of channels used.

Table 3-6: Analog value for parameters

Analog value conversion

Principle of SIGMA DELTA
measurement
Integration time / 60 Hz 50 Hz 10 Hz

interference frequency
suppression (per channel)

Integration time error + 0.05% + 0.04% + 0.02%
Integration time in ms 16.6 20 100
Basic reaction time 55 65 305

including integration time in
ms (per channel)

Basic module execution 440 520 2440
time in ms (all channels
enabled)
Smoothing the measured Step: Time constant: Max module cycle:
value None 1x cycle time ** | 2.44s
Weak 4 x cycletime *** | 9.76 s
Average 32 x cycle time *** | 78.08 s
Strong 64 x cycle time *** | 156.16 s

Table 3-7: Examples

Integration time / interference frequency | Number of channels Update time
suppression used of module

50 Hz 1 65 ms

50 Hz 4 260 ms

50 Hz 8 520 ms

10 Hz 1 305 ms

10 Hz 4 1220 ms

10 Hz 8 2440 ms
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3.6 Additional parameter settings for the configuration of the redundant Al modules

To obtain the update time of the (partial) process image (TPA), in the first step,
the assigned (partial) process image of the Al module in question must be found,
as shown in this picture.

Figure 3-2

Properties - Al8x16Bit HART - (R-/S8)

'General Addresses | Identification | Inputs |

Inputs
Start: 544 Process image:
End: 559 G ~ | 0 =

In the second step, the cycle time is determined in the properties of the CPU.
In this example, the update time of the (partial) process image (TPA) is 500ms
for the used TPA 3

Figure 3-3
Properties - CPU 414-5 H PN/DP - (R0/S3) (=]
General | Statup | Cycle/Clock Memory | Retentive Memory | Memory I Intermupts |
Time-of-Day Intemupts ~ Cyclic Intemupts | Diagnostics/Clock | Protection | H Parameters |
Priority Execution Phase offset Unit Process image partition
o [5000 [o o g
0B322 [o [1000 [o ms v| [PP2 ~
o [ [ P e =l P51
oB3: [11 [200 [0 ms v| [PP4 ~
oe3s: [12 [100 [o ms v| [PIP5  ~
- E =5 | =—

Calculation of total deviation time:

Time geviation = 2 * (tiMe module + time tpa)
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3.6 Additional parameter settings for the configuration of the redundant Al modules

Note

The factor 2 is the smallest factor that may be used. If the process conditions allow
a higher value, the factor can also be 3 or 4.

Table 3-8. Examples

Parameter Discrepancy time to be set
50 Hz, 1 channel, TPA = 500 ms 1130 ms
50 Hz, 4 channels, TPA =500 ms 1520 ms
50 Hz, 8 channels, TPA =500 ms 2040 ms
10 Hz, 8 channels, TPA =50 ms 5880 ms

In the event that two different integration times are assigned to the channels of
a module (10 Hz and 50 Hz), the worst case is calculated. This means that the
calculation is performed with 10 Hz.

Tolerance window

Depending on the quality of the field signal, a tolerance range of 5% to 20% should
be set.

General time or cycle assessment

The redundant modules may only be accessed via the process image.

For more information on how to configure the I/O modules, please refer to
chapter 3.5 "Signal module settings".

The same process image partition must be assigned to both modules of
a redundant pair.

The relevant channel blocks should either have the same cycle time as the process
image process image partition or have their cycle slowed down. No advantage
is gained from being faster than the process image partition.
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3.7 Configuring the HART field devices

3.7

Requirements

Configuring the HART field devices

e The PCS 7 project with an H CPU has been created and is open in SIMATIC

Manager.

e A redundant PROFIBUS-DP master system is configured for the SIMATIC

H station in HW ConFigure

¢ In HW Config, the interface module IM 153-2 is configured for the ET 200M
at the redundant PROFIBUS DP.

¢ All required signal modules are configured.
e The redundant ET 200M has been configured.

e The settings on the signal module have been done

Procedure
Table 3-9

Activity

Screenshot

1. Open HW ConFigure

Select the HART field device in the
hardware catalog and drag-and-drop it into
a free slot of the HART module in the
module overview.

HW Confi - [SMATIC H-Stationt?) (Configuration) -- Red 10_Pr)
s o
o et PLC. View - Qptions  Window el

D& ¢ &

L=

=@

o
o

| L —

3 WPy aias nPwDP

PROFIBUS() DP Msstrten (1)

mow ]

‘m] [m

Traon
ER | T
x 122
xt 73
i1 FiSyne Vol
2 T
o D

E a
e [ el

| | P [FeS7 Ve

St ] Moo

] ) 11552 Rty
[ Ocrtrer

1Addss | 0 Addess | Conment

[ 7552 I

£z

5 [1J OOBACTAVZRVAA.

+[Jomoon s
JGES7 322 FF51.0%0
Abicen JGES7 391 P00 0460 iz

000 o3

M 56F AIBAV 20nA HART

050 5252

E
S 336 G381

@3 A0
] o mose

DRl o — o r o
R S
& v -

Pres Lo get Help.

=

X
=

2. Double-click the HART field device. In the
appearing dialog box, select the appropriate
device and click "OK".

Reassign (select Device Type) - UNNAMED

Device Type

Description:

Order Number:

Status:

51 Semens AG

51l SITRANS P DSIlI
+-Jl] SITRANS P DSIII.2
-l SITRANS P ES
-1 SITRANS P HS
+-Jl] SITRANS P MS

Il SITRANS P280
=il SITRANS P300

+- [l Absolute pressure

n

«-Jf] Absolute pressure with flush diaphragm

51 Absolute pressure, PMC-Style
= Il Gauge pressure

W b

W 4ver

Il 16bar

7MF8023-°B=

Device identification
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3.8 Symbolic name assignment

Activity

Screenshot

3. | The HART field device is opened in
SIMATIC PDM. Here you can adjust other
device parameters (such as TAG).

(@ 1bar-Siemens

File Device View Diagnostics

[E=8 EoN =)

Help SIMATIC PDM V8.2 Frocess Device Manager
SMUeR ORI

=@ 1bar
=-[) SITRANS P300 HART

Parameter

Value

[ [soms |

=] SITRANS P300 HART

Setup

Maintenance & Diagnostics
Communication

Securty

B

ElIdentification

TAG

1bar

Long TAG

Descriptor

ESUser | 1bar ¢/

Message

Date

6/2/2008

[ElDevice

Manufacturer

Siemens

Product Name

SITRANS P300

Order Number

TMF8023° B~

Final Assembly Number

1

Hardware Revision

7

Fimware Revision

29.03.06

EDD Version

1.02.02

Sensor Serial Number

1

Sensor Type

Gage (GP)

Module Range

100kPa

Diagnosis Update ¢ | Identity Check ¢

4. Select again the HART field device in the
hardware catalog and drag-and-drop it into
a free slot of the redundant partner (HART
signal module of the second ET 200M).
After a brief loading, the configured field
device of the first ET 200M is automatically
assigned.

P .

1addess | 0 Addess [

]

HEHEETES

2827

JEES7 33251700060 i
IGES7 331-7TF00-0AB0 544559 [544...555

5252

3.8

Symbolic name assignment

For the symbolic name assignment it is assumed that the input/output modules
have been already added in the HW ConFigure Once this is done, you can assign
self-explanatory symbolic names to the inputs and outputs of these modules.

You use these names to connect CFC charts with the input and output modules.

Requirements

e The PCS 7 project with an H CPU has been created and is open in SIMATIC

Manager.

e A redundant PROFIBUS-DP master system is configured for the SIMATIC

H station in HW ConFigure

¢ In HW Config, the interface module IM 153-2 is configured for the ET 200M

at the redundant PROFIBUS DP.
e All required signal modules are configured.
e The redundant ET 200M has been configured.

e The settings on the signal module have been done
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3 Configuring the redundant peripherals

3.8 Symbolic name assignment

Procedure
Table 3-10
Activity Screenshot
1. | Open HW KonFigure - =~
T ELT

Select one of the two interface modules

IM 153-2 in the working range.

The module overview shows you all
input/output modules that you have already
added in the HW ConFigure.

= oix
Eind atfni
=| | poie:  [Pes7ve |

PROFIBUS(1). P Mastorsystom (1)

momE]  [@OmE
S 30 BB

FROFIBUS(Z) 0P Magierystem @) 5M 331 A1BI3B

M1532F0
M 1532HF
IM1532HF
M 1532HF

0

1Addess | 0 Addess | Comment

[6ES7 a1 7TF01 0AB0Vax B
inpul modele AIBIEER, 0742004, +/ 2004 25
V300, with

o fimware V3.0.0, commurication, HART
e

[ E————— R
2. In the module overview, select the first
signal module, e.g. "AI8x16Bit".
3. Select the "Edit > Symbols" menu ] Edit Symbols - AIB6Bit
command. The dialog box "Edit Symbols..." Address Symbol | oata type | Comment [
. 1 w512
opens. All absolute addresses of the inputs 2 [W st
of these modules are specified in the list. i
2
i W 524
8 W 526
Addto Symbols | | Sotting

I Display Columns R, 0, M, C, CC
The symbols are updated with ‘K" or ‘Apply"

Close Help !

4. Position the cursor in the "Symbol" column
next to the address, e.g. "EW 512"

Enter, for example "Temperatur211" and
press the "TAB" key. The entered value

is set and the system automatically fills in
the "WORD" data type.

1] Edit Symbols - AIBx16Bit R

Address Symbol Data type | Comment
512 Temperatur211 WORD | T Reaktor 1

~

w

W 514
w516
W 518
w

w

w

w

alw

520
522
524
526

A oo n

T »

Addto Symbols | | Soting  [Address ascending >

I Display Columns R, 0, M, C, CC

The symbols are updated with ‘K" or ‘Apply’

Close Help |

5. Switch to the "Comment" column.

Here, you can enter an appropriate
comment, or else just press the "TAB"
key again to move the cursor to the next
line, i.e. the "Symbol" column.

] Edit Symbols - AIBX16Bit =2
Address Symbol Data type] Comment

1 w512 Temperatur211 | WORD Temperaturmessung Reaktor 1

2 W 514 B -

3 W 516

4 w518

5 w520

6 w522

7 W 524

B w526

< i D
Addto Symbols | | Soting:  [ddress ascending -

I™ Display Columns R, 0, M, C, CC
The symbols are updated with ‘0K’ or ‘Apply’

Close Help |
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3 Configuring the redundant peripherals

3.9 CFC configuration

Activity Screenshot

6. If necessary, edit additional symbols
and save your entries by clicking the
"OK" button.

The dialog box "Edit Symbols" is closed.

7. Select each signal module, one after the
other, in the module overview and assign
them symbolic names. To do this, follow the
steps 2 to 6.

3.9 CFC configuration

Once you have completed the necessary configurations, you have to create
CFC charts. In this step you connect the input/output modules you added in the
HW Config with the corresponding channel blocks.

Requirements

e All the required I/0 modules have been configured in the HW Config and
the associated symbols have been assigned.

e The CFC chart has been created and is open.

Procedure
Table 3-11
Activity Screenshot
1. Select the "Libraries" tab In the lower left e s e
pane. Select the path "PCS 7 AP Library A M W[ S e 2
V81 > Blocks+Templates\Blocks >
Channel".

19991971

—

Now drag the driver module Pcs7AnIn,
Pcs7AnOu, Pcs7Diln or Pcs7DiOu and
drop it into your plan, depending on the
input/output module.

3 Pes7Diln (FBI8TL D
£3 PCsTOT [FBI872: Digital i
3 PesTDiOu (FB1873: Digital el
5 @ CLK FUNC

2. | To connect further building blocks, drag i
them into your plan. For example, if you i -
want to measure temperature, you can 1 : :
connect the channel block with a MonAnS
or MonAnL, which allow the measured
temperature to be displayed later on during
operation.

TTTT

11101

A A j

3. To connect the channel module with its I

configured I/O module, select the block, | Tempentuzi WORD L Temperaturmessung Reaktor 1
click on "PV_In" of the channel block and '
open the menu command "Insert >
Connection to Address".

The symbol table opens.
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3.9 CFC configuration

Activity Screenshot

4. Click on the relative symbol with which you
want to connect the block.

You can select between the symbols that
you assigned in the HW Config during the
symbol assignment (see chapter 3.8).

5. In the final compilation, the module drivers Compile program
are automatically generated for the

. .. Compile Charts as Program
corresponding blocks. It is important to

make sure that the field "Generate module CPU: SIS
drivers" is selected in the dialog window Erogeen ime: SRS Em(Re U
"Compile program". Scope
(% Entire program
[ @]
[V Generate module drivers Block Driver Settings...

™ Generate SCL source

Cancel Help

6. As a result, the terminals MS, MODE,

DataXchg, DataXchgl and MS_Xchg of the
channel block are connected automatically

TTTTT T

to the @-plans, generated by the system.
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4.1 Example of a flowchart

4 Function mechanisms

4.1 Example of a flowchart

The following figure shows an example of a flowchart for redundant 1/O modules
and the signal processing in the AS.

Note The example shows the use of two sensors. In the process industry, the
connection of a sensor to a redundant module pair is also typical
(see chapter 2.3).

Figure 4-1
Redundante
Al-Baugruppen AS: Zyklus z.B OB35
r____ -
23,5°Q :
Al 1 EW512 > . .
| ] EW512 Tellproze_ss_abblld
| | EW560 Aktualisierung —
Al : EW560 L der Eingange
234 ___ _ _ ___ ! 3
@-Charts
4
Symboltabelle
————"~>"~>""~"~"=—7 |
| ,Tn11" =ewsi2 |
I I[ ,Tuirr ||| ORMI6C | 120?4 ms
I QCTRL:=AwWs12 | : ylus
e ! i A
CHAl | 234 |
—{ cHaAo [ 100% |
\ 4
Redundante :
@-Charts
AO-Baugruppen | ,ocTrRu ||[ RED_OUT |
————————— - *
| AO : AW512 1 50% | Y o i
: | 1 Aws12 Tellproze_ss_abblld
| AWB44 Aktualisierung —
: I < der Ausgange
! AO: AWSA4 oo et
e o e e e - - ——

Configuration of Redundant I/O Modules
Entry-ID: 28430682, V2.0, 03/2015



© Siemens AG 2015 All rights reserved

4 Function mechanisms

4.1 Example of a flowchart

Description of the upper part of the flowchart

In the upper part, two temperature measurements are transferred by two encoders
via two redundant Al modules and written via two addresses (EW512, EW560) in
the process image partition of the inputs.

Depending on the setting of the transfer value (see Additional Parameters
Table 3-5 point 7), the smaller or greater value is written in the user program on
the channel block CH_AI via the corresponding "T1111" symbol.

The @-charts, where the blocks from the redundant IO CGP (RED_IN,
RED_STATUS, etc.) and from the PCS 7 Library (OR_M16_C) are placed, allow
the diagnostic and redundancy analysis to be performed. The block OR_M16_C
transmits the corresponding diagnostic or redundancy status to the channel block
CH_AI.

This automatically leads to the corresponding redundancy message behavior,
depending on the status (OR_M16_C, see below).

Description of the lower part of the flowchart

Note

In the lower part of the flowchart, a control valve is controlled by two redundant
analog output modules.

Only analog output modules with current outputs can be operated redundantly
(0...20mA, 4...20mA). See chapter 2.3.4 "Analog output".

A value is written into the process image patrtition of the outputs from the channel
block CH_AO via the pre-configured symbol "QCTRL1". The @-charts and
especially the RED_OUT allow information to be analyzed and corresponding
output values to be given out by the system. This is done via the process image
partition of the outputs (addresses AW512 and AW544).

The value to be transferred is halved and each of the two channels transmits half
the value. If one of the channels or modules fails, this is detected and the
remaining channel or module transmits the full value.

This flowchart is repeated cyclically according to call and cycle time of the OBs
used (in this case OB35->every 100 ms).

Configuration of Redundant I/O Modules
Entry-ID: 28430682, V2.0, 03/2015 61



© Siemens AG 2015 All rights reserved

4 Function mechanisms

4.2 Library functions

4.2 Library functions

The following section describes the blocks/functions used from the PCS 7 and the
Redundant IO CGP libraries.

42.1 PCS 7 Basic Library V8.1

OR_M_16C

The block OR_M_16C serves to form a channel-granular value status from two
redundant signal modules.

MOD-D1

The module MOD_1 monitors a max of
16-channel S7-300/400 SM modules which have no diagnostics capabilities
(no mixed modules).

In H systems, only modules in switched racks are supported.
4.2.2 Redundant 10 CGP V5.2

RED_IN

The FB 450 ensures reading of the signal from the redundant input peripherals
(DI, Al), which is assigned to the process image partition in the priority class of the
calling OB.

The FB 450 performs a discrepancy analysis of the redundant input peripherals
and saves the valid value to the lower address in the process image inputs (PII).
The user can only access his application this way. The PII of the high module is
irrelevant.

RED_STATUS

The FB 453 "RED_STATUS" represents an interface block and contains
information regarding the passivation of modules.

RED_OUT

The FB 451 transmits those redundant peripheral signals that are assigned to
the process image partition in the priority class of the calling OB.

RED_DIAG

The FB 452 RED_DIAG evaluates the start information of individual fault and
diagnostic OBs to refer to a corresponding processing sequence.

It is called up in the acyclic OBs (e.g. OB 82, OB 85).

RED_DEPA
This function starts a depassivation by the user program.

The FC checks whether a redundant module or channel is passivated. If a module
or channel is passivated, a complete depassivation is started in the FB 450
"RED_IN". In the opposite case (no passivation of a module or a channel present),
the processing of the FC 451 is terminated immediately.

The function is called up in the acyclic OBs (e.g. OB 82, OB 85).
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4 Function mechanisms

4.3 OS messages of the modules

RED_INIT

With the FC 450 "RED_INIT", the peripheral redundancy is initialized in the startup
of an H system.

When the FC 450 is called up, it generates administration data blocks for functional
peripheral redundancy and it either occupies it with default values or else it
updates pre-existing administration DBs. The function triggers a complete
depassivation, which is then executed in FB 450 "RED_IN".

The function is called up in the acyclic OBs (e.g. OB 82, OB 85).

4.3 OS messages of the modules

When compiling the OS, the following module messages are created in the OS.

Redundancy

reporting behavior (OR_M_16C)
BG x/y/z: Failure of module redundancy pair
BG x/y/z: Module redundancy loss
BG x/y/z: Module status cannot be determined
BG x/y/z: Discrepancy time has expired

BG x/y/z: Failure of redundancy pair channel xx

Table 4-1
Letter Description
X DP master system no.
Y DP slave address
z Slot no.
XX Channel no.
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4 Function mechanisms

4.3 OS messages of the modules

Reporting behavior of a module with diagnostic capability (MOD_D1)

Possible module fault (output parameter QMODF = TRUE):
External auxiliary voltage missing

Front connector missing

Module parameters not set

incorrect parameters in module

Missing/wrong module

CPU communication fault

Time monitoring activated (watchdog)

Module internal supply voltage failure

Rack failure

Configuration of Redundant I/O Modules

Entry-1D: 28430682,

Processor failure
EPROM error

RAM error

ADC/DAC error

Fuse blown

Power supply 1: Fault
Power supply 2: Fault

Possible channel fault ("invalid value" value status, OMODE_xx = 16#00xxxx):

Configuration/parameter assignment error
Common mode error, only analog input/output

I/O short circuit

Short-circuit to M

Output transistor is interrupted

Wire break

Reference channel fault (only analog input)

Below measuring range (only analog input)
Above measuring range (only analog input)
Missing load voltage (only analog and digital output)
Missing encoder power supply (only digital output)
Fuse blown (only digital output)

Grounding fault (only digital input/output)
Temperature rise (only digital output)
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5 Diagnostics

5.1 Failure scenario

5

5.1

Diagnostics

This chapter presents an example of the diagnostic possibilities with PCS 7 in
terms of redundant peripherals.

Failure scenario

A channel fault due to a wire break is simulated on a digital input module with the
running system.

Figure 5-1

- - S7-400H

o
B

Redundant ET200M

_H [ consisting of 2x IM 153-2 and 2x SM
" ,/I/

Broken wire to the digital input module

-
S o
[111] =

el e e

! Sensor

I PROFIBUS DP

It should be noted that the components used in the example are channel-granular.
A wire break at a terminal of the digital input module results in the passivation of
the faulty channel (or channel group) only and not the entire module. The occurred
fault can be diagnosed in the following ways:

e OS messages
e Asset management
¢ HW Config

e CFC test mode

In the practical environment, the fault is first seen by the plant operator on the OS
in the control room. Then, the maintenance engineer will have a look at the
appropriate message list.

At the same time, the Asset Management gives him further information about the
condition of the signal module. Thanks to a button, Asset Management provides

the possibility of opening the HW Config to receive further diagnostics entries in

the module status of the H CPU and the signal module.

At the same time, other status values of the signal module are available in the
CFC test mode.
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5 Diagnostics

5.2 OS messages

5.2 OS messages
In the OS, you receive corresponding error messages via the button "New List".

Figure 5-2
Fled ©) 3 ust K

Hart Diagrose [TIEI]E TTTT1
[ 7 [ TTTTT[E | [TT1
[ [ T [TT1
L L LTI LIT] okl

¥ Neuliste

BEBE & b =0 2

Datum Uhrzeit Priori| Herkunft Ereignis Zustan

15:56:14.428 S7Progl@(5)IDI16_stpld_1 BG 3/5/4: Fehler Kanal 00 Drahtbruch
15:56:14.428 S7Progl/@(5)/DI16_stpld_1 BG 3/5/4: Fehler Kanal 01 Drahtbruch

15:56:14.442 S7Progl/@(9)/DI116_stpld_1 BG 3/5/4: Redundanzverlust Kanal 00
15:56:14.442 S7Prog/@(9)/DI16_stpld_1 BG 3/5/4: Redundanzverlust Kanal 01

Liste: 5 Fenster: 4

& [8] (=]
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5 Diagnostics

5.3 Asset management

5.3 Asset management

If Asset Management is implemented in your PCS 7 project, you also get data
about faults in redundant peripherals.

Figure 5-3
[ 110507 -

You can find further information in the Application Example "PCS 7 in Practice -
Plant Asset Management".

Note
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5 Diagnostics

5.4 HW Config Online

5.4

HW Config Online

Diagnostics buffer

In the online mode of the HW Config, you can see the event information shown
Figure 5-4, under the "Diagnostic Buffer" tab inside the "Module State" of the

H CPU. In addition to fault messages, even information about the behavior of the

modules is listed here.

The wire break is listed here in the "Events" field via the numbers 20 to 23.
By highlighting the corresponding message, further information is displayed in
the "Event details" field.

11.09.200 Redundante Peripherie: Digitaleingabe-F. analfehler

- 2 ! 07 Redundants Peripherie; Digitaleingabe-kanalfehler
22 135R:13.98 11.09.2007 B augruppe gestort oder YWartung erforderlich

23 13BE:13.984 11.09.2007 B augruppenfehler in Dezentraler Peripherie aufgetreten

24 13ARAE0IZ 11.09.2007 Redundante Peripherie; Gesamtdepazsivierung der Penph. ..

25 135560155 11.09.2007 H-Spztem [1w2] in den redundanten Betrieb gegangen

26 13ERA0105  11.09.2007 Wwiechzel von Aufdaten in den Betnebszusztand RUM [redu. .

Detailz zum Ergigniz; 21 won 1120 Ergignis-ID: 1648 7963

27 135549823 1.09.2007  Reserve-CPU: Wechsel von Anlauf nach Aufdaten o

Redundante Perphene: Digitaleingabe-F. analfehler
Fehler erkannt durch: Diagniosealarm

Log. Adresse des passivierten Digitaleingabekanalz: 0
k.anal-Offset-ddresze 0.0

externer Fehler, kommendes Ersignis

Speichern unter. . | Einztellungen... | lii= Hilfe zum Ereignis

l

Figure 5-4
il Baugruppenzustand - CPU 412-3 H
Pfad  |TCC2007_Field_Priv4517_1S\CPU 412-3 H Betriehszustand der CPL: <8 RLIN
Status: ¥4 Fehler K.ein Forceauftrag
K.ommurik ation ] Stacks ] H-Zustand ] Identifik.ation
Allgemein Diagnosepufter l Speicher l Zykluzzeit ] Zeltsystem ] Leizstungsdaten ]
Ereigrizse: I Eiter-Emnstellungen akt [ Uhrzeit incl. Zeitunterschied CPLU Aakal
Mr. | Uhrzeit Draturn Ereigniz o

Schliefen ‘ &ktualisieren‘ Drucken... ‘ Hilfe
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5.4 HW Config Online

Diagnostic interrupt

The "Module state" of the signal module (Figure 5-5) is another diagnostic
possibility in HW ConFigure In the "Diagnostic Interrupt” tab you can find the
"Standard module diagnostics" and the "Channel-specific diagnostics".

Figure 5-5

"O| Baugruppenzustand - DI16xDC 24V, Alarm

Pfad: 1TEC2E|D?_FiE|d_P[i'U:".S1 J_IBNCPU 123 H Betriebszustand der CPU: <E> RUM
Status: ¥ Fehler

Standarddiagnoze der Baugruppe:

.Baugruppe gestort
Fehler extern
F.analfehler varhanden

Kanalzpezifizche Diagnoze [Fanal-Mr. 0 max.]:

K.anal-Mr. Febler
Fanal 0: Digitaleingabe Leitungzbruch

Hilfe 2ur markierten Diagnosezeile: Anzeigen
Schliefen | &ktualisieren| Drucken... | Hilfe

By clicking on the "Show" button you receive further information about the selected
diagnostic line.

Configuration of Redundant I/O Modules
Entry-ID: 28430682, V2.0, 03/2015 69



© Siemens AG 2015 All rights reserved

5 Diagnostics

5.5 CFC test mode

5.5

CFC test mode

The OR_M_16C enables the value status of the redundant signal modules to be
diagnosed (Figure 5-6) in the CFC chart.

Here, the different connections of the module can be registered in test mode.
Figure 5-6

CFC - [(9) - TCC2007_Field_Prj\As17_18\CPU 412-3 H\... oNLINE] IO S[ =] ]
a X

[ Plan Eearbeiten Einfiigen Zielsystem Test Ansicht Extras Fenster Hilfe =
28 o0 o g
B BOb -aq EM s

DIdG_stpld4_d

OF_M_4&0C

HUALITY

ACTIM L aropFdj—o

ACTIV_H T gt
| &

RACKFi abISCREFR
EACKF2 CH_ALM
CH_IMF_L CH_WERN
CH_IMF_Hf [OWMODE _@Ej—164sa@aFFFF
EED_STAT| |OMODE _@df—16x&0a@aF FFF
MoD STATY[EETURN Wi—
16#FFFF—opEd @a) |EXT IMFOf—

IMOpEL &4
MODEL &2
MODES &5
MODEL @4
MODEL @5
WMODEd @6
MODEdL _@7F
MODEdL B8
WMODEd @3
MODEdL _d@
MODEL 11
MopEd 4
MODEL 4
MODEL 14
MonEd 45
FlEsSOOOFFFF—KMODE2 @0
MODEZ @1
MODE2 @2
MODE2 &3
MODE2 @4
WMODE2 @5

E:mumzz 3
MODE2 @7 Bl
LVAIRN

Driicken Sie F1, um Hilfe 2u erhalten. \ABlatt B

From the outputs QMODF1 and QMODF2, you can see that there is no module
fault. From the inputs ACTIV_L or ACTIV _H, you can see whether one of the two
modules is active or passive.

The wire break at the connection MODE1_00 with status 16#FFFF gives an invalid
value.

The MODEZ1_00 connection shows the status for channel 0 of the primary digital
input module.

The MODE2_00 connection shows the status for channel 0 of the second
redundant digital input module. The 16#8000FFFF at connection MODE2_00 is
avalid value.
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5 Diagnostics

5.5 CFC test mode

The following table shows further connection properties of the OR_M_16C:

Table 5-1
Connection Meaning Data Type | Default | Type
Setting
MODE1_xx Channel operating mode (xx = 00 — 07 / 00 — 15) | DWORD 0 I
of the primary module
MODE2_xx Channel operating mode (xx = 00 — 07 / 00 — 15) | DWORD 0 |
of the redundant module
OMODE_xx Channel operating mode (xx = 00 — 07 / 00 — 15) | DWORD 0 (0]
QDISCREP 1 = expired discrepancy time BOOL 0 (0]
QMODF1 1 = errorin module 1 BOOL 0 (0]
QMODF2 1 = error in module 2 BOOL 0 (0]
Note Further information about the connections of the OR_M_16 and its fault

messages can be found in the manual "SIMATIC Process Control System PCS 7
Basic Library (V8.1)".

Examples of the value status
Byte 3:

16#80: Value status "valid value"

16#00: Value status "invalid value" (channel fault)
16#40: Value status "invalid value" (higher-level fault)
Byte 2:

16#01: Restart (OB 100) done

16#02: Above measuring range (channel fault diagnostics)

16#04: Below measuring range (channel fault diagnostics)
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6 Related literature

6 Related literature
Table 6-1
Topic Title / Link
\1\ | Siemens Industry Online Support http://support.industry.siemens.com
\2\ Download page of this entry https://support.industry.siemens.com/cs/ww/en/
view/28430682

\3\ SIMATIC Process Control System - https://support.industry.siemens.com/cs/ww/en/
PCS 7 High-availability Process view/90682535
Control Systems (V8.1)

\4\ SIMATIC PCS 7 process control https://support.industry.siemens.com/cs/ww/en/
system CPU 410-5H Process view/74736822
Automation

\5\ SIMATIC Process Control System https://support.industry.siemens.com/cs/ww/en/
PCS 7 Basic Library (v8.1) view/90683135

7 History

Table 7-1
Version Date Modifications
V1.0 02/2008 First version
V1.1 04/2010 Figure 2-6 corrected
V1.2 10/2013 New chapter: 3.6 "Additional parameter settings for the
configuration of the redundant Al modules"
V2.0 03/2015 Revision for PCS 7 V8.1
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