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This entry is from the Siemens Industry Online Support. The general terms of use
(http://www.siemens.com/terms_of use) apply.

Siemens provides products and solutions with industrial security functions that
support the secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber
threats, it is necessary to implement — and continuously maintain — a holistic,
state-of-the-art industrial security concept. Siemens’ products and solutions only
form one element of such a concept.

Customer is responsible to prevent unauthorized access to its plants, systems,
machines and networks. Systems, machines and components should only be
connected to the enterprise network or the internet if and to the extent necessary
and with appropriate security measures (e.g. use of firewalls and network
segmentation) in place.

Additionally, Siemens’ guidance on appropriate security measures should be
taken into account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them
more secure. Siemens strongly recommends to apply product updates as soon
as available and to always use the latest product versions. Use of product
versions that are no longer supported, and failure to apply latest updates may
increase customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial
Security RSS Feed under http://www.siemens.com/industrialsecurity.
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1 Introduction

1

1.1

Bit pattern test

Introduction

The aim of this document is to demonstrate the function and procedure of the bit
pattern test with fail-safe ET 200S modules and explain the effect of
parameterization on it.

The advantages of this document for you are that you can better evaluate the
behavior of modules used and parameterize more easily as you require.

Necessity

The F-DO fail-safe output modules regularly run a bit pattern test to detect short-
circuits, short-circuits to ground, grounding faults etc. in good time.

In the case of F-DlI fail-safe input modules, the sensor supply delivered by the
module can be used to detect short circuits between the external sensor supplies
and/or the 24V supply or ground.

If a fault is detected, the safety function is triggered to avoid unwanted and
dangerous plant statuses.
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1 Introduction

1.2

Terms and Functions

Bit pattern test

The F-DO modules run this test about every 15 minutes. Here the module places
several bit patterns at its outputs in order to detect short-circuits, short-circuits to
ground or grounding faults.

If a fault is detected, the test interval is reduced to about 1 minute. If no more faults
are detected, the default interval is implemented again.

The bit pattern test consists of a dark test and a light test.

The F-DI modules output supply voltage for the connected sensors at their "internal
sensor supply" connection.

This power supply voltage also consists of short pulses. This detects short circuits
between the external sensor supplies and/or the 24V supply.

Dark test / Dark period

Cycle during the bit pattern test in which for test purposes a 0 signal (FALSE) is
switched to the terminals in order to detect a short-circuit against the supply
voltage, for example.

An internal feedback checks whether the potential at the output terminal follows the
test value.

The time in which the output outputs the 0 signal for test purposes is called the
dark period.

Light test / Light period

Passivation

Cycle during the bit pattern test in which for test purposes a 1 signal (TRUE) is
switched to the outputs in order to detect a short-circuit against ground, for
example.

An internal feedback checks whether the potential at the output terminal follows the
test value.

The requirement for this cycle is that the light test is enabled in the hardware
parameters.

The time in which the output outputs the 1 signal for test purposes is called the light
period.

If a fault is found on an F-DO module or on a single channel (short-circuit, wire
break etc.), a safe output signal is switched to create the safe status. The safe
signal is usually a 0 signal (FALSE). This is called passivation of the module or
channel.

Whether the entire module or just the affected channel is passivated depends on
the parameterization of the module.

Read-back time

Bit pattern test

The read-back time defines the period of the switch-on/switch-off procedure during
the bit pattern test for the channel concerned. In this time the test signal must be
recognized correctly by the corresponding internal digital output in order for the test
to be completed positively.
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1 Introduction

1.3

131

1.3.2

Bit pattern test

Effect of the Bit Pattern Test on a Single F-DO Channel
This chapter describes how the bit pattern test affects a channel.

P/P-switching Modules

With the P/P-switching F power module the test pulses do not affect the actuators.

P/M-switching Modules

In the case of P/M-switching F power modules and F-DO modules each switch is
tested separately. The P-switch and the M-switch are tested one after the other
during the bit pattern test.

Fig. 1-1 shows a diagram of the modules. In addition to the load-switching P-switch
and M-switch you also see the internal feedback channels (including pull-down and
pull-up resistors) used in the bit pattern test.

Fig. 1-1
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Light test

The light test is run only if the current output signal is O.

Dark test

The pulse duration is <= 4 ms, the number of pulses corresponds to the
number of channels of the module.

If the actuator is connected between Px and Mx, it is not enabled by the
light test with output value O.

If two actuators are connected between Px and ground or P24 and Mx,
they are briefly enabled one after the other (if the actuators react to signals
<= 4ms).

The dark test is run only if the current output signal is 1.

The pulse duration depends on the load and is at most the parameterized
read-back time, the number of pulses corresponds to the number of
channels of the module.

If the actuator is connected between Px and Mx, it is disabled several
times by the dark test with output value 0. (If the actuators react quickly
enough).

If two actuators are connected between Px and ground or P24 and Mx,
they are briefly disabled several times one after the other.

Note Px and Mx stand for the outputs of the single channels of the module,
PO and MO for channel 0 and P1 and M1 for channel 1, etc.

1.4 Effect of the Bit Pattern Test on a Single F-DI Channel

The F-DI module provides a sensor supply.

The sensor supply is pulsed when the short-circuit test is switched on. In this way
both a short-circuit against the power supply and against the second sensor supply
can be detected.

If the internal sensor supply is used when the short-circuit test is switched on, the
must be insensitive to the pulsed power supply.

Bit pattern test
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2 PM-E F pp DC24V (6ES7 138-4CF42-0AB0)

2 PM-E F pp DC24V (6ES7 138-4CF42-0AB0)

With this power module the bit pattern test does not affect the actuator.

2.1 Parameter Options for the PM-E F pp

There are no channel-specific parameters for in this module.

Figure 2-1

Properties - PM-E F pp DC24V - (R-/52) X

General | Addresses Perameters |

Parametar | Value |
SE=| Farameters
=M F-parameters
= F_source_address L. e o B b o o] TR
~[E] F_dest_address 187
& DIP switch safting (9..0) 0011000101
(=] F-montoring fime (ms) 150

oo | _ren_|

Bit pattern test
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3 PM-E F pm DC24V (6ES7 138-4CF03-0AB0)

3 PM-E F pm DC24V (6ES7 138-4CF03-0AB0)

3.1 Parameter Options for the PM-E F pm

With this module you have the option of parameterizing both channels.
You can either enable or disable the channels, change the read-back time and
enable or disable the wire-break diagnostics.

Figure 3-1

Froperties - PM-E F pm DC24V - (R-/51) n

General | Addresses Perameters ]

Parameter Walue |
23
=Hd F-parameters
=] F_source_address | 2002: CPU 315F-2 DP
HE] F_dest_address | 198
€] DIP switch setting (9...0) |pottoootle 0 |
=] F-monitoring time (ms) | 150

=+ Module parameter
(@] Behavior after channel faults

LFaossivatethe entire module |

=3 DO channel 0
[E] Activated :El
-] Fead-back time | 1 (ms)
L[=] Diagrostics: wire break O
=73 DO chennel 1
~E] Actrvated
L[E] Fead-back time 1 (ms)
“[®] Diagnostics: wire break (L]
=+ DO chennel 2 (P1/F2) _
[E] Actreated =)
coce_| _ves
3.2 Parameter-independent Properties of the Bit Pattern
Test
Table 3-1
Property Effect

Test interval

The P-switch and the M-switch are switched on/off twice about
every 15 minutes (about every minute if there is a fault). Four test
pulses are used.

Number of test
pulses

8 test pulses are used per bit pattern test, 4 each for the light and
dark test.

Test procedure

The P-switch and the M-switch of a channel are tested one after
the other and never simultaneously.

Light test pulse
duration

The test pulse for the light test is less than or equal to 4ms.

Bit pattern test
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3 PM-E F pm DC24V (6ES7 138-4CF03-0AB0)

3.3 Effects of Parameter Changes on the Bit Pattern Test
Table 3-2
Parameter Effect
Wire break A change of wire-break parameter does not affect the test pulse.
Read-back time The test pulse duration for the dark test depends on the load and
is less than or equal to the parameterized read-back time.

3.4 Effects of the Bit Pattern Test on the Actuator

Light test
Figure 3-2

u

24

e If the actuator is connected between Px and Mx, it is not enabled by the
light test with output value 0, because both switches are tested one after
the other.

e If two actuators are connected between Px and ground or P24 and Mx,
they are briefly enabled twice each one after the other (if the actuators
react to signals <= 4ms). 4 test pulses are used.

Note Px and Mx stand for the outputs of both channels of the module,
PO and MO for channel 0 and P1 and M1 for channel 1, etc.

Bit pattern test
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3 PM-E F pm DC24V (6ES7 138-4CF03-0AB0)

Dark test
Figure 3-3
U

¢ If the actuator is connected between Px and Mx, it is disabled briefly four
times by the dark test with output value 1 (2x M-switch and 2x P-switch). (If
the actuator reacts quickly enough).

e If two actuators are connected between Px and ground or P24 and Mx,
they are briefly disabled twice each one after the other. 4 test pulses are
used.

Note Px and Mx stand for the outputs of both channels of the module,

PO and MO for channel 0 and P1 and M1 for channel 1, etc.

WARNING  If you use actuators whose reaction time is fast enough to react to the test
pulses, you must switch relays in between so that your actuators are not
briefly disabled during the dark test.

Bit pattern test
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4 4 F-DO DC24V/2A (6ES7 138-4FB03-0AB0)

4 4 F-DO DC24V/2A (6ES7 138-4FB03-0AB0)

4.1 Parameter Options for the 4-F-DO DC24V/2A

With this module you have the option of parameterizing four channels. You can
either enable or disable the channels, change the read-back time and enable or
disable the wire-break diagnostics.

Figure 4-1

Properties - 4 F-DO DC24V/2A - (R-f53)

General | Addresses Paramaters ]

Farametar

YWalue

=3 Parameters

WE ot 0] =

=, ,_"] E' Lm]}

=+ F-parameters
t-=] F_source_address

=+ Module parameter

channel 0
|-[E] Activated o]
{~=] Fead-hack time | 1 {ms)
L[Z] Dimgnostics: wire break O

[2D02: CPU 315F-2 DP

HE F_dest_address 198
[ DIF switch setting (9...0) | N |
L[=] F-monitoring time (ms) | 150

seivate the entire module

+H I U0 channe 1
mH_ DO channel 2
= DD channel 3

oK | Cancel |
4.2 Parameter-independent Properties of the Bit Pattern
Test
Table 4-1
Property Effect
Test interval The P-switch and the M-switch are switched on/off twice about

every 15 minutes (about every minute if there is a fault). Four test
pulses are used.

Number of test
pulses

32 test pulses are used per bit pattern test, 16 each for the light
and dark test.

Test procedure

The P-switch and the M-switch of a channel are tested one after
the other and never simultaneously.

Light test pulse
duration

The test pulse for the light test is less than or equal to 4ms.

Bit pattern test
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4 4 F-DO DC24V/2A (6ES7 138-4FB03-0AB0)

4.3 Effects of Parameter Changes on the Bit Pattern Test
Table 4-2
Parameter Effect
Wire break A change of wire-break parameter does not affect the test pulse.
Read-back time The test pulse duration for the dark test depends on the load and
is less than or equal to the parameterized read-back time.

4.4 Effects of the Bit Pattern Test on the Actuator

Light test
Figure 4-2

U

2l 0 n AR AR N A

I

e If the actuator is connected between Px and Mx, it is not enabled by the
light test with output value O, because both switches are tested one after
the other.

e If two actuators are connected between Px and ground or P24 and Mx,
they are briefly enabled 8 times each one after the other (if the actuators
react to signals <= 4ms). 16 test pulses are used.

Note Px and Mx stand for the outputs of the four channels of the module,
PO and MO for channel 0 and P1 and M1 for channel 1, etc.

Bit pattern test
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4 4 F-DO DC24V/2A (6ES7 138-4FB03-0AB0)

Dark test
Figure 4-3

4
U
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e If the actuator is connected between Px and Mx, it is disabled briefly 16
times by the dark test with output value 1 (8x M-switch and 8x P-switch). (If
the actuator reacts quickly enough).

e If two actuators are connected between Px and ground or P24 and Mx,
they are briefly disabled 8 times each one after the other. 16 test pulses
are used.

Note Px and Mx stand for the outputs of the four channels of the module,
PO and MO for channel 0 and P1 and M1 for channel 1, etc.

WARNING If you use actuators whose reaction time is fast enough to react to the test
pulses, you must switch relays in between so that your actuators are not
briefly disabled during the dark test.

Bit pattern test
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5 4/8 F-DI DC24V (6ES7 138-4FA04-0ABO)

5 4/8 F-DI DC24V (6ES7 138-4FA04-0AB0)

The F-DI module provides a sensor supply. The sensor supply is pulsed when the
short-circuit test is switched on. In this way both a short-circuit against the power
supply and against the second sensor supply can be detected.

If the internal sensor supply is used when the short-circuit test is switched on, the
must be insensitive to the pulsed power supply.

5.1 Parameter Options for the 4/8 F-DI DC24V

Only the module parameter "Input delay" and the channel parameter "Sensor

supply" are relevant for the test pulses.

Bit pattern test

Figure 5-1
Properties - 4/8 F-DI DC24V - (R-/54) il
Geneatal I Addresses Farameters |
Farameter “alue |;
2153 Parameters
=H_3 F-parameters
[E] F_source_address 2002: CPU 3158F-2 DP
[#] F_dest_address 185
[Z] DIF switch setting (9...0) 0011000011
[E] F-maonitoring tima (ms) 150
= tModule parameter
[Z] Input delay 3 (ms)
[E] Bhort-circuit test cyelic
[Z] Behaviar after channel faults Passivate the entire module
[E] Activated
[Z] Sensor supply internal
[E] Evaluation of the sensors Too2 evaluation
[Z] Type of sensor interconnection 2 channel equivalent
[Z] Behavior at discrepancy Supply last walid walue
[Z] Discrepancy time {ms) 10
[Z] Reintegration after discrepancy ... | Test 0-Signal not necessary
FHZ Channel 1,5 o
=1 Channel 2, 6 v
(0] | Cancel Help |
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5 4/8 F-DI DC24V (6ES7 138-4FA04-0ABO)

5.2

521

5.2.2

Bit pattern test

Effects of Parameter Changes on the Internal Sensor
Supply

Input delay

This parameter directly affects the test pulse duration of the sensor supply.
The length of a test pulse is approx. 1ms plus the parameterized input delay time.

Figure 5-2 shows you a diagram of a single pulse of the sensor supply with a read-
back time of 3 ms.

Figure 5-2

ca. 1m5[>< Jms |,l>

If you change the parameter to 15ms, you get a pulse length of approx. 16 ms.

Sensor supply

e This parameter has no direct effect on the test pulses. These are always
available independent of the parameterized sensor supply.

e This parameter switches the evaluation of the test pulses on and off.

If the internal sensor supply is selected, then the test pulses of the assigned sensor
supply must be recognized with a 1 signal at a digital input. If no test pulses or
those of another sensor supply are recognized, this is taken as a fault and the
channel (or module depending on the parameterization) is passivated.

Entry-ID: 44452714, V1,1, 10/2023 16
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6 History

Table 6-1

Version

Type of change

V1.0

Creation

Vi1

Revised text in section 1.4 and chapter 5

Bit pattern test
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