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Question

This entry is from the Service&Support portal of Siemens AG, Sector Industry,
Industry Automation and Drive Technologies. The general terms of use
(http://www.siemens.com/terms _of use) apply.

Clicking the link below directly displays the download page of this document.
http://support.automation.siemens.com/WW/view/en/50114419
Question

How do you assign the IP address to an Optical Switch Module or Electrical Switch
Module using the serial interface and how do you access the Web Based
Management?

Answer

The instructions and notes listed in this document provide a detailed answer to this
question.
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1 Introduction

1 Introduction

This document supports you in assigning the IP address for an OSM (Optical
Switch Module) and ESM (Electrical Switch Module) and how to handle the Web
Based Management (WBM) of the OSM and ESM.

This document contains

e An overview of the plant configuration.

¢ Information about installing and configuring an OSM/ESM.
e Information about how to use the sample programs.
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2 Overview of the Sample Program

2 Overview of the Sample Program
Plant Configuration
Figure 2-1
PC / SIMATIC Field PG with ESM (Electrical Switch Module) /
Industrial Ethernet network card OSM (Optical Switch Module)

—

(g

null modem cable I

Industrial Ethernet

In this example the PC is connected to the OSM/ESM via the serial interface and a
zero modem cable. The PC is also connected to the same Industrial Ethernet
network as the OSM/ESM via a network card (CP1613, for example).
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3 Plant Configuration

3

3.1

3.2

Plant Configuration

This chapter gives you an overview of the configuration and the hardware and
software components used to create the sample program.

Overview

Table 3-1 gives an overview of the configuration used to create the sample
program.

Table 3-1
Bus system Industrial Ethernet
Serial interface
Communication protocol Hypertext Transfer Protocol (HTTP)
Communication partners PC station, OSM or ESM
Communications processor CP1613

In this example the serial interface is used to assign an IP address to the OSM or
ESM. Then the Web Based Management of the OSM or ESM is run from the PC
via Industrial Ethernet using the Hypertext Transfer Protocol (HTTP).

Hardware and Software Components Used

Hardware components

Notes

The following modules were used to create the sample program.
Table 3-2

Communication partners Module Order number
PC CP1613 6GK1161-3AA00
Network component OSM 6GK1105-2AB10

alternatively: ESM 6GK1105-3AB10
Miscellaneous Zero modem cable
Industrial Ethernet cable

The sample project has been created with a specific hardware configuration.
This must be maintained to ensure proper functioning.

If you use another network card instead of the CP1613 for the sample program,
you do not need to make any changes.

The OSM and ESM are switch modules.

The ESM has an electrical interface and is connected to the Industrial Ethernet
network via copper wires.

The OSM has optical interfaces in addition to connect fiber-optic cables. This
permits you to achieve long transmission paths of up to 3 km with multimode
fiber-optic cables and up to 26 km with single-mode fiber-optic cables.

Software requirements

e Microsoft Windows XP Professional SP1 or higher as operating system
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3 Plant Configuration

e HyperTerminal
e Internet browser IE 6 or higher
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4 Installation and Configuration

4

4.1

Installation and Configuration

This chapter describes how to assign the IP address to the OSM or ESM and how
to make the settings for using the Web Based Management in the Internet
Explorer.

Assign IP Address to the OSM/ESM

You need a serial zero modem cable and the "HyperTerminal" configuration tool
included in Windows to assign the IP address to the OSM/ESM.

Follow the instructions below to assign an IP address to the OSM/ESM.
Table 4-1

Step Description

Connect the PC to the ESM via the serial interface using a zero modem cable.

In Windows start the "HyperTerminal" program via the menu "Start >
Programs = Accessories - Communication".

3. If you are queried about your location, proceed with Step 5. Otherwise
continue with Step 8.

Enter your location in the selection list (Germany, for example).

5. Enter the prefix for your location in the relevant field and where necessary the
number to access an outside line.

Click "OK" to close this and the dialog that follows.

Specify a name for the connection (OSM Connection, for example) and select
an icon.

8. Acknowledge the entries with "OK".

Connection Description @@
% Mew Connection

Enter a name and chooze an icon for the connection:

DS H"-E-:unnect;ﬁn

leon:

[ 0K ][ Cancel ]

9. In the next dialog you select the interface to which the zero modem cable on
the PC is connected, for example: COML1. Then click "OK" to close the dialog.

10. In the "COM 1 Properties"” dialog you select the value 115000 for "Bits per
second:".

11. Select "None" for "Flow control:".
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4 Installation and Configuration

Step Description
12. Click "OK" to close the dialog.
COM1 Properties E|@
Port Settings

Bitz per zecond: | 115200 v ]
Diata bite: | 8 W |
Parity: | None v |

Stop bits: | 1 v|

Flow control: | (RS |

[ Fezstore Defaults J

[ 0K ][ Cancel H Apply ]

13. Enter "admin" and confirm the input with <Enter>.

14. Also enter "admin" for the password. Confirm the password with <Enter>.

15. Enter "Agent" and confirm the input with <Enter>.

16. Enter the "ip <IP address of the ESM>" command and confirm the input with
<Enter>.

17. Enter the "restart” command to conclude the configuration and confirm the
input with <Enter>.

18. For the query that follows press <Y> to restart the switch.

19. Select the "File > Close" menu.

20. Acknowledge the next two queries with "Yes".

4.2 Settings in the Internet Explorer

You must change the default settings in the Internet Explorer in order to be able to
use the functions of the Web Based Management (WBM). Change the default
settings in the Internet Explorer as described below.
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4 Installation and Configuration

Table 4-2

Step Description

Start the Internet Explorer

Select the "Options - Internet Options" menu.

tab you select the "Trusted sites" option.

In the "Internet Options" dialog you select the "Security” tab. In the "Security"

Click the "Sites" button.

(https:) for all sites in this zone" option.

5. Enter the IP address of the ESM and disable the "Require server verification

Click the "Add" button. Apply the settings with "OK".

Level..." button.

In the dialog "Internet Options" - "Security" tab you click the "Custom

"Microsoft VM" setting.

8. In the "Security Settings" dialog you enable the "Custom™ option for the

Security Settings

Ax]

Setkings:

(®) Enable
I"t ) Prompt
@ Microsoft WM

) Disable Java
I"Fl High safety
() Low safety
f'tu Medium safety

#&] Miscellaneous

&) Access data sources across domains

() Disable
() Enable

(3

Reset custom settings

Reset ko | Low

Java Custom Settings... ] [ Ok

][ Cancel ]

9. Then click on the "Java Custom Settings..." button.

10. Change to the "Edit Permissions" tab.
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4 Installation and Configuration

Step

Description

11.

For the "Additional non-signed access permissions” entry you select the
options below:

e Access to all Files > Disable

e Access to all Network Addresses - Enable
e Execute > Enable

e Dialogs - Disable

System Information - Enable

Local intranet

".‘."ie_-w F'E-'fl'l'liSSil:lr'lS Edlt PE[I’I’IiSSiDnS
@ Additional nzigned Permigzions ]
rﬂ Access to all Files h |
) Diszable
) Enable
rﬂ Access to all Metwork, Addresses
) Disable
() Enable
rﬂ Execute
) Disable
() Enable
rﬂ Dialogs
) Diszable
) Enable
rﬂ System |nformation
) Disable

Fiezet Java Pemizsions

Fesetto: | Saved pemizsions

M

)4 H Cancel ]

12.

Apply the settings with "OK".

13.

Click "OK" = "Yes" - "OK" to return to the Internet Explorer.
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5 How to Use the Sample Program

12

How to Use the Sample Program

The OSM/ESM is configured via the Web Based Management (WBM).

To configure the OSM/ESM you access the Web Based Management of the
OSM/ESM using one of the standard browsers like the Internet Explorer, for
example. Among other things you can read out information about the current status
of the OSM/ESM.

Table 5-1

Step

Description

Connect the PC to the network in which the ESM is located with an
Industrial Ethernet cable.

Start the Internet Explorer

Enter the IP address of the ESM in the address bar of the Internet
Explorer and confirm the input with <Enter>.

The login screen of the ESM is displayed.

Enter the login ID below: "admin".

Enter the "Password" below: "admin".

Confirm the "Login ID" and "Password" entries with "OK".

I IN|O|aA

Via the menu in the Web Based Management of the ESM you can read
out information from the ESM and also make changes.
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