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_Security Siemens provides products and solutions with industrial security functions that
||_’1forma- support the secure operation of plants, systems, machines and networks.
tion In order to protect plants, systems, machines and networks against cyber
threats, it is necessary to implement — and continuously maintain — a holistic,
state-of-the-art industrial security concept. Siemens’ products and solutions only
form one element of such a concept.
Customer is responsible to prevent unauthorized access to its plants, systems,
machines and networks. Systems, machines and components should only be
connected to the enterprise network or the internet if and to the extent necessary
and with appropriate security measures (e.g. use of firewalls and network
segmentation) in place.
Additionally, Siemens’ guidance on appropriate security measures should be
taken into account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them
more secure. Siemens strongly recommends to apply product updates as soon
as available and to always use the latest product versions. Use of product
versions that are no longer supported, and failure to apply latest updates may
increase customer’s exposure to cyber threats.
To stay informed about product updates, subscribe to the Siemens Industrial
Security RSS Feed under http://www.siemens.com/industrialsecurity.
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1 Overview

Note

1.2

Overview
What is "Real VNC"?

The basic functions of "RealVNC" permit the transfer of the screen content of a
remote PC (server) to a local PC (viewer). Furthermore, it is possible operate the
remote PC by transmitting mouse and key commands.

Figure 1-1
VNC Server

WNC Viewer

Network

Trademarks

RealVNC is a registered trademark of RealVNC Ltd. in the USA and in other
countries.

System Requirements

Current version combinations of PCS 7 and WinCC with "RealVNC" are given in
the Compatibility Tool in Entry ID 64847781.

ATTENTION  Pay attention to the information and notes from the following manual

concerning remote access:

SIMATIC Process Control System PCS 7 Support and Remote Dialup
https://support.industry.siemens.com/cs/ww/en/view/38621092
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2 Installation

2 Installation

The "VNC for Windows" software can be procured and downloaded at this address:
https://www.realvnc.com/download/

The version used in this example is the "VNC Enterprise Edition for Windows
Vv5.1.0"

2.1 "RealVNC" Server (Service Mode)

The VNC server is started automatically in service mode as a Windows service.
You therefore have the option of connecting up to the system before a user is
logged on.

Below are instructions for installing the "RealVNC" server in service mode.

Procedure

1. Start the setup by double-clicking the executable file of "RealVNC". You need
administrator rights to do the installation.

2. Start the installation by clicking "Next >".

[15) UNC Setup o] @ |3

n VNC® Setup Wizard
c This will install YMC 5. 1.0 on your computer.
If & previous version is detected, and connections to YMC

Server in Service Mode are currently in progress, users will be
temporarily disconnected. Users can immediately reconnect as
soon as YMC Server upgrades.

Users connected to YMC Server in User Mode will not be
disconnected. YMC Server in User Mode is not upgraded until
the next time it is started.

Click Mext to continue, or Cancel to exit Setup.

[ Mext = ][ Cancel l

)
=~
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2 Installation

3. Acknowledge the terms of license.

License Agreement
Please read the following important information before continuing.

15/ wnce Setup (=] & =

Ve

Flease read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

WMNC END USER. LICENSE AGREEMENT

IM ORDER TO INSTALL ANY PART OF THE SOFTWARE (AS DEFINED BELOW),
AMD fOR. TO RETAIN THE SERVICES OF REALVNC, YOU MUST FIRST ACCEPT
THE TERMS AND COMDITIONS OF THIS AGREEMENT, BY USING ALL OR. ANY
PORTIOM OF THE SOFTWARE YOU ACCEPT ALL THE TERMS AMD CONDITIONS
OF THIS AGREEMENT. YOU AGREE THAT THIS AGREEMENT IS ENFORCEABLE
LIKE ANY WRITTEN NEGOTIATED AGREEMENT SIGMED BY YOU, IF YOU DO
MCOT AGREE THEM DO NOT INSTALL OR. USE ANY PART OF THE SOFTWARE. BY
INSTALLIMG AMY UPDATED VERSIOM OF THE SOFTWARE WHICH MAY BE MADE

@ I accept the agreement

-

Dt accept the agreement

[ < Back ][ Mext > ][ Cancel

\J

4. Select the components to be installed.

Select the "VNC Server" and "VNC Mirror Driver" components.

Select components
Which components should be installed?

15 VNC® Setup =2 Ech ==

Ve

Select the components you want to install; dear the components you want to
uningtall,
& separate installer will launch for each selected component.

Click Mext when you are ready to continue.

\.-'NC Server

. vrinter Driver
[l \.-'N
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2 Installation

(i3 yNC® Setu = |
i p =

5. Specify the target path of the installation.

Select VNC Server Location N
Where should VNC Server be installed? C

VMNC Server will be installed in the following folder.

To continue, dick Next, If you would like to select a different folder, dick Browse,

:\Program Files'\RealVMCWNC Server| Browse... J

1

[ < Back ” ﬂext:b\J[ Cancel ]

6. Add an exception to the Windows firewall for VNC Server by setting a check

mark as shown.

15 VNC® Setup [E=8Ne ==
Firewall Configuration n
Add a VNC Server firewall exception C

To enable users to connect, an exception must be added to the firewall, YNC Server
can attempt to add this exception, or you can configure the firewall yourself,

Mote that some firewalls may prevent VNC Server adding an exception. If users
experience connection problems, examine the firewall's settings.

E‘\ Add an exception to the firewall for YMC Server

< Back ][ Mext = ] l Cancel
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2 Installation

7. Start the installation with the settings explained above.

15! VNC® Setup

Ready to Install
Setup is now ready to begin instaling YMC on your computer,

change any settings.

Installing VMNC Server:
Install mirror driver
Add firewall exceptions

VMC Server destination location:
C:'\Program Files\RealVNC\WNC Server

Click Install to continue with the installation, or dick Back if you want to review or

(o] & =]

Ve

[ < Back ” lnsEII\

] [ Cancel

8. Select an option for licensing the software.

\—\
)

| # WNC Server - Licensing

Choose Licensing Operation

You must license VMC Server in order to connect to and control this compi

Options:
(@) Visit our web site to obtain a license key

) Apply a license key you already possess

&

=]

Ve

uter.
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9. You complete the installation by clicking "Finish".
The VNC server starts in Service mode.

15 VNC® Setup o] @ | 2=
n VNC® Setup Wizard completed
‘ Setup has finished installing YNC on your computer,

Click Finish to exit Setup.

inish
E\

\),

Hinweis  To connect a local computer to the VNC server, the VNC Viewer must be
installed and started on the local computer.

Remote Access to WIinCC and PCS 7 Plants with "RealVNC"
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2 Installation

2.2 "RealVNC" Server (User Mode)

The VNC server is not started automatically in user mode. You have to start the

VNC server manually.
Changing the "RealVNC" to User Mode

Procedure
1. Follow the instructions in section 2.1.

2. After successful installation as in section 2.1 the VNC server runs in Service

mode.

3. Right-click the VNC icon to open the pop-up menu and select the menu

command "Open..." to open the VNC Server dialog.

WO WM Server

VNC® Server - Enterprise - Service Mode

0 There is 1 message

¥ Get Started

Users with a Java-enabled web browser can navigate to
http://192.168.0.2:5800

Salon Oscar patent.”
¥ Connectivity
192.168.0.2
v Details

Support and upgrades contract expired on 10/1/2014,

More...

(Sl
Ve

YMC Viewer users can connect using the address 192.168.0.2

Connecting users should ensure VNC Server's signature matches f4-
5f-a2-61-cd-el-17-56 or its catchphrase is "Plasma habitat reflex.

Remote Access to WinCC and PCS 7 Plants with "RealVNC"
Entry ID: 55422236, V2.4, 02/2017
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2 Installation

4. Right-click the VNC icon to open the pop-up menu and select the menu
command "Stop VNC Server" to close the VNC Server.

Open..

Information Center...
Options...
Connections...

About...

Connect to Listening VNC Viewer...

Disconnect VNC Viewers
Guest Access
Chat...

File Transfer...

Licensing...

f Window

Check for updates...
@' Stop VMC Server
@

Acknowledge the subsequent dialog box with "Yes".

5. Start the VNC Server (User Mode) via the Windows Start menu.

. PEFIP Server

Computer
| RealVMNC
WE VMNC Server Metwork
. Advanced

Ilf' Enter YMC Server License Key Cantrol Panel

W2 VN Server (User Mode)
. Documentation —| Devices and Printers
2 VNC Server on the Web "7
. Siemens Automation
L. Startup
. Trend Micro OfficeScan Client

Default Programs

Help and Support
1 Back

Search programs and files = | m

Remote Access to WinCC and PCS 7 Plants with "RealVNC"
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2 Installation

Hinweis

6. The VNC Server is now in User Mode. The VNC Server dialog opens with the

corresponding message.

V2 VMC Server

(=]
VNC® Server - Enterprise - User Mode VE
0 There is 1 message

¥ Get Started

VMC Viewer users can connect using the address 192.168.0.2

Users with a Java-enabled web browser can navigate to
http://192.168.0.2:5800

Connecting users should ensure YMC Server's signature matches 4b-
c5-7d-74-76-d2-Te-d8 or its catchphrase is "Target insect trumpet.
Kermit cotton gizmo.”

F Connectivity
v Details

Support and upgrades contract expired on 10,/1/2014,

To connect a local computer to the VNC server, the VNC Viewer must be

installed and started on the local computer.

Remote Access to WinCC and PCS 7 Plants with "RealVNC"
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3 Configuration of the "RealVNC" Server

3 Configuration of the "RealVNC" Server

The settings below comply with the Industrial Security guidelines for PCS 7 and
WinCC plants. The requirement for remote access for service purposes is that a
competent person be present to monitor the remote access.

The following safety features are configured:

e Access is permitted only through password identification on the VNC server.

e The remote access must be confirmed by the plant staff.

e The plant staff can stop remote user operation at any time.

e The connection can be disconnected at any time.

The instructions below describe how to configure the VNC Server.

Procedure

1. Right-click the VNC icon to open the pop-up menu and open the status
overview with the "Options..." menu command.

Open..

Information Center...

Options...

Connectio @ >
About...

Connect to Listening VNC Viewer...
Disconnect VNC Viewers

Guest Access

Chat...

File Transfer...

Licensing...

Check for updates...
f Window

'@' Stop VMC Server

Remote Access to WinCC and PCS 7 Plants with "RealVNC"

Entry ID: 55422236, V2.4,
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3 Configuration of the "RealVNC" Server

2. Use the following settings for "Security".

V2 VNC Server - Options

o Security
& Usere &\ one Authentication: | VNC password -
@ Connectl @ : N
L Encryption: Always on -
© Privacy @
4 Updates o Configure passwords and features on the
R Troubleshooting Users 8 Permissions page
uﬂ Expert

OK ][ Cancel ][ Apply

3. Click "OK" and assign a VNC password under "Users & Permissions".

© Siemens AG 2017 All rights reserved

V2 VNC Server - Options

(o )le =

f' Expert

o Security
2‘. Users & Permissions @ Global permissions Add...
@ c . ~— t Standard user (user)

onnections - . Remove
® Privacy \@ ¢ VNC guest user (guest) - disabled
2 Updates N Password...
,O Troubleshooting

o The authentication scheme is VNC password.
Change this on the Security page

Permissions

Turn on to enable a feature, subject to permissions for individual users or
groups. Turn off to disable a feature; this cannot be overridden,

Contrel desktop using keyboard

Control desktop using mouse

[T Copy and paste text in either direction \
[7] Chat with other users

[ Transfer files in either direction

[ QK J[ Cancel ][ Apply

Remote Access to WinCC and PCS 7 Plants with "RealVNC"
Entry ID: 55422236, V2.4, 02/2017
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4. Use the settings shown under "Connection".

W0 VNC Server - Options EI@

o Security Connectivity
&, Users & Permissions

w [¥] Allew VNC connections over TCP Port: 5900
Pri

© racy Serve VNC Viewer for Java Port: 5800
A |pdates k 1

,o Troubleshooting

oﬁ Expert Filter computers
Action IPv4 address/subnet
Q Accept Default
+

Add rule... Remaowve rule Edit rule...

Add rules to filter particular IPv4 addresses. For each connection, the first
matching rule is applied.

Filter users

Show accept/reject prompt for each connection

[ Only show prempt if user account is logged on \
[
(&

[ oK ][ Cancel ][ Apply

5. Click "OK" to close the "Options" menu.

Remote Access to WinCC and PCS 7 Plants with "RealVNC"
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4 Establishing a Connection with the "RealVNC" Viewer

4 Establishing a Connection with the
"RealVNC" Viewer

The instructions below describe how to establish a connection to a target system.

Procedure

1. Open the VNC Viewer via the Windows Start menu.

. PEZIP Server
'+ RealVNC Control Panel
| VNC Address Book
VE VNC Viewer, i Devices and Printers

. Advanced @
a Default Programs

. Siemens Autom
L. Startup
.. Trend Micro OfficeScan Client

Help and Support

4 Back

Search programs and files

2. Enter the IP address of the VNC server.

VNCE® Viewer
C

WM Server: 101161172 -

Encryption: ’Always on

pbout.. | [ Options.. |

Remote Access to WinCC and PCS 7 Plants with "RealVNC"
Entry ID: 55422236, V2.4, 02/2017
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4 Establishing a Connection with the "RealVNC" Viewer

3. For the "Encryption" setting select "Always on".

VNCE Viewer

VM Server: 101161172

Ve

-

Encryption: ’AIways on

7)

&)

About... ] [ thiuns\.../ ]

There is no need to make any other settings, because they are preset by the

VNC server.

4. If you are setting up a connection to the target system for the first time, confirm
the signature of the VNC server with the "Continue" button.

identity cannot be checked.

VMC Server: 10.11611.72::5900

Signature: 0c-9¢-31-7f-5d-ab-c0-44

VNC Viewer has no record of connecting to this VNC Server, so its

Catchphrase:  Center diesel analyze. Smile mineral master.

Are you sure you want to connect? You won't be warned about this again.

[ Centinue ] L Cancel J

@

5. Enter the password of the target system.

V2 VNC Viewer - Authentication

VMC Serverr 10.116.11.72::5900

lsernarme:

Password: |
%
|

Catchphrase: Ce diesel analyze. Smile mineral master,

Signature: 0c-9c-31-T7f-5d-ab-cl-44

[

oK || Cancel

Remote Access to WinCC and PCS 7 Plants with "RealVNC"
Entry ID: 55422236, V2.4, 02/2017
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4 Establishing a Connection with the "RealVNC" Viewer

6. The access must be confirmed on the target system.

e "Accept" enables you to operate the target system.
e "View only" transfers the contents of the target system's screen.

VMC Server - Connection Request El

n User {anonymous) is requesting remote access to your computer,
c If you do nothing within the next 8 seconds then the request will be rejected.

View-only | Reject

@

The VNC Viewer window opens on the local system with the contents of the
target system's screen.

7. You can change the type of access at any time during a session using the
options in the "Inputs" tab.

V2 VNC Viewer - Options = ol ===

| Display| Inputs |Connection | Printing |Troub|eshooting | Expert |

Inputs: ‘Enabl.ed 7'
Enak ‘

Disabled (view-conly mode)
Pass special keys directly to VNC Server

[¥] Enable mouse input

[]Enable 3-button mouse emulation
["] Rate-limit mouse move events
Share clipboard text with VNC Server
Enable file transfer
[¥] Enable chat

Menu key:

Use these settings for all new connections

(o) [

Note The settings on the VNC Server for blocked functions (for example File Transfer,

Chat...) are NOT overwritten from here.

Remote Access to WinCC and PCS 7 Plants with "RealVNC"
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4 Establishing a Connection with the "RealVNC" Viewer

8. On the target system you end the remote access by right-clicking the

"RealVNC" icon in the taskbar and selecting "Disconnect VNC Viewers".

Open...

Information Center...
'@'Dptions. -

Connections. ..

About...

Connect to Listening YNC Viewer. ..

Disconnec C Viewers
1GUEsE ACCess '
(i = K@ 2)

File Tramsher, ..

Licensing...
Chedk for updates...

Hy/Stop VNC Serv
”I_h\'m e e et

Remote Access to WinCC and PCS 7 Plants with "RealVNC"
Entry ID: 55422236, V2.4, 02/2017
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5 SIMATIC Remote Services

5 SIMATIC Remote Services

The Siemens "common Remote Service Platform"” (cRSP) is part of the SIMATIC
Remote Services offering. Comprehensive information about the services offering
is available in this online entry:
https://support.industry.siemens.com/sc/ww/de/sc/2281

The cRSP supports various versions of VNC. We recommend changing the
settings appropriately to ensure optimum operation with RealVNC.

5.1 Making Changes on the "RealVNC" Server

The settings below are required when using the cRSP on the "RealVNC" Server.

Procedure

1. Right-click the VNC icon in the menu bar and open the status overview with the
"Options..." menu command.

’

Open..
Information Center...
Options...

Connectio

About...

Connect to Listening VNC Viewer...
Disconnect VMC Yiewers

Guest Access

Chat...

File Transfer...

Licensing...

Check for updates...
f Window

Stop VMC Server

Remote Access to WinCC and PCS 7 Plants with "RealVNC"

Entry ID: 55422236, V2.4,
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5 SIMATIC Remote Services

2. Under "Security" you set the "Authentication” to "VNC password" and the
"Encryption” to "Prefer off".

V2 VNC Server - Options [= ”E” = |

Securi

g Uesc;:;ykons Authentication: | VNC password S |

A : \

@ Connect Encryption: Prefer off ‘(\i@}

© Privacy \ N

4 Updates o Configurepasswordsandfe{@the

2 Troublesheoting Users & Permissions page =

J Expert

[ OK ] [ Cancel ] [ Apply
\J
3. Apply the settings with "OK".
Note It is not necessary to encrypt with "RealVNC" in the Siemens common Remote

Service Platform (cRSP) and there is therefore no provision for this.

The security guidelines are complied with by the security concept of the cRSP.

Remote Access to WIinCC and PCS 7 Plants with "RealVNC"
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5 SIMATIC Remote Services

5.2 Making Changes on the "RealVNC" Viewer

The settings below are required when using the cRSP on the "RealVNC" Viewer.

The table below shows the changes that need to be made. Please note, however,
that these settings are usually made by your cRSP Administrator.

For this please get in touch with your Siemens contact.

Procedure
1. Open "WinVnc" as Application Type in the Customer System.
2. We recommend making the settings below using the "Edit" button.
SIEMENS
Reraie Sevace[Home [Connoct [Files [Logs [utities [ndministration |Monuals 7 Faq_|
Administration - Edit Customer System Application
Hame: ||HeaIVnc
Appli T;pe: IV\ﬂnVnc LI
nvnc Template =]
Annotations: ﬂ
Characters remaining: 113125
User Hame: I
Domain: I
Change Control
Created by: alyabus
Modified by:  muelmill
Properties - 4 tems
Property \alue Annotations
Dizplay I
Mumber
Commanc
Line
Argumerits:
options |
Clierit ||RaaIVNC | Only neccess
The name of the application is changed in RealVNC. By entering "RealVNC"
as client type the Java applet of the RealVNC Viewer is used.
Note You need administrator rights to make changes in the Siemens Remote Service

Platform.

Remote Access to WIinCC and PCS 7 Plants with "RealVNC"
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6 Literature

6 Literature

This list is by no means complete and is only a selection of relevant information.

Subject area

Title

\1\

SIMATIC Remote
Services

https://support.industry.siemens.com/sc/ww/de/sc/2281
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7 History

v

History

Version Date Change
V1.0 10.10.2011 First edition
V1.1 18.10.2011 Adapting Siemens Remote Service
V2.0 23.02.2015 Revision for PCS 7 V8.1
V2.1 25.01.2016 Text adjustments
V2.2 04.04.2016 Revision for PCS 7 V8.1 SP1
V2.3 16.04.2016 Notes to manuals added
V2.4 21.02.2017 Notes to manuals added

Siemens Services — Competent technical support round the clock

Do you have any questions or do you need support? Using the Industry Online
Support Portal, you can access all of our Service and Support know-how round the
clock or query any of the services that are relevant to you.

The Online Support Page is the central Web address
(https://support.industry.siemens.com/) for information about products, solutions,
systems and services in automation and drive technology, and specific sectors of
industry. At the click of a mouse button, you have access to product manuals,
helpful downloads, and application examples — in short, all the information you
could ever need.

Siemens Industry’s Technical Support offers you fast and competent support for
any technical queries you may have including a number of tailor-made offerings
ranging from basic support to individual support contracts.

You can use the Web form below to send queries to Technical Support:
http://www.siemens.com/industry/supportrequest.

In the Service Catalog (https://support.industry.siemens.com/cs/sc?lc=en-WW),
you can find detailed information about other services like Training Services, Plant
Data Services, spare part services, repair services, on-site and maintenance
services, as well as retrofitting and modernization services, service programs, and
contracts.

Remote Access to WIinCC and PCS 7 Plants with "RealVNC"
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