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Server 2008 PCs?

WinCC Professional V11 and WinCC V7.0

FAQ - May 2012

£ Siemen: - Industry Automation and Drive Tecknologies - Serviced Support - Automation Service, A - Windows Intemnet Explorer

@-. = | 2] hitpi/fsupport.automation.siemens.com

L &8 Siemens - Industry Automation and Drive Techn... o s i 3 Bras = v &Y

SIEMENS ion and Drive

+8) subscribe to our newsletter now!
£ PI (PROFIBUS & PROFINET g orid-wide support

Choose & country
Selt-help

Search Product Support Documents Browse Support Dotumonts
duc B [£ 22 e

+ Toget registered

My Documentation 7]

Support by experts worldwide

Technical Forum Azk the Siemens axpeit
v v an s e technical s 1
.

w e eramo other users ab

=] Suppart Rsquest
i Now start your discussion with other users

Our service offer

Repairs, spare parts and consulting b

fe cy your instaliato:
» Technical Consultling

i Lokales Intranet | Geschitzter Modus: Akt

Answers for industry. SI E M E N S



Question

This entry originates from the Siemens Industry Online Support. The conditions of
use specified there apply (www.siemens.com/nutzungsbedingungen).

Go to the following link to download this document.
http://support.automation.siemens.com/WW/view/en/60501887

Caution

The functions and solutions described in this article confine themselves
predominantly to the realization of the automation task. Furthermore, please take
into account that corresponding protective measures have to be taken in the
context of Industrial Security when connecting your equipment to other parts of the
plant, the enterprise network or the internet. Further information can be found in
Entry ID: 150203404!.

http://support.automation.siemens.com/WW!/view/en/50203404

Question

Why do other WinCC stations not appear in the network environment on the
Windows 7 and Windows Server 2008 PC?

Answer

Follow the instructions and notes listed in this document for a detailed answer to
the above question.
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1 Network Settings

1
1.1

1.2

Public

Private

Network Settings

Firewall in Windows 7 and Windows Server 2008

The firewall in Windows 7 and Windows Server 2008 implements the rules
specified by the network location types. This is why certain types of network traffic
are blocked if you have configured "Public” for the network location type.

Network Location Types

You should use this network location type when the computer is connected to a
network that is connected directly to the internet, for example in an internet café or
hotel. It provides the greatest protection and prevents the computer from being
visible to other computers in the network. The network ID and all the file and printer
releases are disabled.

You should use this network location type when the computer is in a private
network that is protected by the internet and includes only known and trusted
computers. The network ID is enabled and all the file and printer releases are
disabled. With this network location type your computer is visible to other
computers in the network concerned.

If you use the "Private" network location type for your WinCC stations, you can see
these stations in the network environment of Windows 7 and Windows Server
2008.

Use the "Private" network location type for WinCC server-client communication and
to transfer projects from your WinCC station to the WIinCC target server.
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1 Network Settings

1.3 Network Settings for Windows 7

Table 1-1
No. Action
1. e By way of the Control Panel select the "Networks and Release Center".

e Then click "HomeGroup".

Control Panel Home . . . " .
View your basic network information and set up connections

Change adapter settings :=k 7*—-::. x ﬁ.!é;', ) See full map

Ch dvanced shari
RS BevanCEn Shalng WINTMCLIENT Unidentified netwaork Internet

settings :
g (This computer)
View your active networks Connect or disconnect
= Unidentified network Access type: MNo Internet access
Public network Connections: [ Lecal Area Connecticn
Change your networking settings
%;- Set up a new connecticn or network
= Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
'-s. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or YPM network connection,
'\a Choose homegroup and sharing cptions
Access files and printers located on other network computers, or change sharing settings.
[ Troubleshoot problems
See also e P

Diagnose and repair network problems, or get troubleshooting information.

Internet Options

2. Click "What is a network location".

Share with other home computers running Windows 7
Q% This computer can't connect to a homegroup.

/. To create or join @ homegroup, your computer's network location must be set to Home.
('-.-".'Z“ar. 15 3 network ct-:a::c-*-:)

With a homegroup, you can share files and printers with other computers running Windows 7, You can also
streamn media to devices, The homegroup is protected with a password, and you'll always be able to choose
what you share with the group.

Tell me more about hemegroups
Change advanced sharing settings...

Start the HomeGroup troubleshocter
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1 Network Settings

No.

Action

¢  Click "Home network" or "Work network" (both are private networks).

e Do not enable the option "Treat all future networks that | connect to as public, and don't ask
me again”.

Select a location for the "Unidentified network’ network

This computer is connected to a network. Windows will automatically apply the correct
network settings based on the network's location.

% Home network )
[" | If all the computers on this network are at your home, and you recognize them,

* this is a trusted home network. Don't choose this for public places such as
coffee shops or airports.

2 If all the computers on this network are at your workplace, and you recognize
# them, this is a trusted work network. Don't choose this for public places such as
coffee shops or airports.

5 Public network

If you don't recognize all the computers on the network (for example, you're in
a coffee shop or airport, or you have mobile broadband), this is a public
network and is not trusted.

(DTreat all future networks that I connect to as public, and don't ask me again.)

Help me choose

The dialog below opens if the change has been made successfully.

Successfully set network settings

- Metwark name:
“‘ Location type: Private
- This allows you to see ather computers and
devices, while making your compiiter
disconerable.

Uiewr or chanae network and thanng sertings in MNetaork and Sharnng Lentes

Wiew computers snd dewices an the metangrk

This dialog opens if the change has not been made successfully.

Windows could not set the network settings

o Metwork name: Unidentified network
k.i Yeou can try to change this setting later in the Metwork and Sharing
g Center.

Netzwerkeinstellungen Windows 7 und Server 2008
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1 Network Settings

No. Action

6. The network location is changed only temporarily for the current Windows session. When you
reboot the computer, the network settings are reset by default to the "Public" network location.
To retain the network location profile ("Private" or "Public") you have to change the local security
policy.

7.

Changing the local security policy

e  For this you click the "Windows" start button.
e Enter "secpol.msc" in "Search programs and files".
e Confirm the entry with the "Enter" key.

Programs (1)

::_-L, secpol

~
- See more results

l secpol.msc l s | | Shut down | » |

@ 2 d

e Under "Security Settings" click "Network List Manager Policies".
e Right-click "Unidentified Networks".
e  Click "Properties".

File Action View Help

i}} Security Settings

Network Name Description
I [ Account Policies

0! Unidentified Networks

R ledu hat cannot be identified due to a network issue or lack
. .'? o.ca ° ICI_ES y is Identifying Networks s that are in the process of being ident
= || Windows Firewall with Advanced Sec ﬁAII e o

orl nects to.

C | Metwork List Manager Policies )
&+ |1 Public Key Policies
1 Software Restriction Policies

[ g 1P Security Policies on Local Compute
i+ |1 Advanced Audit Policy Configuration
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1 Network Settings

No.

Action

Properties of "Unidentified Networks"

In the Properties of the "Unidentified Networks" you enable "Private" as location type and "User

can change location" for user permissions.

Metwork Location |

& network location identifies the type of network that a computer is
connected to and automatically sets the appropriate firewall settings for
that location.

Location type
7 Mot configured

(7 Public

User permissions
(7 Mot configured

(( @ User can change location: )

(71 User cannot change location

(( ok ]| concel || apply
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1 Network Settings

1.4 Network Settings for Windows Server 2008

Table 1-2
No. Action
1. e By way of the Control Panel select the "Networks and Release Center".

e Then click "Customize".

@
Tasks Network and Sharing Center
iew ite: d devi
iew computers and devices View full map
Connect to a network =
Setup a connection or netwark ._L y L' 5 * -
=5 - % —
Manage network connections —
SCADA 12008 Unidentified netwark Internet
Diagnose and repair {This computer)
E' Unidentified network (Public network) ( customize
Access Local only
Connection Local Area Connection View status

2 Sharing and Discovery

Metwork discovery © Custom j
File sharing @ On j
Public folder sharing © On j
Printer sharing @ Off{no printers installed) j
Password protected sharing @ off j

See also Show me all the files and folders I am sharing

Internet Options Show me all the shared network folders on this computer

Windaws Firewall

2. ¢ Inthe "Set Network Location" dialog you click "Private".
e Then click "Next".
e, &
5 % Set Network Location
Customize network settings

Metwork name: Unidentified network
Location type: '.{'.' " Public

Discovery of other computers and devices will be limited, and
the use of the network by some programs may be restricted.

This allows you to see computers and devices, while making
your computer discoverable,

Help me choose

Metwork Icon: LI

'4'_"?' Merge or delete network locations

e ) oo |

Netzwerkeinstellungen Windows 7 und Server 2008
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1 Network Settings

No. Action

3. Close the dialog with "Close".

—

L j o' SetNetwork Location

Successfully set network settings
— Metwork name: Unidentified network
L 8| peation type: Private

This allows you to see other computers and
devices, while making your computer
discoverable,

View or change network and sharing settings in Metwork and Sharing Centet

View computers and devices on the network

' Close '

4. The network location is changed only temporarily for the current Windows session. When you
reboot the computer, the network settings are reset by default to the "Public" network location.
To retain the network location profile ("Private" or "Public") you have to change the local security
policy.

5. Changing the local security policy

e  For this you click the "Windows" start button.
e Click "Run" and enter "secpol.msc".
¢ Acknowledge the dialog with "OK".

== Type the name of a program, folder, document, or Internet
rescurce, and Windows will open it for you,

Open: | secpol.msc j

’.wij':' This task will be created with administrative privileges.

[ QK I Cancel Browse... |
N —
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1 Network Settings

No.

Action

e Under "Security Settings" click "Network List Manager Policies".
e Right-click "Unidentified Networks".
e Click "Properties".

-ﬁ Security Settings sl Description
4 Account Policies Il Unidentified Netwarks I——‘—‘— not be identified due to a network issue or lack of identi
A Local Policies {5 Identitying Networl [[Refieies networks that are in the process of being identified.
s A Security | g all Networks .iﬁﬁ user connects to.
| Metwork List Manager Policies
[# ] Public Rey Polices
.| Software Restriction Polices
.g IP Security Policies on Local Computer

Properties of "Unidentified Networks"

In the Properties of the "Unidentified Networks" you enable "Private" as location type and "User
can change location" for user permissions.

Metwork Location

A network location identifies the type of netwark that a computer is
connected to and automatically sets the appropriate firewall settings for
that location.

Location type
" Mot configured

{* Private )

" Public

Y

~User permissions
" Mot configured

¢ 1ser can change location; )

" User cannot change location

QT] Cancel Apply
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