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Question

This entry is from the Siemens Industry Online Support. The general terms of use
(http://www.siemens.com/terms _of use) apply.

Clicking the link below directly displays the download page of this document.
http://support.automation.siemens.com/WW/view/en/ 63348591

Caution

The functions and solutions described in this article confine themselves to the
realization of the automation task predominantly. Please take into account
furthermore that corresponding protective measures have to be taken up in the
context of Industrial Security when connecting your equipment to other parts of the
plant, the enterprise network or the Internet. Further information can be found
under the Content-1D 50203404.

http://support.automation.siemens.com/WW/view/en/50203404

Question

Answer

How do you create a communication of VNC with an Industrial Thin Client SIMATIC
ITC?

The instructions and notes listed in this document provide a detailed answer to this
question.
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1 Industrial Thin Client SIMATIC ITC — Getting Started

1 Industrial Thin Client SIMATIC ITC —
Getting Started

1.1 Introduction

With the new Industrial Thin Client SIMATIC you have a powerful Thin Client solution in your
hands. This device offers a wide range of connection protocols which are rounded up with other
useful features.

these features are:

e Media Mapping
e PDF Reader
e Web Browser

This document helps you do the first steps with the device in order to establish a first connection
to a remote computer.

1.2 Setup Assistant

To set up a first connection only a few steps are necessary. Right after the first power up or
after a factory reset the setup assistant appears. The assistant helps you do the initial settings.
The Setup Assistant is identical for the most part for all available connection types. These
connection types are:

e RDP (Remote Desktop Protocol)
e VNC (Virtual Network Computing)
e Sm@rtServer

e Web (HTTP)

Before you can use any of these connections some prerequisites are necessary.

VNC connection
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1 Industrial Thin Client SIMATIC ITC — Getting Started

1.3 Virtual Network Computing (VNC)

1.3.1 Preparations on the target computer (server computer)

With VNC a connection will be established to a remote computer using the virtual Network
Computing Protocol (VNC). The VNC computing is typically not installed on a Windows system
and has to be provided by an external tool. In the most UNIX/ LINUX distributions it is already
part of the system. Therefore VNC is suitably usable in heterogeneous computer environments.

Setting up RealVNC Servers on a Windows XP

You can see in the following steps a configuration of a Real VNC server under Windows XP. To
use the VNC protocol with Windows XP use the following steps.

e  Click on the ,Start" -Button of Windows.

e Navigate to the entry “programs” and follow
the submenues to the entry “VNC Server 4 [ svune -
(Service Mode) bttt e

e Select the entry “Configure VNC Server” (D Hr e i ¢
Gl ¥NC Sorver 4 (Servion o) (P Configuen VNG Servicn
.'j Oy P * ."J WNC S 4 (U Mada) L3 E Rogctor YNC Swrvicn
Fid TV b YN Viewer 4 F|VE Slarl YNC Service
¥ 0 Unit Convession Todd  + V2 Slop YNC Service:
VP Urregster VG Service.

indows XP Pro

7y start eCLPFORET N

e The Properties dialog will open with VYNC Server Properties (Service-Mode) [E
different tabs.
. . . Sharing Deskiop Capture Method Legacy
e Click onto the ,Authentication“ tab Authenticaton | Cannections nputs
e Choose an acceptable option between the
offered ones. ) No Authertication

() ¥NC Password Authentication

E ncryption:

] Prompt lozal user to accept connections

e Configure a password, if desired.

Ok l [ Cancel

VNC connection
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1 Industrial Thin Client SIMATIC ITC — Getting Started

e  Click on the ,Connections” tab

e Allow incoming connections on the default
ports
Confirm your selection with ,OK”

FELVNC Server Properties (Service-Mode) X

!_ ".S_Har}r;g il E)e.;dop B E;aPturé_l;'l_etﬁocl_“_!! -_Legf_y__!
Authentication | Connections || Inputs |

) Mo Authentication

: Mew Pazsword:
Encryption:  |Bhways [ | mm

Confirm Passwond: | i

[ Prompt local user tg

[ Ok ][ Cancel ]

"B ¥NC Server Properties (Service-Mode)

| Sharing || Desktop | Capture Method Legacy |
| Authentication | Connections Inputs
Accept connections on park: 5300
Dizconnect idle clients after (zecondz]: 3600

Serve Java viewer via HT TP on port; &a00
Acceszs Control

[] Only accept connections from the local machine

+ Add
Remove
tove Up

kdiove Do

Edit

] ] l Cancel Apply
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1 Industrial Thin Client SIMATIC ITC — Getting Started

Click again onto the Windows ,Start” button
to start the VNC server.

Follow the submenus to the entry ,Start
VNC Service”

There will be a message box, telling about
the status of the operation

Note

the server computer is now ready to accept
VNC connections from the

Industrial Thin Client SIMATIC ITC

Take a note of the server computers IP
address.

For this enter the command ,ipconfig” at a
command prompt.

e.g.. 172.16.12.51/ 16

SIMATIC
. Microsaoft Update

Maoby APT and driver 3964R,

Prograrns

I openvPn
Docurents ) S7PTrailvl.z

, uﬂ Unit Corrversion

Settings

w
w

Search
Help and Suppart

Run...

Shut Down, ..

=2 Configure WNC Service
Ll'j OpenvPR 3 nlﬂ YNC Server 4 {User-M Reqister WMC Service
¥ S7PTrail v.2 W[ WNC Viewer 4
, u'_:_'l Unit Canversion Tool ¥

Unregisker YMC Service

¥NC Server : Information g|

‘E) Started service successfully

C:\>ipconfig

Windows IF Configuration
[Ethernet adapter Local Area Connection 4:

..... : 12.51
i 4 : : ScfF:fefe:4d95nd
LIl ii72.16.9.108

Tunnel adapter Teredo Tunneling Pseudo-Intexface:

Connection-specific DN§ Suffix . :
IP Address. - . . o t FeBB:zfFFEzEEEE:FEFAXS
Default Gatewvay - :

Tunnel adapter Automatic Tunneling do-Interface:

Connecti NS Suff

IP Addre
Default T

fe8B::5efe:172.16.12.51%2
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Setting up a VNC Server in Ubuntu 12.04 LTS

To use the VNC protocol with Ubuntu 12.04, follow the given instructions. In other distributions

the following description may differ.

Click onto the Ubuntu Dash.

Select the entry ,Desktop Sharing“ or enter
.Desktop Sharing“ into the ,search...” box.

A setup dialog opens for
.Desktop Sharing“

Allow users to view your desktop.

Setup further permissions and, if desired,
configure a password.

Close the dialog

Note

The server computer is now ready to accept
VNC connections from the

Industrial Thin Client SIMATIC ITC.

5
@ Desktop Sharing Preferences

Sharing

& Allow other users to view your desktop

& Allow other users to control your desktop

Security

& You must confirm each access to this machine
[& Require the user to enter this password: ©900000@®

Automatically configure UPnP router to open and Forward ports

Show Notification Area Icon
Always
@& Onlywhen someone is connected
Never

Help Close

VNC connection
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1.3.2 Setting for the Industrial Thin Client SIMATIC ITC

e  Select the desired User Interface language
in the upper right corner.

e Assign the device name.

Used to identify the device in the
natwork

Connection password Administrator password
current password current passiword
ming

Change administrator password. ..

il 02.00.00.00_01,10.00.06

To assign the device name, hit the box
below the label ,Device name”. An
onscreen keyboard can be used to enter
the device name.

Note
As an alternative method you may also
connect a USB keyboard to the device.

e The next step is to change the standard
password from ,admin“ into something else.
Hit the Button ,Change administrator

password* Used| Change Password
e Enter at first the current password (default :""ou_.m
is ,admin“) and assign a hew password. ,,,';':u..m

e Repeat the new password by retyping it.

e Activate the new password with a click on
the ,OK“ Button.

AlGr  WIN  Dal  NUM

VNC connection
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Assign an IP address on the next page. In
order to do that hit the ,Next” Button at the
upper right corner

Select ,Dynamic*, if you have an active
DHCP server in the network. If so, select
the method the device should use to
authenticate itself to the DHCP server.
Possible options are:

- using the MAC address

- using the Device hame

With ,Static* you manually enter the IP
parameter.

Assign an IP address from within the same
subnet as the target computer is in to the
Industrial Thin Client SIMATIC ITC.

Here e.g.

IP :172.16.100.240

Subnet mask: 255.255.0.0

Go to the next page by hitting the ,Next”
button.

Used to identify the device in the
natwork

Connection password
current password

B 02.00.00.00_01.10.00.06

17216100 240
Subnet mask
255.255.00
Dufault gatwway
172160100
DNS Sarver

Calibeation
[ righe-ctick

Administrator password
currant password

Change administrator password. .

Static Dynamic
Network settings
1P-addras
172,16 100.240
Suboat mask
25525500
Defautt gatwway
172.16.0.100

Select ,VNC* for the connection type.
Name the connection for easier

10
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1 Industrial Thin Client SIMATIC ITC — Getting Started

identification later on.

e Type the previously noted IP address of
your target computer into the ,Server” field
e.g.: 172.16.12.51

e In case necessary, enter logon credentials
into the fields ,,User” and ,Password”

Servar (IP-addrews or Hostaddress)
172161251

Port

5900

Start program

This finalizes the initial settings for the Industrial Thin Client SIMATIC ITC. This enables the
device to establish your first connection to the target computer.

VNC connection
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133

Additional setting for a VNC connection

There are some more settings you can apply to a connection. They may be useful depending on
the situation the Industrial Thin Client SIMATIC ITC is being used.

Enabling the checkbox

JAutostart connection” initiates an
automatic connection establishment on
startup of the device.

If you enable the

~Show connection (Favorites)” this
connection will be listed in your favorites
list. This allows for a quick connection
change.

In case the Industrial Thin Client SIMATIC
ITC looses the connectivity the checkbox
.Reconnect automatically” tries to
reestablish the connection automatically
without asking the user.

The connected USB media can be used
with the MediaExplorer.
(USB Sticks or USB hard drives)

e Click onto the menu and select the entry
+USB devices".

e  The MediaExplorer will open

_— [pLez=

les stored on This Computer

Shared Documen ]

D Administrator's Doc

ard Disk Drives

i) SYSTEM(C)

@ DATA (D7)

@ Control Panel

~/ simatic shell

The MedienExplorer allows access to files
and documents on the USB media.

Hit the folder on the left side tree view to
see the content of that folder.

- 0o@EEe - 4l[meda m
+ ® PENDRIVE(sAb1) Nams TToie Date Mod Owier
= PENDRIVE (sdbl} Folder 1jan 1. rwxrwxrwx root root

12
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You may even read PDF files, since there
is a PDF reader integrated into the
Industrial Thin Client SIMATIC. This allows
you to read Manuals such as this Getting
Started.

Double click onto the PDF file.

> L 1| TS Ty O
Py g e

This document belps you do the first steps with the device in order to establish a first
CORBBCLON 10 & MEmote compaler,

Setup Assistant

To set up afirst connection only a few steps ane recessary. Right after the first pawer up
or after a factory reset the setup assistant appears. The assistant helps you do the initial
sttings.

[ T} Assign the device name.

frs
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1.34 Create a new VNC connection

With the Industrial Thin Client SIMATIC ITC it is possible to keep more than one connection
operating. For this to work you need to create a new connection.
Proceed as described to create a new connection.

T ==

e  Click in the Industrial Thin Client SIMATIC
.

ITC Menu onto the settings symbol |
A menu will open up

e  Click on the entry ,Configuration”

iles Stored on This Computer

| shared Docurents u Adriistrator's Do

e

w DATA (D2)

@ Control Panel

In the Overview screen choose the left

Symbol to allow changes.

Type in the Administrator password for the
Industrial Thin Client SIMATIC ITC and hit
~Logon*

VNC connection
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Select in the left list the entry ,Connections”

Click on ,New" to create a new connection.
There will be a new dialog allowing for the
same settings to be made as the Setup
Assistant did.

Connections

Connections

New ||

Edi
Add new connection
Connection type Domain
<pleasa choose a type>
Connection name User
Description Password
Server (IP-address or Hostaddress) r| A5 & ocanertion
Port I_l Show connection (Favorites)
ﬂ reconnect automatically
Start program
|| Connect UsB as drive
redundant 2nd server r] Gutanatcasaling
Cancel
VNC connection
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Click on ,Edit" to adjust connection settings
for an existing connection. A dialog will
open up to allow all relevant changes to be
made for the selected connection.

Connections

. Marvin

Information

Connections

New ‘ Edit Test

Edit connection
Connection type Domain

@ v
Connection name User
Marvin
Description Password
Server (IP address)

E Autostart connection

172.16.12.51
Fort @ Show connection (Favorites)
5900 E reconnect automatically

Start program

redundant 2nd server

Cancel QK

16
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