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Warranty and Liability

Warranty and Liability

Note

Security
informa-
tion

The Application Examples are not binding and do not claim to be complete
regarding the circuits shown, equipping and any eventuality. The Application
Examples do not represent customer-specific solutions. They are only intended
to provide support for typical applications. You are responsible for ensuring that
the described products are used correctly. These Application Examples do not
relieve you of the responsibility to use safe practices in application, installation,
operation and maintenance. When using these Application Examples, you
recognize that we cannot be made liable for any damage/claims beyond the
liability clause described. We reserve the right to make changes to these
Application Examples at any time without prior notice.

If there are any deviations between the recommendations provided in these
Application Examples and other Siemens publications — e.g. Catalogs - the
contents of the other documents have priority.

We do not accept any liability for the information contained in this document.

Any claims against us — based on whatever legal reason — resulting from the use of
the examples, information, programs, engineering and performance data etc.,
described in this Application Example shall be excluded. Such an exclusion shall
not apply in the case of mandatory liability, e.g. under the German Product Liability
Act ("Produkthaftungsgesetz”), in case of intent, gross negligence, or injury of life,
body or health, guarantee for the quality of a product, fraudulent concealment of a
deficiency or breach of a condition which goes to the root of the contract
("wesentliche Vertragspflichten”). The damages for a breach of a substantial
contractual obligation are, however, limited to the foreseeable damage, typical for
the type of contract, except in the event of intent or gross negligence or injury to
life, body or health. The above provisions do not imply a change of the burden of
proof to your detriment.

Any form of duplication or distribution of these Application Examples or excerpts
hereof is prohibited without the expressed consent of the Siemens AG.

Siemens provides products and solutions with industrial security functions that
support the secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber
threats, it is necessary to implement — and continuously maintain — a holistic,
state-of-the-art industrial security concept. Siemens’ products and solutions only
form one element of such a concept.

Customer is responsible to prevent unauthorized access to its plants, systems,
machines and networks. Systems, machines and components should only be
connected to the enterprise network or the internet if and to the extent necessary
and with appropriate security measures (e.g. use of firewalls and network
segmentation) in place.

Additionally, Siemens’ guidance on appropriate security measures should be
taken into account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them
more secure. Siemens strongly recommends to apply product updates as soon
as available and to always use the latest product versions. Use of product
versions that are no longer supported, and failure to apply latest updates may
increase customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial
Security RSS Feed under http://www.siemens.com/industrialsecurity.
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1 Task

2.1 Overview

1 Task

Introduction

The application example describes the configuration steps for creating a secure
OPC UA connection (UA Security)1 between a SIMATIC S7-1500 controller and a
Comfort Panel.

Overview of the automation task

An HMI operator panel and a PLC are used for machine control. The HMI operator
panel communicates with PLC 1 via an HMI connection.

The same operator panel is used to output the machine data of other plant parts.
The HMI operator panel receives the data from the plant-related PLC (in this case:
PLC 2).

Communication between the HMI operator panel and PLC 2 requires data integrity
(authorization and encryption).

The following figure provides an overview of the application example.

Figure 1-1
Operator Panel PLC 2
L
Plant n =
PLC1 < > Operator Panel
Setpoint speed T
LT ] Actual speed o5 m
] | PLC 1: Exp amt of pcs
l Act amt of pcs
l_] PLC 2: Setpoint speed
S Datal i . Actual d
ata Integrit ctual spee
[ / grity p
HMI Connection
B PROFINET IE

uAa Security consists of authentication and authorization, encryption and data integrity via
signatures.

OPC UA Connection between S7-1500 and Comfort Panel
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2 Solution

2.1 Overview

2 Solution

2.1 Overview

SIMATIC Comfort Panels and SIMATIC S7-1500 controllers are used to control the
plant areas.

The SIMATIC S7-1500 controllers provide data (tags) that is accessed by the
Comfort Panel.

The devices are parameterized as follows:
e The Comfort Panel is parameterized as an OPC UA client.
e The SIMATIC S7-1500 controller is parameterized as an OPC UA server.

e The Comfort Panel communicates with the controller (PLC 2) via an OPC UA
connection. Data integrity through encryption and digital signatures is
supported by the OPC UA communication interface.

Diagrammatic representation
The diagrammatic representation below shows the most important components of

the solution:
Figure 2-1
Comfort Panel PLC 2 (S7-1500)
Plant n
S7-150 Comfort Panel
Setpoint speed —
Actual speed
PLC1: Exp amt of pcs

010 Act amt of pcs
T 101
D

PLC 2: Setpoint speed
OPC UA Connection Actual speed

HMI Connection
[l PROFINET IE

Configuration

All devices are integrated into a PROFINET network. The devices communicate
with each other via an HMI connection and the OPC UA interface.

The following devices are used as hardware:
e SIMATIC S7-1516-3PN/DP controller (server)
e SIMATIC HMI TP900 Comfort (client)

Note The application example describes communication via OPC UA and the
implementation of data integrity. Configuring an HMI connection is required.

OPC UA Connection between S7-1500 and Comfort Panel
Entry ID: 63481236, V1.0, 04/2017 5
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2 Solution

2.2 Hardware and software components

2.2 Hardware and software components

Validity
This application example is valid for:

e WInCC Advanced V14 or higher.

e Comfort Panels and HMI operator panels that support communication via

OPC UA.

Hardware components

Table 2-1
Component No. Article number Note
CPU 1516-3PN/DP 1 6ES7 516-AN01-0ABO Firmware version V2.0 or
higher
TP900 Comfort 1 6AV2 124-0JC01-0AX0 All HMI operator panels that
support OPC UA

Software components

Table 2-2
Component No. Article number Note
STEP 7 1 6ES7822-1AA04-0YA7 Or later version

Professional V14

WinCC Comfort V14 | 1 6AV2101-0AA04-0AH5 Or later version
6AV2101-0AA04-0AA5

Sample files and projects

The following list contains all files and projects that are used in the application

example.

Table 2-3

Component

Note

63481236_Part3_CODE_S7-
1500_Server_Panel_Client.zip

This zip file contains the STEP 7 and
TP900 Comfort project.

63481236_Part3_S7-
1500 Server Panel Client_en.pdf

This document.

OPC UA Connection between S7-1500 and Comfort Panel
Entry ID: 63481236, V1.0, 04/2017
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3 Configuration and Project Engineering

3.1 Preparation

3
3.1

General

Date/time

Configuration and Project Engineering

Preparation

To illustrate the independence of OPC UA communication between the controller
and the HMI operator panel, the application example consists of two separate
sample projects.

e Project 1: STEP 7 Professional configuration.
e Project 2: WinCC Comfort configuration.
The sample projects include all the settings described in this document.

The partners of signed and encrypted connections via OPC UA automatically
exchange certificates. The certificates specify the validity period in UTC+0. The
certificate recipient converts the validity period to its local time and checks it for
validity. This conversion can differ depending on the device.

Make sure that all nodes in the network have the same date and time setting. In
addition, make sure that the correct time zone is set and consider any automatic
standard time / daylight saving time changeover.

USB flash drive

After downloading the project to the Comfort Panel and starting the runtime, the
Comfort Panel generates a certificate. In a later step, this certificate must be copied
to a USB flash drive and stored in the certificate manager. The certificate manager
is in the STEP 7 user program configuration (see Chapter 3.2 "STEP 7
configuration (server)”, Table 3-1 section "13”).

Make sure that the USB flash drive is detected by the panel. Alternatively, you can
use the "Sm@rtServer” service to directly access the panel’s file system and
directly copy the certificate.

For more information about "storage media”, see \3\.
For more information about "network shares”, see \4\.

STEP 7 configuration

The starting point is an existing STEP 7 Professional project with a SIMATIC
S7-1500. No other components are needed in the configuration.

The application example includes a SIMATIC S7-1516 3PN/DP. Make sure that the
S7-1500 uses firmware version V2.0 or higher.

Comfort Panel

The starting point is an existing WinCC (TIA Portal) project with a SIMATIC
Comfort Panel. No other components are needed in the configuration.

This application example uses a TP900 Comfort Panel.

OPC UA Connection between S7-1500 and Comfort Panel
Entry ID: 63481236, V1.0, 04/2017 7
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3 Configuration and Project Engineering

3.2 STEP 7 configuration (server)

3.2 STEP 7 configuration (server)

A STEP 7 Professional project with a CPU 1516-3PN/DP forms the basis.

OPC UA configuration
Table 3-1

No.

Action

e Go to the Device view (3).

1. Starting the configuration console

OpcUaPic1500 » Plant! [CPU 1516-3 PN/DP]

e Inthe project tree, open the PLC device configuration (1).
e Select the S7-1500 controller (2).

| Topology view [ Network view

Devices

~ ] OpeusFicis00

B ~dd new device /
o ea3pon <

vice configuration

% online & diagnostics Railo1
~ [igl Program blocks
B Add new block
& Main [081]
|@ DB100_OpcUa_Data [DE100]
§ DB200_57_Data [DB200]
» [ Technolagy objects
» [d Energyobjects
» @ External source files

» [ PLCtags (<] u

ﬂxf He |z

» [ PLC data types

[ Properties  |*i} Info_1)| & Diagnostics |

» [ Watch and force tables
» [ online backups

|| General | 10tags [ Systemconstants | Texts |

» [ Tces g cenerc)

» [if, Device proxydata

— » DFinterface [X3]
~ I Details view B

» PROFINETinterface [X1]
8 Program info » PROFINETinterface [x2]

~
B cenerai B
H Projectinformation

2. Certificate manager

"Certificate manager” section (1)
e "Global security settings” (2).

3

In the Inspector window, open the following path.
"General > Protection & Security > Certificate manager”

Check the "Use global security settings for certificate manager” check box

Checking the check box creates a folder named "Global security settings”
in the project tree. To perform the following steps, first log in to this folder.

J General || 10 tags H System constants || Texts

b General

» PROFINETinterface [X1]
» PROFINETinterface [X2]
» DPinterface [x3]

Cycle
Cemmunication load
System and clock memory
SIMATIC Wemory Card

» System diagnostics
PLCalarms

» Wieb server
DNS configuration

» Display
Multilingual support

Time of day
- Protection & Security
Connection mechanisms

Security event

7\
ﬁél Jro—~es ||:il|nfo yHﬂ Diagnostics |
/

Certificate manager

Global security settings

starup | The glabal security settings for the certi
* Onlylimited functionalityis availabl

Device certificates

ID | Common name of subject Issuer Valid until

Z manager are not enabled.

[] use global security settings for certificate manager

OPC UA Connection between S7-1500 and Comfort Panel
Entry ID: 63481236, V1.0, 04/2017
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3 Configuration and Project Engineering

3.2 STEP 7 configuration (server)

No.

Action

Devices

3. Global security settings (login)

In the project tree, navigate to the "Global security settings” folder (1).
Double-click "User login”. The user login window opens (2).

Project tree

.
2k

> | ] Plant
ﬁﬁ.dd new device
g Devices & networks
» [ Plant [CPU 1516-3 PN/DP]
» % Ungrouped devices
~ 53 Global security settings

§7 Userlogin

» ;i Comron data
» 5] Documentation settings
» '::; Languages & resources
» p_m Online access
» [ Card ReaderlUSB memoary

Jo

4. Re-login

When you log in for the first time, a window appears where you initially store the
user data.

In this window, enter a user name and password.
Use the "Log in” button to confirm your entries.

In this application example

User: simatic
Password:  100simatic
User login

@= Creste & new security user (sdministrator):

Username: |

Fassword: |

Confirm password: |

Comment: |

OPC UA Connection between S7-1500 and Comfort Panel

Entry ID: 63481236, V1.0,

04/2017
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3 Configuration and Project Engineering

3.2 STEP 7 configuration (server)

No.

Action

5.

"Global security settings” view (logged in)

The "Certificate manager” folder is displayed after successful login (1). For
detailed information about the certificate manager, please refer to the information
system (help).

Project tree o«

Devices

e
=5

¥ 7 OpcUaPlc1500
B ~dd new device
ﬁﬂn Devices & networks
» [ Plant1 [CPU 1516-3 PN/DP]
» Id Ungrouped devices
= Eg Global security settings
i? User login
§## Usermanagement /
-Hﬂl Certificate manager E
Eﬂ Firewall
T‘IE'J, VPN groups
D) NP
» [ RADIUS
» [g§ comman data

O,

* v v

To do changes under the "Global security settings"

You need to be logged in to make changes to the "Global security settings”.

To log in again, click "User login” in the "Global security settings” menu in the
project tree.
Enter the user name and password and then select the "Log in” button.

simatic
100simatic

User name:
Password:

OpcUaPlc1500 » Global security settings » User login

User login

@= Logintomake changes to security semings:

Username: |5imat\[ |

e ——— a

Password:

OPC UA Connection between S7-1500 and Comfort Panel
Entry ID: 63481236, V1.0, 04/2017
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3 Configuration and Project Engineering

3.2 STEP 7 configuration (server)

No.

Action

7.

Continuing with the settings in the PLC device configuration

Note:

To perform the following steps, you need to be logged in to the

"Global security settings”.

In the Inspector window, open the following path.
"General > Protection & Security > Certificate manager”

"Certificate manager” section

e "Device certificates”

- In the "Common name of subject” column, click the "...” button (1) or click

"<Add new>".

- In the new window, click the "Add” button (2). The "Create a new
certificate” window opens (described in the next section).

Certificate manager

Global security settings

The global security settings for the certificate manager have been selected.

Full functionality is available.

[V Use global security settings for certificate manager

Device certificates

o

e e e mf ebieer

'r./G-> Valid until

IC]

Certificates

]

Certificates

[ 1M

Commaon name of subject | Issuer

< i

\
K Add new

Note

If the "Create a new certificate” window does not open after clicking the "...”
button (1), check the "Global security settings”. You need to be logged in to this

folder.

OPC UA Connection between S7-1500 and Comfort Panel
Entry ID: 63481236, V1.0, 04/2017
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3.2 STEP 7 configuration (server)

No. Action
8. - "Create a new certificate” window view
Create a new certificate %
CA

Choose A Ow the new certificate is to be signed:

@;5elfswgned
() signed by certificate autharity

CAname: |1 Siemens TA FrojectiZDjk6QOZ0E ':I:E|V|

Certificate parameter
Enter the parameters for the new certificate:

Commaon name of subject: |PIc-0cha-PIant-01

4

Signature: | shalRsA

4

o5

)c)

Valid from: |Dct0ber 31, 2016 02:59:00 FPM

4

A\

|
Valid until: [October 31, 2037 12:00:00 AM |+
|

Usage: [OPC UA client & server

Subject Alternative Name Type Walue
(&80 IP [=] 172163434
P 192.168.1.1
<] ] 2]

DK{bJ | Cancel

- (1) Select the "Self signed” radio button.

- (2) Specify any name. Choose a name that is related to the PLC/plant.

- (3) From the drop-down list, select the following signature.
The signature must match the connection settings on the
Comfort Panel. If the Comfort Panel uses the "Basic128Rsa15” setting,
select "sha1RSA” from the drop-down list.

- (4) Specify the certificate’s validity period.
Note:
The created certificate will later be stored on the Comfort Panel.
The "time zone/UTC” set on the panel is key to ensuring that the
certificate is valid immediately.

Tips for specifying the validity period:
When specifying the validity period in "Valid from”, you can edit the
date and time.
If the date and time in the PLC and on the Comfort Panel are identical,
specify one day earlier than this date in "Valid from”.
Example: Current date November, 9 2016 > November, 8 2016.

This makes the next steps for certificate handling easier.

- (5) From the drop-down list, select "OPC UA client & server”.

- (6) Enter the server’s IP address. In this case, the S7-1500 controller’s IP
address.

OPC UA Connection between S7-1500 and Comfort Panel
Entry ID: 63481236, V1.0, 04/2017 12
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3 Configuration and Project Engineering

3.2 STEP 7 configuration (server)

No.

Action

9.

In the Inspector window, open the following path.
"General > OPC UA”

"General” section:

- Application name
The name is automatically generated by the system. You can customize
the name (1). The name is not relevant to the application example.

"Server — General” section:

- Check the "Activate/deactivate server” check box (2).
A security message appears. Read and confirm the message.

OPCUA

General

Application name: | SIMATIC.S7-1500.0PC-UAServerPlantl |

Server

> General

[¥) Activateldeactivate server

10.

o "Accessibility of the server”

- Server addresses:
Displays via which address the server can be accessed (in this case: the

S7-1500 controller).

Address syntax:
opc.tcp://IP-address of server:port

"Options” section

- Port: Specifies the port address. You can specify a value between
1024 and 49151. The default address, "4840”, was applied.
- Publishing and sampling interval: For details, refer to the online help.

(The settings are CPU-specific.)
Accessibility of the server
Server addresses:
Address

opc.tcpd172.16.34.34:4840
opc.tcpdi192.168.1.1:4840

<] i ]
»  Options
Port: [4840 |
Minimum publishing interval: [ 200 ms |
Minimum sampling interval: [ 100 ms |

OPC UA Connection between S7-1500 and Comfort Panel
Entry ID: 63481236, V1.0, 04/2017
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3 Configuration and Project Engineering

3.2 STEP 7 configuration (server)

No. Action
11. "Security > Secure Channel” section
e "Server certificate”
- Server certificate:
Click the "...” button (1). In the newly opened window, select the server
certificate you have created.
e "Security policy”

- Security policy available on the server:
Specify the encryption (2).
Follow the settings made on the Comfort Panel in "Connections” (see
Chapter 3.3.1 Creating the certificate).

Note
Uncheck any security policies that you do not need.

> Security

> »  Secure Channel

Server certificate
The global security settings for the certificate manager have been selected.
Full functionalityis available.

The server certificate is used to verify the servers identity when itis accessed
enable endpoint security.

Server certificate: [T ICR T o] !

O

Security policy

Mote: |When the "No security' security policy is activated, every OFC
UA client can still connect using this setting, regardless of any
security settings that follow.

Security policies available on the server:

Activateideacti... |Name
(| Mo security

O Basic128Rsal15 -Sign

=] Basic12BRsa15 -Sign & Encrypt
O Basic256Rsal15 - Sign

= Basic256Rsa15 - Sign & Encrypt
= Basic2565ha256 - Sign

= Basic2565ha256 - Sign & Encrypt

OPC UA Connection between S7-1500 and Comfort Panel

Entry ID: 63481236, V1.0,

04/2017
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3 Configuration and Project Engineering

3.2 STEP 7 configuration (server)

No.

Action

12. .

"Trusted clients”

("General > OPC UA > Trusted clients”).

- This is where you add the certificates of nodes that are allowed to connect
to the controller.

Trusted clients

The global security settings for the certificate manager have been selected.

Full functionality is available.

To allow a connection to the server to be established for specific clients, their certificates can be
added to the following list of trusted clients. To allow any client to establish a connection, you
can enable the "Automatically accept all client certificates during runtime® option.

ID | Common name of subject | Issuer | Valid until

[] Automaticallyaccept all client certificates during runtime

Note:
Before you perform the next steps, the certificates must have been stored in the
"Global security settings > Certificate manager > Device certificates” menu.

13. Certificate manager

Log in to the "Global security settings” (1).

Login data used in the application example:
User name: simatic
Password: 100simatic

Double-click the "Certificate manager” item to open the certificate manager

Q).

Project tree o«

Devices

e
=5

¥ 7 OpcUaPlc1500
B ~dd new device
ﬁﬂn Devices & networks
» [ Plant1 [CPU 1516-3 PN/DP]
» Id Ungrouped devices
= Eg Global security settings
i? User login
iﬁ User management /
_!ﬂl Certificate manager E
» Eﬂ Firewall
] T!E'J, VPN groups
» [D nte
» [] RADIUS
» [g§ comman data

In the certificate manager, select the "Device certificates” tab.

OPC UA Connection between S7-1500 and Comfort Panel

Entry ID: 63481236, V1.0,

04/2017
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3 Configuration and Project Engineering

3.2 STEP 7 configuration (server)

No.

Action

Requirement

14. Adding the Comfort Panel certificate

You have backed up the Comfort Panel certificate to a storage medium (see
Chapter 3.3.1 Creating the certificate).

¢ Right-click a blank field.

e  Select the certificate (2).

e  From the context menu, select "Import”.

* Navigate to the storage location where you have stored the Comfort Panel
certificate. In this case: "USB flash drive”.

e Use the "Open” button to complete the process.

OpcUaPlc1500 » Global security settings ¥ Certificate manager

|_-§i|] Certificate authority (CA)

" |l Device certificates ",J, Trusted certificates and root cert...

Device certificates

on name of subject » | Issuer

valid to Used as

ANycUa-Flant-01

Flc-OpcUa-Flant01  10/31/2037 OPC UA client/ server certificate of the module Plan.

Delete

Export MName
Show
Renew

Replace

=] WinCC_RT_Advanced[683667404 AF706EDDI2O50FIETO6143EFFEDTEAT . der

[Certificate- (*.der*.cen*ort g Vl

| Open ] [ Cancel ]

15. Newly added certificate view

to the PLC.

The screenshot shows the newly added Comfort Panel certificate. Memorize the
ID number. In this case: "43". (If there are older certificates with the same name,
the ID number allows you to determine the currently valid license more quickly.)

In the PLC device configuration, you can now assign the Comfort Panel certificate

OpcUaPlc1500 » Global security settings » Certificate manager

|_,ﬂ| Certificate authority (CA) ” |4 Device certificates um‘, Trusted certificates and root cert...

Device certificates
ID  Common name of subject Issuer

Valid to Used a5

43 WinCC_RT_Advanced@HMPanel WinCC_RT Advanc... 10i27/2046 Certificate

42  Plc-OpcUa-Plant01

Plc-OpcUa-Plant01  10i31/2037 OPC UA clienti server certificate of the module PL.

OPC UA Connection between S7-1500 and Comfort Panel
Entry ID: 63481236, V1.0, 04/2017
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3 Configuration and Project Engineering

3.2 STEP 7 configuration (server)

No.

Action

16.

Continuing with the settings in the PLC device configuration

In the Inspector window, open the following path.
"General > OPC UA”

e "Trusted clients”
("General > OPC UA > Trusted clients”).

- Step1l: Click "<Add new>".
- Step 2: In the new window, select the certificate of the node with which
the controller is to communicate.

- Step 3: Use the "green check mark” to confirm your selection.
- To add more nodes, repeat the above three steps.

Trusted clients

The global security settings for the certificate manager have been selected.

Full functicnality is available.

To allow a connection to the server to be established for specific clients, their certificates can be
added to the following list of trusted clients. To allow any client to establish a connection, you
can enable the "Automaticallyacceptall cli ertificates during runtime” option.

ID | Commaon name of subject _Zuer | Valid until

D Autornatically accept all client certificates during runtime

Note
Make sure that the "Automatically accept all client certificates during runtime”
check box is unchecked (2).

17.

"User authentication” section

"Guest authentication”
Select one of the options listed in this section. In this case: "Enable guest
authentication” (1).

> > User authentication

Guest authentication

Mote: |The guest authentication allows access to the server without
authentication by usernameipassword.

[W) Enable guest authentication

User name and password authentication

Mote: |Enabling this option allows users to authenticate themselves by
providing & valid user name and password.

D Enable user name and password authentication

OPC UA Connection between S7-1500 and Comfort Panel
Entry ID: 63481236, V1.0, 04/2017
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3 Configuration and Project Engineering

3.2 STEP 7 configuration (server)

No.

Action

18. "Export” section

"Export OPC UA XML file”
This function allows you to export enabled PLC and DB tags. For details
about the functions, please refer to the information system (help).

>  Export
Export OPC UA XML file

Note: |The OPC UA server provides access to all PLC tags and DB variables
which are checked as "Accessible from HMIOPC UA'. It is possible to
export an OPC UA XML file to support offline engineering of OPC UA
clients.

| ExportoPCUAXMLAle |

"OPC UA” section

19. In the Inspector window, open the following path.
"General > Runtime licenses”

(To use the "OPC UA” option, you need a valid license)

Runtime licenses

- Type of purchased license:
From the drop-down list, select the license you purchased. This case uses
the "SIMATIC OPC UA S7-1500 medium” license (1).

J General || 10 tags ” System constants ” Texts

b General

OPCUA

» FROFINETinterface [X1]
» FROFINETinterface [X2]
b DFinterface [X3]

-

. Type of required license: | SIMATIC OPC UA 57-1500 medium | = |

L]
. Type of purchased license: | SIMATIC OFC UA S7-1500 medium [+ |

Runtime licenses

* Runtime licenses
FroDiag
Energy Suite

The PLC device configuration settings regarding the certificates are now
complete.

20. Transferring the configuration to the controller

Transfer the configuration to the controller.

21. Copying the PLC certificate

Starting the Comfort Panel runtime transfers the PLC certificate to the "rejected”
file folder of the Comfort Panel.
The next step is to copy the PLC certificate.

22. Continue with Chapter 3.3.2 "Assigning the PLC certificate to the Comfort Panel”.

OPC UA Connection between S7-1500 and Comfort Panel
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3 Configuration and Project Engineering

3.3 Comfort Panel configuration (client)

3.3 Comfort Panel configuration (client)

331 Creating the certificate

A WInCC Comfort configuration with a TP900 Comfort Panel forms the basis. The

interface is connected to a subnet.

Table 3-2

No.

Action

1. Creating the OPC UA connection

J Create a new connection

- "OPC server”
(settings used)

UA server discovery URL:
Security policy:
Message security mode:

e Inthe project tree, open the "Connections” folder

e |n "Communication driver”, select "OPC UA”

opc.tcp://172.16.34.34:4840
Basic128Rsal5
Sign and encrypt.

,ﬁ' Connections to 57 PLCs in Devices & Networks :_f‘.
Connections
Mame Communication driver HMI time synchronization mode Station Partner Online Com ..
*2e Connection_1 OPCUA |~ (=]
<Add news
<] I E
L
J Parameter || Area pointer
TP900 Comfort Station
Interface:
OFC [~]
ammamana

OPC client OPC server

UA server discovery URL: |opc tcpll172.16.34.34:4840 |

Security policy: | Basic128Rsals -
Message security mode: |S\gn and encrypt |V|
Select OPCserver: w g OPC server
= % Local server
3 * Metwork environment
<Add new Computer>
2. Transferring the configuration

Transfer the configuration to the Comfort Panel.

OPC UA Connection between S7-1500 and Comfort Panel
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3 Configuration and Project Engineering

3.3 Comfort Panel configuration (client)

Note

No. Action
3. Starting runtime
After downloading the project, start the runtime so that the certificate is created in
the Comfort Panel. The certificate is stored in a system folder on the panel.
4, Copying the certificate

The certificate must be "manually” copied from the Comfort Panel and imported
into the license manager. To do this, you need a USB flash drive or the
"Sm@rtService” functionality (see the information provided in Chapter 3.1 — USB
flash drive).

On the panel, open Windows Explorer. To do this, click the "My Computer” icon

.
£ =

Myk secure mode

Computer

L]
Recycle Bin

n@ % Start Center V14.0.0.0

Excel Viewer  Word

o Viewer :: T
]
Intemet O start
Explorer

=,
o
o 3 settings
JETCET PDF
A¥ Taskbar

>

Media Player

5. Navigate to the following directory:
\flash\simatic\SystemRoot\OPC\PKI\CA\default
e  Open the "certs” folder.
e Select the "WIinCC_RT_Advanced (....)" certificate.
e  Copy the certificate (Edit > Copy).
e Save the file, for example, to a USB flash drive (Edit > Paste).
[Fle Edit View Go Favorites| H a[s | 7] [x|a][E-] [x
# Address| \flash\simatic\SystemRoor\ OPC\PKI\CA\default B
Name | Size | Type | Date Modified |

[icerts | File Folder 03.11.2016 12:55
[C5 private Filz Folder 03.11.2016 12:55
I3 rejected File Folder 03.11.2016 12:55

6. Continue configuring the PLC

Integrate the certificate into the STEP 7 configuration (see Chapter 3.2 "STEP 7

configuration (server)”, Table 3-1 section "13”).

If you delete the existing certificate and restart the panel runtime, the system
generates a new certificate. Please note: The new certificate has a new time
stamp. = The certificate must be newly stored in the certificate manager and in
the PLC device configuration!

OPC UA Connection between S7-1500 and Comfort Panel
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3 Configuration and Project Engineering

3.3 Comfort Panel configuration (client)

3.3.2

Note

Assigning the PLC certificate to the Comfort Panel

Requirements:

¢ You have transferred the PLC configuration to the controller.

e You have transferred the Comfort Panel configuration to the Comfort Panel.
e The Comfort Panel is connected to the PLC.

If there is no connection to the PLC or the connection data does not match, no
certificate will be transferred to the panel.

Table 3-3

No. Action

1. Copying the PLC certificate

Starting the Comfort Panel runtime automatically transfers the PLC certificate to
the "rejected” file folder of the Comfort Panel. Manually copy the certificate to the
"certs” file folder.

On the Comfort Panel, open Windows Explorer. To do this, click the
q "My Computer” icon (1).

Compt

2}

Recyde Bin  TaskBar

Start Center V14.0.0.0

2. Navigate to the following directory:
\flash\simatic\SystemRoot\OPC\PKI\CA\default

Fle Edit View Go Favorites | [ @9 | 7| />|a| OO+ |[x
¥ Address| \flash\simatic\SystemRoot\OPC\PKI\CA\default [~
Name | Size | Type | Date Modified |
Cicerts File Folder 03.11.2016 12:55
= private File Folder 03.11.2016 12:55
7 rejected File Folder 03.11.2016 12:55

OPC UA Connection between S7-1500 and Comfort Panel
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3 Configuration and Project Engineering

3.3 Comfort Panel configuration (client)

No. Action
3. e  Open the "rejected” folder.
e Select the "hexadecimal code ...” certificate.
e Cut (do not copy) the certificate (Edit > Cut).
lot\OPC\PKT\CA\defaultirejected "~ |
Ctri+X size | Type
Copy A oz " ol 2000402 A54BFEES 1KB DER File
Paste Ctrl+V
Paste Shortcut
Select All Ctrl+A
4. e  Open the "certs” folder.

e Paste the certificate into the "certs” folder. (Edit > Paste).

| e [ET3 view Go Favorites | Hao [[#][>[4] O] [[x]
Hlagg| UndoMove  CHMZ 1 nopciprricaldefaditicerts "~ |

Name| Cut Ctrl+X size | Type
wEwi Copy (i [FFEADCDE21247... 875 bytes DER Fike

FF*DDMQEAS‘}BFEES 1KB DER File
Paste Shohicut

Select Al Ctrl+A

The Comfort Panel settings are now complete.
e Close the file system.
e Start the Comfort Panel runtime.

If the certificates have been correctly assigned, a connection is established
between the Comfort Panel and the PLC.

OPC UA Connection between S7-1500 and Comfort Panel
Entry ID: 63481236, V1.0, 04/2017
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3.3 Comfort Panel configuration (client)

3.3.3 Online browsing to the PLC tags

From the Comfort Panel’s tag editor, you can browse (online) to the PLC tags.
Table 3-4

No. Action

1. e Open the PLC device configuration.

e Open the following path

"General > OPC UA > Server > Security > Secure Channel”.

Uncheck the "security policy” for the period during which you browse "online”
to the PLC tags.
Check the "No security” check box (1).

e Transfer the configuration to the controller.

nme or gay |
» Protection & Security . . :
- OPC UA Security policies available on the server:
General N
S Frmn il Activateldeacti.. | Name /
General — il g Mo security I
Options J T
¥ Security @ Basic128Rsa15 -Sign & Encrypt
| Basic256Rsal5 - Sign
User authentication ] Basic256Rsa 15 -Sign & Encrypt
Eae (] Basic2565ha256 - Sign
b Systemn power supply (] Basic2565hal56 - Sign & Encrypt
Configuration control

1. e  Open the Comfort Panel’s tag editor.

e Inthe "Address” column, open the drop-down list (1). A dialog opens (2).

¢ In the dialog, click the arrow next to the "server object”.

¢ Navigate to the "Root > Objects > Plant1 > DataBlocksGlobal” folder. The
folder displays the PLC tags.

Note
The path may differ depending on the project.

¢ Double-clicking a single tag applies the tag to the HMI project.

Tagtable_001
ame Address . PLC name PLC tag

DB1  ns=httpdiwww.siemens.comisimatic-s7-opcua;s="DB100_OpcUa_Data™."tag Fin
ns=httpifwww.siemens.comisimatic-s7-opcua;s="DB100_OpcUa_Data™."tag |:
ns=htp:iwww.siemens.comisimatic-s7-opcua;s="DB100_OpcUa_Data"."tag D

< N tp:iwww siemens. comisimatics7-opcua;s="DB100_OpcUa_Data"."tag3” |v X A
<Addn "~ By opctop://172.16.34.34:4840 Tag Data type Access rights Tag ID
~ 35 Root < tag1 Boolean Readlwrite acces: Root/Objects/Flant1/Data ..
~ g3 Objects <@ tag2 Int16 Readlwrite acces: Root/Objects/Planti/Data ..
¥ 55 Server <@ tag3 STRING Readlwrite acces: Root/Objects/Plant/Data .
¥ 25 DeviceSet
- [558 Plant1
» (553 Counters
52 DataBlocksGlobal
[<] % DB100_Opcls_Data
e » 228 DB200 57 Data
<] 0 5]

Note:
If you apply a tag of the "String” type, you must enter the "string’s” "length” in the
tag properties. For the "length”, refer to the "original application”.

OPC UA Connection between S7-1500 and Comfort Panel
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3 Configuration and Project Engineering

3.4 Error analysis

No. Action

To add another tag, repeat the step from table section 2.

e When you have added all required tags from the PLC, open the PLC device
configuration.

e Open the following path
"General > OPC UA > Server > Security > Secure Channel”.

e Uncheck the "No security” check box.
e Then transfer the configuration to the controller.

3.34 Device name

Make sure that the device name in the HMI configuration matches the one
displayed on the Comfort Panel. The name must be correct on both sides.
Customize it if necessary.

Note If the device names differ, no connection can be established using the OPC
server!
3.4 Error analysis

If you cannot establish a connection between the Comfort Panel and the PLC,
check the following items:

Does the PLC certificate’s validity period match the one of the certificate
generated by the Comfort Panel?

Create a PLC certificate whose validity period starts one day before the validity
period for the Comfort Panel certificate.

Check the "rejected” folder of the Comfort Panel. "Cut” the PLC certificate from
the "rejected” folder and paste it into the "certs” folder.

If the Comfort Panel does not accept the PLC certificate, the PLC certificate is
automatically moved back to the "rejected” folder.

Is the Comfort Panel certificate included in the STEP 7 OPC configuration’s list
of "trusted clients”?

If you have made changes to "certificates” in the STEP 7 user program, you
must transfer the user program to the controller.

Check the version of the PLC used. SIMATIC S7-1500 V2.0 or higher supports
communication with OPC UA.

OPC Scout allows you to test the OPC connection.

Is the certificate generated by the Comfort Panel identical to the certificate in
the certificate manager? See the next section "Editing/viewing certificates”.

OPC UA Connection between S7-1500 and Comfort Panel
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3 Configuration and Project Engineering

3.4 Error analysis

Editing/viewing certificates

If there are multiple certificates for a device, the name does not always directly
indicate which certificate is currently used. To solve this issue, you can view the
certificate content.

Table 3-5

No.

Action

1.

e In"Global security settings”, open the certificate manager.

e Use the right mouse button to select the certificate you want to check. A
context menu opens.

e  From the context menu, select the "Show” function.

¢ In the certificate window, select the "Details” tab.

e Scroll to the "Thumbprint” item.

It displays a unique hexadecimal number (1). Now you can compare this
number, for example, to the certificate stored in the Comfort Panel.

Example:
A "WinCC_RT_Advanced” certificate with "ID 43” (1) stored in the certificate
manager and the associated "hexadecimal number” (2).

OpcUaPIc1500 » Global security settings » Certificate manager

i

. e General Details | Certification Path
Device certificate: | I

0 Common name show: [<al> =]
42 Plc-OpcUa-Plant:
43 WInCC_RTAdvar [ Field | value [=]
44 OpcScoutvio {5 |subject Key Tdentfier da 39 a3 ee 5e 6b 4b 0d 32 55...
(5| Authority Key Identifier KeylD=da 33 a3ee Sefh4b ...
@ Subject Alternative Name URL=urn:HMIPanel:Siemens. A, ..
DBas\c Constraints Subject Type =End Entity, Pat...
2 DKey Usage Digital Signature, Non-Repudia. ..
—— | lilerhanced key Usage Server Authentication (1.3.6....
DThumbpnnt algorithm shal

Thumbprint 68 3667 40 4a f7 06 bd d9.99...
General

68 36 67 40 4a £7 06 bd d% 99 50 f0 7 06
14 3e ff &d 7= 47

No 'propertie

Mo "properties’

g ot enc oo rnor 227 ABFFEAN7SESFCEACDGSE |

A "WinCC_RT_Advanced” certificate stored in the Comfort Panel.

Fle Edit View Go Favorites | @|» || 7] x| 4] O3]
ﬁAddressl\ﬂash\simatic\SystemRoot\DPC\PKI\CA\deFauIt\certs m u

Name |

WinCC_RT_Advancedl D810C35267054940688F7452R4A3E2201271E12]

In the screenshot shown in table section 1, the certificate name is the same
(WinCC_RT_Advanced), but the "hexadecimal numbers” (1) differ (D8 10 C3 52
67 ....).

(Number stored in the configuration: 68 36 37 40 4a.....):

In this scenario, a connection would not be established between the PLC and the
Comfort Panel.

OPC UA Connection between S7-1500 and Comfort Panel
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4 Operation of the Application Example

4.1 Startup

4 Operation of the Application Example

4.1 Startu

Table 4-1

Y

No.

Action

1.

STEP 7 user program

Transfer the STEP 7 user program to the controller.

WinCC Comfort configuration

e Transfer the WinCC Comfort configuration to the TP900 Comfort Panel.

e  Starting the runtime generates the Comfort Panel certificate. This certificate
then needs to be integrated into the STEP 7 user program. Chapter 3.2

describes how to do this.

4.2 Operation

Overview and description of the user interface

The following sections provide a brief description of the three most important

screens.
Table 4-2

No.

Action

1.

Start screen

Starting the runtime opens the following screen. On the right-hand side of the
screen, a "slide-in screen” allows you to open the individual screens.

SIEMENS

OPC UA connection between a ple
Comfort Panel (Client)
ndust Supp

Seme ustry O

SIMATIC HMI

OPC UA Connection between S7-1500 and Comfort Panel
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4 Operation of the Application Example

4.2 Operation

No. Action
6. Connection overview
e Select the "Data exchange” button.
The screen allows you to test communication between the Comfort Panel and
the PLC.
e OPC UA connection (1)
Comfort Panel and PLC communicate via OPC UA connection.
e STEP 7 connection (2)
Comfort Panel and PLC communicate via HMI connection.
Note:
If a connection to the PLC has been established via the "HMI connection”, it
must also be possible to connect to the PLC via the OPC UA connection. If
this is not the case, see
Chapter 3.4 "Error analysis”.
SIEMENS SIMATIC HM
lo ] L= ] 1 |
[ISTEP 7 connection _}———————— i
[ ] [ ] [ ]
7. System screen

Select the "System” button.
The screen allows you to execute the system functions shown on the screen, for
example "Runtime Stop”.

SIEMENS SIMATIC HM

OPC UA Connection between S7-1500 and Comfort Panel
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4 Operation of the Application Example

4.2 Operation

No.

Action

Other screens

The "Message view” screen is used to open the message history.
The "Support” screen provides you with related online support information.

OPC UA Connection between S7-1500 and Comfort Panel
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5 Links & Literature

5 Links & Literature

Table 5-1

Topic

\1\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Download page of the entry
https://support.industry.siemens.com/cs/ww/en/view/63481236

\3\ Which external storage media can you use with the current SIMATIC panels and
which memory card interfaces do they have?
https://support.industry.siemens.com/cs/ww/en/view/21847868

\4\ Integrating HMI Operator Panels in TCP/IP Networks and access to a NAS or to a
shared Windows folder
https://support.industry.siemens.com/cs/ww/en/view/92346478

\5\ SIMATIC S7-1500, ET 200MP, ET 200SP, ET 200AL, ET 200pro Communication
https://support.industry.siemens.com/cs/ww/en/view/59192925

\6\

6 History

Table 6-1
Version Date Modifications
V1.0 04/2017 First version
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