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Legal information

Warning notice system

This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent
damage to property. The notices referring to your personal safety are highlighted in the manual by a safety alert
symbol, notices referring only to property damage have no safety alert symbol. These notices shown below are
graded according to the degree of danger.

| AADANGER

indicates that death or severe personal injury will result if proper precautions are not taken.

AAWARNING

indicates that death or severe personal injury may result if proper precautions are not taken.

A\CAUTION

indicates that minor personal injury can result if proper precautions are not taken.

NOTICE
indicates that property damage can result if proper precautions are not taken.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will
be used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to
property damage.

Qualified Personnel

The product/system described in this documentation may be operated only by personnel qualified for the specific
task in accordance with the relevant documentation, in particular its warning notices and safety instructions.
Qualified personnel are those who, based on their training and experience, are capable of identifying risks and
avoiding potential hazards when working with these products/systems.

Proper use of Siemens products

Trademarks

Note the following:

AAWARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended
or approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and
maintenance are required to ensure that the products operate safely and without any problems. The permissible
ambient conditions must be complied with. The information in the relevant documentation must be observed.

All names identified by ® are registered trademarks of Siemens AG. The remaining trademarks in this publication
may be trademarks whose use by third parties for their own purposes could violate the rights of the owner.

Disclaimer of Liability

We have reviewed the contents of this publication to ensure consistency with the hardware and software
described. Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the

information in this publication is reviewed regularly and any necessary corrections are included in subsequent
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Welcome

1.1 Welcome

Welcome to "Getting Started WinCC V12 Comfort Panels, RT Advanced - Advanced
Configuration Options".

You will learn how to network several HMI devices and extend the basic system effectively
with the help of options.

Operating data acquisition PC Control room PC Office PC Service laptop

M Ethernet/TCP/IP

L;H_L;H = L;HL.H = SEmmm———
0] o V] o S BRER EEEE
e BERICHERER== s B EEEE
Color Color mixing Palletizing
mixing system 1 system 2 station
B PROFINET

LA

Controller Controller Controller

These options include:

Plant-wide access to current process values via HTTP
Different remote control options via Intranet and Internet

Use of integrated service pages for information and diagnostics
E-mail notification of faults and errors

Recording operator actions and changes to tags in an audit trail

Central logon and administration of all users on a logon server using SIMATIC Logon

Comfort Panels, Runtime Advanced - Advanced Configuration Options
Getting Started, 05/2013, A5E32311838-AA



Welcome
1.1 Welcome

Note
This Getting Started is based on "Getting Started WinCC V12 Comfort Panels, RT

Advanced".
Install the sample project of the "Getting Started WinCC V12 Comfort Panels, RT Advanced"
if you want to follow the shown configuration steps yourself. You will find this project in the

SIOS portal.

Necessary components
The following components are required to follow the example:

i ., -

G

7
=
2 x HMI device 3 x controller Configuration PC

TP 1200 Comfort CPU 1511-1 PN Operating data acquisition PC
Control room PC
Office PC
|

e

Master Control Station Service laptop

HMI device
PC 477B 19"Touch

TP 900 Comfort

You may also use other HMI devices.

If you are going to use an HMI device with different functionality, the configuration may
deviate from the steps shown. If you do not have any HMI devices at hand, you can also
simulate operation of HMI devices on the configuration computer.

Use SIMATIC WinCC Advanced as engineering system; however, SIMATIC WinCC
Professional can be used also.

Comfort Panels, Runtime Advanced - Advanced Configuration Options
Getting Started, 05/2013, A5E32311838-AA



Welcome
1.2 Classification

1.2 Classification

This Getting Started is intended for advanced users proficient in WinCC V12 and in the
configuration of operator control and monitoring solutions. General concepts such as tags
and screens are not discussed in this Getting Started.

Position in the information landscape

This Getting Started explains additional configuration options, in particular for distributed
systems and for communication and remote control.

Basic information on topics such as the configuration of the visualization and the controller,
as well as the integration of visualization and controller, are discussed in other Getting
Starteds.

e "Getting Started WinCC V12 Comfort Panels, RT Advanced" shows you the structure of a
complete executable project.

You can use this project as the basis if you wish to reproduce the steps shown in this
Getting Started yourself.

Link to download (http://support.automation.siemens.com/WW/view/en/72927035)

If you are interested in the topics of PLC programming and diagnostics in addition to
"Operator control and monitoring", you can find out more about the color mixing plant from a
control viewpoint in the following Getting Started documents:

® (Getting Started STEP 7 Professional / WinCC Advanced V11 for sample project Filling
Station

Link to download (http://support.automation.siemens.com/WW/view/en/54430386)
® Getting Started SIMATIC S7-1500 and TIA Portal V12
Link to homepage (http://support.automation.siemens.com/WW/view/en/71704272)

Comfort Panels, Runtime Advanced - Advanced Configuration Options
Getting Started, 05/2013, A5E32311838-AA 7
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Create decentralized / distributed system

2.1

Overview

2

The color mixing system "Color_Mixing_HMI" in the "Getting Started WinCC V12 Comfort
Panels, RT Advanced" only represents one station of the color mixing and filling plant. This is

used for the production of smaller special series.

Containers with greater capacity are filled at another, larger station.

A palletizing system, which packs the containers on pallets for transport, is added as a third

station.

All systems can be monitored and controlled from remote workplaces:

® The shift supervisor can monitor and operate all stations directly at his workplace using

an control room PC.

® The operating data acquisition ensures a complete record of important process data, as

well as its evaluation.

e |n the event of a fault, the responsible service technician is informed immediately at his
workplace (service laptop). From there, he can establish the status of all stations and

perform the required service via the Internet.

Operating data acquisition PC

Control room PC

Office PC

Service laptop

M Ethernet/TCP/IP

U

Controller

Configuring

B PROFINET

Controller

Comfort Panels, Runtime Advanced - Advanced Configuration Options
Getting Started, 05/2013, A5E32311838-AA
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Create decentralized / distributed system
2.1 Overview

In this section, you will learn how to extend the plant in the project on the basis of the sample
project project from the Getting Started "Comfort Panels, RT Advanced". The following steps
are required:

1. Interconnecting physical components of the project.
2. Configuring HMI connections for communication between controllers and HMI devices.

3. Configuring HTTP connections for communication between remote workstations and HMI
devices (Chapter 3).

Comfort Panels, Runtime Advanced - Advanced Configuration Options
10 Getting Started, 05/2013, A5E32311838-AA



Create decentralized / distributed system

2.2

Introduction

Procedure

Create network

2.2 Create network

The network configuration provides the necessary requirements for communication. To map

the real plant in the project, connect the PCs, HMI devices, and the controllers.

Various configuration options are available. In the Graphic Network view, you have an
overview of the subnets of the entire system in the project.

1. Open the "Devices & Networks" editor in the project and drag the HMI devices from the
catalog to the work area in "Network" mode.

2.

Color_Ming_... |

TP1200 Comfort D
[ =0 ]

€]

Color_Filling_Station_V12 * Devices & networks

% Metwork ’ij Connections [

-.Q, R!I.wor\; ; :_:_-i-_Qz."sm

Cofor_Mising_1 Cojor_Mang_ . § 7
CPUTET 11 N 1712600 Comdor D

Color_Miting_2
U TR 111

& Topology view |y Networkview  |[IY Device view |
= -

[=]

Puckaging_HMI |
17900 Comtort

-1

Packaging
AU 15111 P

» g Hw
w [ PC syseems
» [ Pe general
¥ [l SIMATIC B PC
b [ SIMATIC Panel PC
¥ [l SIMATIC Rack PC
» [l SIMATIC 57 Embedd
» 'E SINUMERS Operator €.
» [l SIMATIC Canaraller &
w (4 SIMATIC Ml Application
gmw R Advanced

y’jﬁﬂe”'
- é] b;&\ejnus

Connect the interfaces of the devices by extending the existing subnet:

Color_Filling_Station_%12

v Devices & networks

miod

|& Topology view | Network view ,—m Device view
5% tetwork {f Connections [=] &3 nelations  5p o @ & [sas = =]
-~
Color_Mixing_, Colar_Mixing_1 Coler_Mixing_ Color_Mixing_2 Packaging_HMI Packaging
TP1200 Comfort D CPU 15111 BN TP1200 Comfort D £PU 15111 P 900 Comtort m U 1511-1 PN =
) I
) M PHITE_1 L
.\»ﬁ\lﬁ/ N\
Master_Coiiteo . inte
PC4778197To,., AT Adv
=
< It > @

Comfort Panels, Runtime Advanced - Advanced Configuration Options
Getting Started, 05/2013, A5E32311838-AA
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Create decentralized / distributed system

2.2 Create network

3. Click the interface of the connected devices and enter the connection parameters in the
inspector window, for example, unique Web addresses.

12

Color_Filling_Station_¥12 » Devices & networks
| = Topology view | Network view im Device view |
% Metwork| 1 © i -] 83 L Qs leax e =
[~
=
Colar_Mixing_.. [0 Calar_Mixing_1 Color_Midng_.. [ Calor_Mixing_2 Packaging_HMI Packaging
#1200 Comfort D CPU 15111 PN P1200 Comfart D CPU 15111 PN TPO00 Comiort e CPUSTI PN
{FrE_T} D‘,
Master_Corti .
PCATFBI9"To...
v
< [] B
| [NodeData.3] fﬂ. Properties l':l.ilnf'u ijl Ll Diagnostics |
J General | I0tags | Texts |
Genersl || Ethemet add, [~
E.memnaddre.sses\ e e e
Time synchronization |=
Operating mode ( 2 subner | PHIE 1 -
b Advanced options . = = —
‘Web server access s AR EREA S M) e
Hardware identifier
IP protocol
i g 5 3
o = _
b B,/Srﬂ’uddmss in the project
d IPaddress: (192 1680 . 4 )
subnetmask: | 255 255 . 255 . 0
] Use router
Router address; [ o " 0 4
L - -0 W\
() SetIP address using a different method
PROFINET =

4. Display the IP addresses of the components, if required.

Color_Filling_Station_V12 » Devices & networks

|§" Topology view !ﬁ Metvork view I_[_r!_Devil:EviEw |_

% tetwork| | £ connections | [~] L& relations |MRl:H @ & [100% [~ =3
[~
Color_Mixing_1 Color_Mixing_. . Color_Mixin) Packaging_HMI Packaging |l
CPU1511-1 PN CPU1511-1 PN =

CPU1511-1 PN

TP1200 Comnfort Ij TP900 Comfort E

[PNAE_1: 192.168.0.1| PNE_1: 192.768.0.4 PNJIE_1: 792.168.0.7

[PNAIE_1: 192.168.0.5/11 { PRAE_1 {PNAE_T: 192.168.0.6]1
Master_Contro... 'WII'III
PC4778 19" To,. (BT Ady
PNAE_1: 102.166.0.2|[192.168.0.3| o
<] il B3]

Comfort Panels, Runtime Advanced - Advanced Configuration Options
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Create decentralized / distributed system

2.2 Create network

Result

The devices are networked.

Comfort Panels, Runtime Advanced - Advanced Configuration Options
Getting Started, 05/2013, A5E32311838-AA 13



Create decentralized / distributed system

2.3 Setting a HM/I connection

2.3 Setting a HMI connection

Introduction

After you have mapped the physical connection of the components in the project, enter the
type of communication between HMI devices and their controllers. In the present project,
communication within a station between HMI device and controller takes place via HMI
connections.

Note

You configure the HMI connections with the S7-1500 controller in the "Devices & Networks
editor. All other connections, such as HTTP connections, are configured in the HMI
connection editor.

Procedure
1. Change to the "Connections" mode and select "HMI connection" for the connection type.
2. Establish a connection between the interface of a controller and the appropriate HMI
device.
Color_Filling_Station_W12 » Devices & networks
EE Topology view "sﬂn Metwork view m_[ﬂtt view ||
& vetwork |EF connections fHMI connection | _’?} 52 Relations 9 SH @ 2 :_ia'a% m =
\ \ 4 Highiiahted: canneetion [~
akor, il ~ L [E1E akor, %), = / ( B i i
s s , =0 — Q) TR
Lol M connection_|
Master_Contro ..
PCATTB19"To
— 5 s e T
[ Network overview | Connoctions [ Relations | 10 communication | VIN_|
Y Local connection name Local end point Local ID (hex) | PartnerID (hex) | Partner Connection type
HMEverbindung Color_Mpng_HMI_T T Color_Wiang_1__ | FiMi connection
Hverbindung_1 Color_Mixing_HMI_2 [. Color_Miang_2 HMI connection
Hhiverbindung_2 & Packaging_HH| Il Fockaging HMI connection
3. Repeat step 2 for the other controller.
Result

The components are networked and interconnected. The new devices can now be
programmed and configured.

Comfort Panels, Runtime Advanced - Advanced Configuration Options
14 Getting Started, 05/2013, A5E32311838-AA



Data exchange using HTTP

3.1 How is data exchanged using HTTP?

SIMATIC HMI HTTP Protocol is a communication driver and enables data exchange
between HMI devices via the Ethernet interface. This communication driver is used to
implement cost-effective maintenance solutions or access to process data, for example. The

field level is not affected, as access to process data is handled exclusively between the HMI
devices.

® The HMI device which provides the data assumes the role of HTTP server, and the other
one assumes the role of HTTP client.

® The HTTP client sends its request to the HTTP server, which processes it and returns a
response.

HTTP client HTTP client

M Ethernet/TCP/IP

'.,H'.!liq'.é

AR AUGRR0

HTTP server

B PROFINET

ﬁl
filn

Controller

The SIMATIC HMI HTTP Protocol offers two standards:
e HTTP

Is implemented in local networks for a fast, uncoded transfer of non-critical data.
e HTTPS

Allows a reliable HTTP connection between devices. Both HMI devices must be
authenticated using certificates at the beginning of communication. The user data is
encrypted in order to guarantee secure communication.

Comfort Panels, Runtime Advanced - Advanced Configuration Options

Getting Started, 05/2013, ASE32311838-AA 15



Data exchange using HTTP

3.2 Sample scenario

3.2 Sample scenario

The following task is solved in the example scenario:

The shift supervisor is informed via a control room PC about the most important operating
data for all stations of the color mixing system. For example, a plant overview provides
display fields for the fill levels of the storage tanks.

Requirements

® The HMI devices are created in the project and networked in the device configuration via

the Ethernet interface.

e To display the process data of the two color mixing systems, a screen with corresponding

Steps to complete

1.
2.

16

output fields is configured on the control room PC.

HTTP client

e e

:
]

A EH = 4H EH = S R =
o Y - s B 653
HTTP server HTTP server HTTP server

Configure the HMI device at the station as an HTTP server.

On the control room PC, the HTTP client, configure a connection to the mixing station's
HMI device.

Create tags for the fill levels of the reservoirs on the control room PC. Connect these tags
with the tags of the HMI device of the station and configure them in the display fields
provided.

Comfort Panels, Runtime Advanced - Advanced Configuration Options
Getting Started, 05/2013, A5E32311838-AA



Data exchange using HTTP

3.3 Configure the station's HM/ device as HTTP server

3.3 Configure the station's HMI device as HTTP server

Introduction

A HTTP server provides data for HTTP clients. In the example scenario, process data of the
stations is displayed on the shift supervisor's control room PC.

Procedure
1. Configure the HMI device of the station "Color_Mixing_HMI_1" as HTTP server.
Color_Filling_Station_V12 [V11] * Color_Mixing_HMI_1 [TP1200 Comfort] ¢ Runtime settings
| Devices
500 | Genenl . Services 0
Services
g ~|  Fereens \ Remate control
¥ gl Frogram blocks Keyb /
+ [ Technology objeces il i [} Start Sm@nServer
» i Extemalsnun:Je files iﬁu‘i M’
: arms
: ': :2:?: = User administration Readfwrite tags
» (2 Watch and force tables Lenguiegedfor: [7] Operst a3 OFC server
¥ Lk} Online backups & HTTF channel sanmer
&j Program info [_\ wice SOAP
2 PLC slarms | m(
&) Text lists ‘ \ 3
+ Ll Local modules [ Diagnostics -
|7 Color_Mixing_HMI_1 [TF1200 Comf... ’ [} HTMLpages
m Device configuration
% online & diagnostics fu
¥ Funtitne semings SMTP Communication
» [ Sereens Serder name:
b ¥ Screen monage: ‘ Mame of sender:
¥l HMItegs L E-mmil address:
2 Connections 3
A HMl alsrrms Lagin:
& Recipes Fassword: | *==*=*~
&l Historical date [7] Secure connection required {55L)
» 5] Scripes e
2. Load the project in the station's HMI device.
3. In the same way, configure the HMI devices of other stations as HTTP server:
"Color_Mixing_HMI_2" and "Packaging_HMI".
Result

If properly configured, other HMI devices can retrieve data from the stations.

Comfort Panels, Runtime Advanced - Advanced Configuration Options
Getting Started, 05/2013, A5E32311838-AA 17



Data exchange using HTTP

3.4 Establishing a connection fto the station on the control-room PC

3.4

Introduction

18

Establishing a connection to the station on the control-room PC

In the example scenario, a connection to the HMI devices of the stations is configured on the
control room PC.

Comfort Panels, Runtime Advanced - Advanced Configuration Options
Getting Started, 05/2013, A5E32311838-AA



Data exchange using HTTP
3.4 Establishing a connection fo the station on the control-room PC

Procedure
1. For the "Master_Control_Station" as HTTP client, add a connection to the HMI device of
the color mixing system. Assign a name to the connection e.g.
"Connection_color_mixing_1" ((D-@). Enter the address under which the web server on
the HMI device will be reached (®, ®).
..Jaster_Control_Station [PC 4778 19" Touch PNIE] ¢ HMI_RT_4 [WinCC RT Advanced] » Connections - X
Devices
i | O O :3 ;§ Connections to 57 PLCs in Dewices & Networks =
Connections
» 5] Seripes ~ Narme Communication driver HMI time synchion zaton mode Station Fartner
B seheduled tasks 3 %2, Connection_calor_ming 1 SIMATIC HMI HTTP =
£ oycles Md{em
» (8] Reports ‘
$4] Text and graphic lists ( \ 3 4
lij,r UseradmgmiZ(re(ion @ L/\/
= [ Master_Canrral_Seation [PC4T7E . < LN £
I Device configuration _Falameter | Area pointer
Y| Cnline & dingnostics % =
w ol HMI_RT_4 [WinCiC BT Advanced] o
Y D= oe conguration PC 4778 19" Touch PNIE Station
Y| Online & disgnostics Winte Interface
1 Runtime semings RT Adv ETHERNET = |
¥ I Screen x R ]
3 zszr:Zninanag:men( D e
b g HMiags
"2 EBREEHICRS Veb server on HMI device i
9 Hml alarms \ s =
o Recipes i Address: | httpd |l [192.168.0.22
1] Hiﬂ:rlcnl do’u‘ User name: \ \
» [E] Seripts B Tesrord: 5 K 6
gscheduled asks oo (T3 , N
qr_les
b i Reports | plid ¢ tiar
11 Test and graphic lists I =
Note
For secure communication via HTTPS, certificates to authenticate the communicating
parties must also be installed.
2. In the same way, add connections to the other stations: "Connection_color_mixing_2" and
"Connection_packaging_station".
.Jaster_Control_Station [PC 4778 19" Touch PNAE] » HMI_RT_4 [WinCC RT Advanced] * Connections - X
¥ Connections to 57 PLCs in Devices & Networks =3
Connections
Mame Communication driver HMI time synchronization mode Station Partner
'Z. Connection_color_mixing_1 SIMATIC HM| HTTP
.2. Cunng_gizgr_l___;:glp_r___l_‘fl_ifiqu? ~ SIMATIC HMI HTTP
'Z.ll:u e_q!'-_?r:_psckag-ng_stamr?_ SIMATIC HMI HTTP |T|
[<] il »
3. Activate the "Transfer" mode on the control room PC and load the
"Master_Control_Station" project to the control room PC.
Result

When runtime starts, the control room PC automatically establishes connection to the HMI
devices of the stations.

Comfort Panels, Runtime Advanced - Advanced Configuration Options
Getting Started, 05/2013, A5E32311838-AA 19



Data exchange using HTTP

3.5 Query station process data

3.5 Query station process data

Introduction

If a connection to the server is configured, you can connect the tags of the control room PC
to the tags of the HTTP server.

In the example scenario of this Getting Started, the plant overview "Plant Overview" on the
control room PC displays the most important status information and parameters of the
individual stations. These include the current fill levels of the storage tanks, for example.

Comfort Panels, Runtime Advanced - Advanced Configuration Options
20 Getting Started, 05/2013, A5E32311838-AA



Data exchange using HTTP

Creating tags

3.5 Query station process data

Create a tag for each display field of the plant overview.

1.
storage tank (1 - 3).

On the "Master_Control_Station", create an HMI tag for the fill level in the cyan color

Select the connection to the HMI device of the station "Color_Mixing_HMI_1" (4 - 6).

;:OO

B

¥ 2% %
HHl tags
Hame a
FillimgLesvelCyan
<Add news

A Hl alarms
e Recipes
Bl Historical data

v (5] Seripts
B scheduled tosks
™) cycles

+ (2] Reports
1] Test and graphic lists
i'.‘ User administration

- i Master_Control_Station [PC4778 .

I Device configuration
% Dnline & dingnostics

a

<]
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=
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|
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A

o

new tag of the "Master_Control_Station".

Assign the corresponding tag of the color mixing system "Color_Mixing_HMI_1" to the

;:OO

B

# %
HHl tags

£ Hwl alarmns Hame a
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Bl Historical data
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In the same way, specify tags for the other display fields.
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Data exchange using HTTP

3.5 Query station process data

Connecting display fields to tags in the screen

1. Switch to the plant overview screen and link the required display field to the new tag.
Devices
00 Dfishoms  (S[elv] B I USAtHs As s s St —2s BMe:f@mell T
£ Hil afarms 2]
& Recipes E
Bl Histerieal das sl
Pl serpes | R P N L g B )
5] scheduled tosks s <
4 ycles |
» [ Reports - -Fill Level Cyan- | - - .
Lal Test and graphic lists A 5
i User administration HH M Margenta- :
~ [0 Master_Control_Station [PC4778 A A -
m Device configuration ”! Le‘ta Y&uw. e 3
R Gnline & diagnostics < u 2 'n
v [ HMI_RT_4 [WinCC BT Ad d] - ————— m—
I evice configuration | G Properties  [*i}Info )| % Diagnostics
% Online & disgnostics | Properties | Animations | Events | Texts |
Y Runtime setvings 2 z = = =
w [ Screens B Propertylist Genaral
B Add new screen General
Rl L e Process : : Contents . .
» [ Sereen managem - Layour ( 3 Tag: .'.l'ﬁ Test list: al ] A
¥ L MM tags Tt forrm FLCtog: - . —
PrinisEe K 1 T 3 | rmc or_Miing CPU_I [<PU 51 @ 21
— HMI alarmns Limits e 2 _-B Color_Mixing CFU2 (CFU 31 Data type  Address
&b Recipes Miscellaneous EKDAEEg % 'l AL PO B1 B Maone
. ?J:ls:::cal dars Security e = ‘f,::x::::ml'mmm [P i FillingLeveltysn \ mt 3] name
-?i Scheduled tazks ] 2 v 3% Defaulrrag table 1] | )
< n [5] r Wade: \ 6
v | Details view ‘ 5
Narme
Cm— 5[4 :
[ show sll & Addobjecr | o] (]
Vg il
Lo
\\/\/
2. In the same way, connect the other display fields to "their" station tags.

Insert a screen change for navigation between the screens of the

"Master_Control_Station".

For example, simply drag the start screen to the plant overview and vice versa.

displays the current process data of the

Comfort Panels, Runtime Advanced - Advanced Configuration Options

4. Load the project in the control room PC.
Result
The plant overview of the control room PC
connected stations.
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Remote operation - Remote control 4

4.1 Introduction

WinCC allows you to control and monitor plants from a remote PC or HMI device. For the
application, a license of the "WinCC SmartServer" option is required on the HMI device.

Comfort Panels, Runtime Advanced - Advanced Configuration Options
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Remole operation - Remote control

4.1 Introduction

Remote control options

There are several options for intervening directly in the production process of a plant using
remote control:

® The Sm@rtClient display enables the remote control of a station from another HMI
device. The display of the station HMI device is mirrored in the runtime of the other HMI
device. Using the Sm@rtClient display, shift supervisors, for example, can operate the
color mixing system from their control room PC.

Control room PC with Sm@rtClient

e
e

x‘i_J-'-'li i [-l_“q [:l -H_ ::
S : [i:" i o
V——N\N m

M Ethernet/TCP/IP

| iy = | giag =
LTS 181 =

i e ==

Sm@rt Server Sm@rt Server Sm@rt Server

e A station's HMI device can be accessed directly with Microsoft Internet Explorer ,
provided the security settings of a plant allow this. In this way, service technicians can
connect remotely to each HMI device that they manage.

Service laptop with MS Internet Explorer

M Ethernet/TCP/IP

HaN = HEER = SEEEEE
/s U oo I 2

Sm@rt Server Sm@rt Server Sm@rt Server

e The Sm@rtClient application allows remote control via the Internet, for example, if
Microsoft Internet Explorer cannot establish a connection to the station's HMI device due
to security restrictions. Using the Sm@rtClient application, the service technician can, for
example, access an HMI device from his service PC.
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Remote operation - Remote contro/

4. 1 Introduction

Service laptop with Sm@rtClient application

M Ethernet/TCP/IP

Sm@rt Server Sm@rt Server Sm@rt Server

This Getting Started introduces these options for remote control. In all three cases, the HMI
device to be accessed must be configured as Sm@rt-Server .

Comfort Panels, Runtime Advanced - Advanced Configuration Options
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Remole operation - Remote control

4.2 Configuring the HMI device as Sm@rtServer

4.2 Configuring the HMI device as Sm@rtServer

Introduction
An HMI device must be configured as Sm@rtServer for remote operation.
Procedure
1. Configure the station's HMI device as Sm@rtServer, for example, the color mixing system
"Color_Mixing_HMI_1".
Color_Filling_Station_V12 [V11] » Color_Mixing_HMI_1 [TP1200 Comfort] » Runtime settings
| Devices
i N+] 2 ;’"“_"" Services
Screens Remate control
b &§ Online backups Ead f
8B Frograrn info Feyboard @ [\ Start Sm@rtSener
£ PLC alarms fjbod Ma \
] [l User sdministration Readiwrite tags 3
» LI Local modules
w [24 Color_ixing_HMI_1 [TF1200 Camf .. Lengurage & fort [ OpEfatEss OFC server
Y Device configuration [l HTTF channel senver
| online & diagnostics [7] Wieb serice SOAP
¥ Runtime settings =
b ] Sereens \
» [ Sereen managem| Diagnostics
b g HMil tags N\ . 4 | [l HTML pages
"Z. Connections i
3 Hil alarms .
S recipes t SMTP Communication
Bl Historical dera Server name:
b E! Seripts = Name of sender.
g Sc:;:t:ultd tosks Email address:
» [ Reports Lagin:
4] Text and graphic lists Password: |+=s+#s+
1 User adminiistration [7] Secure connection required {55L)
» [ Color_Mixing HMI_Z [TF1200 Comf.
¥ i Packaging [TP900 Comfon]
¥ [ Master_Conurol_Station [PCA778 .
» g Comman dara I
» [ Documentation semings =] [
n > { I »
2. Transfer the project to the station's HMI device.
Result

The station can be operated by remote HMI devices and PCs.

Comfort Panels, Runtime Advanced - Advanced Configuration Options
26 Getting Started, 05/2013, A5E32311838-AA



Remole operation - Remote control

4.3 Configuring remote control via Sm@rtClient display

4.3 Configuring remote control via Sm@rtClient display

Introduction

The Sm@rtClient display enables the remote control of a Sm@rtServer from another HMI
device, such as a control room PC.

The Sm@rtServer display is mirrored in the runtime of the other HMI device.

At runtime-start, the Sm@rtClient display automatically establishes a connection to the
Sm@rtServer.

In the example scenario of this Getting Started, the shift supervisor operates the color mixing
system "Color_Mixing_HMI_1" from his or her control room PC "Master_Control_Station".

Procedure
1. Add a screen to the HMI device "Master_Control_Station" (1).
2. Insert the "Sm@rtClientView" object (2).

Comfort Panels, Runtime Advanced - Advanced Configuration Options
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Remote operation - Remote contro/

4.3 Configuring remote control via Sm@riClient display

3. In the inspector window, configure the establishment of a connection with the HMI device

of the color mixing system (3):

— Enter the IP address of the HMI device "Color_Mixing_HMI_1" (4).

— Since the HMI device "Color_Mixing_HMI_1" is protected by a password against
unauthorized access, enter the password (5). The password is configured in the
runtime settings of the "Color_Mixing_HMI_1" and can be changed by the operator

after the first access.

In the runtime settings, the requirements for the password can be defined under "User

administration”, e.g. the complexity of the password.

FPagzword:

] Ensble marus

Result

28

» [ Screen managemant \\
- L Wi ags @ .
& Show all taas 1 )
<] [

V| Oetallsview,

& cortrol slements

I Tag for passward \ .
.r Font | Tahorna, 1 5 __-

4. Insert a screen change for navigation between the screens of the
"Master_Control_Station".

For example, simply drag the start screen to the plant overview and vice versa.

5. Load the project in the control room PC.

The shift supervisor can operate the color mixing system "Color_Mixing_HMI_1" from his or

her control room PC.

To operate all stations of the plant from the control room PC, configure in the same way one
Sm@rtClient display for the other color mixing system and one for the palletizing station, or

dynamically assign an address to the Sm@rtClient display via an HMI tag .
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Remole operation - Remote control
4.4 Remote control via Microsoft Internet Explorer

4.4 Remote control via Microsoft Internet Explorer

Introduction

The "WinCC SmartServer" option allows access to the HMI device with Microsoft Internet
Explorer. In this way, service technicians, for example, can set up a direct connection to an
HMI device remotely via the Internet.

Note

The HMI device buttons cannot be operated in Microsoft Internet Explorer. For the remote
control of keypad devices use the Sm@rtClient application.

Requirements
® You work on a Windows PC.

o The HMI device is configured as a Sm@rtServer ("Runtime settings > Services > Remote
control").

® The Java applet is installed"). The Java applet accesses the Java Runtime Environment
that is installed on the client.

" The Java applet is downloaded and installed automatically when required.

Comfort Panels, Runtime Advanced - Advanced Configuration Options
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Remofte operation - Remote control
4.4 Remote control via Microsoft Internet Explorer

Procedure
1. Start Microsoft Internet Explorer and enter the address of the remote device.
The address consists of the server name and the HTTP port number that is set on the
server. The default setting is: 5800.
2. Authenticate yourself by entering the name and password.
The user interface of the HMI device is displayed in Microsoft Internet Explorer.
(¢ ) | 8] hitp://1921681.4:5800/ ~| | % [P ging aid
|k Favorites | @ Siemens Sm@riClient Desktop (pe_test.. | | f v B) [ @ v Pagev Swfety~ Took~ @~
= _P_Ll____}'!:‘-
].D,'i',‘,‘ : & Intemet | Protected Mode: On @A~ Rwox v |
Result

The HMI device can now be operated remotely using mouse and keyboard.

Note
Access to service pages
Siemens provides Siemens standard HTML pages containing service and maintenance

information for each HMI device. These pages also provide the possibility of remote control.
For information on this, refer to "Status and diagnostics pages on the Internet".
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4.5 Remote control by means of the Sm@rtClient application

4.5 Remote control by means of the Sm@rtClient application

Introduction

The Sm@rtClient application facilitates remote control via the Internet and even allows the
remote control of keypad devices.

Note

Install client and server certificates to ensure data security during transmissions via the
Internet.

Requirements

® You work on a Windows PC on which the Sm@rtClient application "SmartClient.exe" is
installed.

This is automatically the case if runtime Advanced is installed (in the directory
"C:\Programme\SIEMENS\Automation\[Runtime]", for example).

Otherwise copy the Sm@rtClient application from the WinCC product DVD from the
folder "Support\SmartClient".

® The remote HMI device is configured as a Sm@rtServer, ("Runtime settings > Service >
Remote control").

Procedure

1. On your PC, start the Sm@rtClient application "SmartClient.exe" and enter the IP
address of the desired remote HMI device.

New Smariserver Conpeclion

SmiBiissver | -
Corvaction molie
Lo Essnichacki corraction
Dol comroclam optans —

*  High-speed network Litrang rrode |

2. To log on to the HMI device, enter the password using your keyboard.

The monitor keyboard of the HMI device is inactive. If desired, hide the keyboard with
"Input > Hide Input Panel".

Result

The user interface of the HMI device is displayed in the Sm@rtClient application window.
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4.5 Remote control by means of the Sm@rtClient application
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E-mail communication

5.1 Introduction
HMI devices can automatically send e-mails for important alarms and events.

The service technicians are then notified immediately at their workplace if an error or
malfunction occurs. Remote access or service pages then enable a first assessment of the
current state of the station that sent the e-mail. Thus, the necessary corrective actions or
troubleshooting can be initiated without delay.

Note

Users themselves can also send e-mails, provided the project was configured

correspondingly using the SendEMail system function.

Operating data

acquisition PC Control room PC SMTP server Office PC Service laptop

FHEREO

M Ethernet/TCP/IP

Palletizing
station

Color mixing
system 2

Color mixing
system 1

B PROFINET

Controller Controller Controller
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E-mail communication
5.1 Introduction

Note

An SMTP server is required for sending e-mails, which usually takes place over the
corporate network. As an alternative, the connection to the SMTP server can also be
established via a router.

Steps to complete
1. Configure the connection to the e-mail server (SMTP communication)

2. Configuring e-mail dispatch

Comfort Panels, Runtime Advanced - Advanced Configuration Options
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E-mail communication
5.2 Configuring SMTP communication

5.2 Configuring SMTP communication

Introduction
SMTP communication can be configured in the runtime settings or also directly on the HMI
device in the ControlPanel under "WinCC Internet Settings > E-mail".

The settings for SMTP communication are provided by the e-mail provider, for example,
whether a secure connection is required.

Requirements
SMTP server that can be accessed via the corporate network or a router.
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E-mail communication
5.2 Configuring SMTP communication

Procedure
1. Configure SMTP communication for the desired HMI device in the runtime settings. You
will need:
— The name of the server on which the messages are to be sent, for example the name
of the corporate mail server
The symbolic name or the IP address can be specified.
— Name of the sender, in this case "Color_Mixing_HMI_1", for example
2. If the SMTP server requires a valid e-mail address or valid user name for authentication,
enter the appropriate information.
You can obtain the user name and password from your service provider.
3. Specify whether the data must be sent over a secure connection (SSL), i.e. encrypted.
Color_Filling_Station_V12 [V11] » Color_Mixing_HMI_1 [TP1200 Comfort] » Runtime settings
Devices
SO0 = General Services
Services
4 Program info -~ e \ Gemetaicankin]
£ FLC alarms i K"’"“”“K 2 M St Smensenver
&) Teat lists acod Manu
— Alarms
* L Local madul x .
- _]Cmo‘:::iiti:;:h:lj [TF1200 Camf._. e m o I
I pevice configuration Langeinse font [[1 Operste as OPC server
Y| online & disgnostics [l HTTP channeal senver
T Runtime :emng;\ [] Web sendes SOAP
» [ Screens ‘
: i f':lc;’;:’m"wtm Diagnostics
Zconnemons ["] HIMLpages
E2 HMI alarms -
% :.E::::m dota SMTP Communication
* 5] Scripts Servername: | mald®color.cam
E] scheduled tasks L Mame of sender. | Color_Mixing_HM_1
_t??d“ g i E-mail address: Lul:a_Seru;cthﬁIUr.cum
* g Epnrﬂ I
14 Text and graphic lists | Login: ’\
i Useredmglni;re[ion I Password: |*=**="" \ 3
¥ L Color_Mixing_HMI_2 [TP1200 Comf... [] Secure connection required (35L)
b ) Packaging [TP200 Camfon]
¥ [ Master_Control_Station [PC477E ..,
Result

The HMI device can establish a connection to the e-mail server.

Comfort Panels, Runtime Advanced - Advanced Configuration Options
36 Getting Started, 05/2013, ASE32311838-AA



E-mail communication
5.3 Configuring e-mail dispatch

5.3 Configuring e-mail dispatch

Introduction
The automation system can inform employees by e-mail about alarms and events.

In the following example, the color mixing system "Color_Mixing_HMI_1" sends error
messages via e-mail to the responsible service technician.

Requirements
SMTP communication is configured in the runtime settings.
Procedure
1. Enter the e-mail address of the service technician for the message class “Error”.
Color_Filling_Station_V12 [V11] » Color_Mixing_HMI_1 [TP1200 Comfort] » HMI alarms
| Devices : ‘_" Discrate alarn.u A Analog alarms |- Controller alarms '.—_ System events -__-‘ﬂlalm classes | !4_D
500 = ) 4
Alarm classes
18 Frogram info ~ Display namea MName a Acknowledgment rmodel | Log E=rnail address und . Backgro
4 PLC alarms - 57 Diagnosis events Alarm without scknowle,. <No logs [ 256, 255... ] 255..
& Test lists = Errars Alatrn with simple ackno.. Tank_Level[Lucs_senicemeolor.com, [l 255 0. =1 .- |4
¥ @ Local modules a5 Systern Alarm without acknowle., <=No logs R \ NG 255, D?SS
= o Color_Mixing_HMI_T [TF1200 Comf... - ‘Warnings Alarm without scknowle... =No logs ( & 255.... DESS
Y Device configuration <Add news A\ 3 A
%/ online & disgnostics
Y Runtirme semings
» [ Sereens
* [ Sereen management
» L HMi tags
2, Connections
T Hmi alarms
b Recipes
Bl Historical del
¥ 5] Scnipts
2. Transfer the project to the HMI device.
3. To send an e-mail, initiate an alarm of the above-mentioned alarm class on the HMI
device.
Result

The service technician is informed per e-mail about errors on the station.
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E-mail communication

5.3 Configuring e-mail dispatch
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Status and diagnostics pages on the Internet

6.1 Introduction

If the HMI device is configured appropriately, you can quickly check the current status of a
plant on the Internet using the service pages.

Advantages:
e Unplanned downtimes are reduced and the plant productivity is increased.

® The information can be accessed even when remote control is not available because, for
example, specific ports are locked for security reasons.

Fully configured service pages are available for all HMI devices and all controllers with a web
server. These include the S7-1200 and S7-1500 controllers, among others.

You can also create your own service pages if required.

Sample scenario

The service technician has been notified about an error in the plant by an automatically sent
e-mail. The service technician then wants to get information about the state of the plant on
the service pages.
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Status and diagnostics pages on the Infernet

6.1 Introduction

Requirements
® You work on a Windows PC.

o The HMI device is configured as a Sm@rtServer ("Runtime settings > Services > Remote
control").

® The diagnostics for the HMI device is configured via HTML pages ("Runtime settings >
Services > Diagnostics").

Color_Filling_Station_V12 [vi1] » Color_M eimg_HHI_1 [TP1200 Comfort] » Runtime settings

Devices

TQQ | Genenl Services
Senvices

U4 Program infio ~ Serharis \ Remaote contral

4 PLC alarms Keybosrd 2 [l Start Sm@rSener

] Teot lises Good Man

= Alarms

] Local madul
= d?q]:;:a::;:h:l T User sdministration Readiwrite tags
il _ ; ; -
I Bevice configuration Lenjtage &jont [7] Operste a: OFC server

R Online & diagnostics [l HTTF channel sener
Y Runtime ssmings

[7] web seniee SOAF
b [ Sereens \ =
* [ Screen managem|
¥ L HHl tags 1 Diagnostics

'2. Connections [~ lﬂMLpéges
2 HMl alarms \ )
Recipes

E Hi ﬂl:ncnl data SMTP Communication K 3

b 5] Scripts SEAEF B
8] scheduled tasks L Merne ol sender|
@ pcles F _- E-mail address:

b =] Repores I
4] Test and graphic lists I Login:
i User administration I Password; | *=* =

» [ Color_Mixing_HMI_Z [TF1200 Comf.., [7] Secure connection required {55L)

» [ Packaging [TPA00 Comfort]

¥ o) Master_Controd_Statlon [PCA778 ...
+ (g comman data

» -:. Documentation settings

b LS Lenqusnes &resources
n
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Status and diagnostics pages on the Infernet
6.1 Introduction

Calling

To access the start page of the device, simply enter its IP address as a URL in Microsoft
Internet Explorer.

2 Miniweb Start Page - Micrasoft Internet Explorer E”ﬁjrz|
Fle Edt Vew Favortes Toos Help ar
- © M B @ P Jgromes @ -5 W - JBE B
address | hitp1192.162.0.2

Miniweb Start Page

lastupdate 08:45.19 10.02 2006

Welcome on Color_Mixing_HMI_1

Device Status of Color_Mixing_HMI_1

The runtime Is running

General Device Information
Device Type TP1200 Comfort
Device Name Color_Mixing_HMI_1
 Internet

For more information on the service pages, refer to the WinCC online help in the TIA Portal.
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6.2 Creating your own service pages

6.2 Creating your own service pages

Introduction
You must have some HTML programing knowledge to create your own service pages.

The basic procedure is described below. As an example, a new service page
"plantstate.html" will be created based on the start page for reading the current fill levels.

Procedure

1. Unpack the ZIP file "WebContent.zip" in any work directory on your configuration
computer.

Note

The ZIP file "WebContent" is in the installation directory of WinCC Comfort Edition in the
folder "C:\Program Files\SIEMENS\Automation\Portal
V12\Data\Hmi\Transfer\12.0\CP_15_19_22".

If you use a PC as the HMI device, you will find the ZIP file "WebContent" in the
installation directory of WinCC Advanced Edition in the folder "C:\Program
Files\SIEMENS\Automation\WinCC RT Advanced".

The ZIP file "WebContent" contains source data for the service HTML pages of the HMI
device.

2. Create a copy of the start page "start.html" and name the copy "plantstate.html”, for
example.

3. In the start page, insert a hyperlink to the service page as described below under
"Expand start page to include a hyperlink to the service page".

4. Modify the new service page as desired as described below under "Creating your own
service page".

5. Add the revised start page and the new service page to the ZIP file "WebContent" and
copy the ZIP file back to the original directory.
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6.2 Creating your own service pages

6. Load the project onto the HMI device.

7. Start Microsoft Internet Explorer on the configuration computer, call up the HMI device
start page and go to the new service page.

=} Mintweb Start Page - Microsoft Internet Explorer EH'E!E'
Fie Edt View Favortes Tock Help ar

’ A Y s e | T
(€ > Iﬂ :’_F':I (0 | ! Saarch 3.{ Favorkes ‘e} A= |
| hitpr182.168.0.2

Plant state of Color_Mixing_HMI_1
last update 08:47.43 10.02 2006

Plant State of Color_Mixing_HMI_1
The runtime is running

Fill levels. Press <F5> to update values
Cyan fill level 546

Magenta fill level 286
Yellow fill level 768

Black fill level 780

 Internet

Expand start page to include a hyperlink to the service page
1. Open the file "start.html" in a text editor, e.g., in Notepad.
2. Add a hyperlink to the "plantstate.html" page on the left-hand navigation bar:

<l-- Getting started: according to the Getting sStarted,
a Tink to the service page "Plantstate™ is added” --3
<!-- Getting Started: If you want to insert this 1link in the other service pages, |
i copy the following link section -->
<l-— Getting Started LINK START -->

<tr>
<td widtha"8"></td>
{Ed w‘ldthz"‘;'"> /Navirfeilbl if" alt="" bord 0" width="4" height="7"></td
<img src="/Images/Navirfe au.gift” alt= order= dth="4" height="7"></td>
;tdgw‘i dth-{iolg ';ﬁ;s-"ﬁiﬂavj‘iﬁk;‘!; _ i .

<a href="/Plantstate. htm1" ¢class="ad_nav_Tlink">Plant State</as</td>
</tr>

<tr><td colspans="3" helght="20"s</tds</trs
<l-- Getting Started LINK END -->|

|
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6.2 Creating your own service pages

3. Save and close the file "start.html".

The result should look like this in Microsoft Internet Explorer:

2 Miniweb Start Page - Micrasoft Internet Explorer El@lrz|
Fle Edt Vew Favortes Toos Help wr

\ 3 il E] ._-.'-i SO seach Slzravates €8 - in ] - | @ 8 3

€
hitp:H192.168.0.2 viBo s * -

Address

Miniweb Start Page
Iastupdate 08:4519 10,02 2008

Welcome on Color_Mixing_HMI_1

Device Status of Color_Mixing_HMI_1
The runtime is running

General Device Information
Device Type TP1200 Comfort

Device Name Color_Mixing_HMI_1

®© Internet

Creating your own service page
1. Open the ""plantstate.html" file.
2. Add a hyperlink to the "start.html" page on the left-hand navigation bar.

<l-- Getting Started: according to the Getting sStarted,
a 1ink to the start page is added" -==>

<!-= Getting started: If you want to insert this Tink in the other service pages, |
copy the following 1ink section -->

<!-- Getting Started LINK START —->

<tr>
<td width="8"></td>
(td '_Fj'dtha"?“:?
<img _-src-",{{mages. dPfeilblau. gi'ﬁ“ alt="" border="0" width="4" height="7"></td>

<td width="101" class="ad_nav_link">
T <a href="/start.htm]"” class="ad_nav_Tink">Start page</as</td>
</tr>
<tr><td colspan="3" height="20"></Ttd></Tr>
<!-- Getting Started LINK END --3|

3. Change the table heading.
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6.2 Creating your own service pages

4. Replace the table with a new table in which the fill levels of the color storage tanks are
displayed.

<!'—— gerting started: New table with Fi11 levels —-—=
<table border="1" class="sph_table” cellspacing="0" width="600"5

<tre<td class="sph_td"><b>Cyan £111 level Wq}":d}a
MWSL <] —— nr“lta(m\.far( H-II_F‘i‘Hin%L
<tr><td class="sph_td'><b>Magenta £i11 1 <.o"b>-:,f‘|:d>-c:d c ass- “sph_td"

c‘lass- sph_td

m
<tr><td ¢1ass-"sph..td"><bwe11w fﬂ'i Teve <,"b>< d>-ﬂ:d Cfassa’ sph.td"
<MWSL><! == wite(ﬁewar(f 111%
<tr»<td class="sph_td"><b>Black £i11 level <,ﬁ:d:~<1:d class="sph_td">
:q/'i}b'leﬁbrr
</tables

|

<tr><th class="sph_th'><b>Fi11 'Iwe‘l:s. Press &t 5?, T0 update UﬂuﬂHfbeth:mr}\
= —}cML:&nhsp,{/td:qj‘:r:»
L><l—— write(Getvar("HMI_FillingLevel M:v&nbsp-"ﬁﬂﬁ'fﬂ"*
X')); -=></MWSL>&nbsp; </Tds</ars
<MWSL><!-— write(Getvar ("HMI_FillingLevel_cHYK_K")); --></MWSL>&nbsp; </tds</tr>

Note

For a list of the available tag parameters and other useful information, see the WinCC
online help in the TIA Portal, under "Visualize processes > Options > Sm@rt options >
Display integrated service pages > Create own service pages > Basics".

5. Save and close the file "plantstate.html".

The result should look like this in Microsoft Internet Explorer:

2 Miniweb Start Page - Micrasoft Internet Explorer E|E|E|
Fi= Edit View Favorites Tooks  Help ar

) . ) <da e \ —
€ > ﬂ ﬂ (0 |/ ! Saarch 7.{ Favorkes ‘e} A~ L |
| ritpri92.1680.2

Plant state of Color_Mixing_HMI_1
lastupdate 08:47.43 10,02 2008

Plant State of Color_Mixing_HMI_1
The rumntime is running

Fill levels. Press <F5> to update values

Cyan fill level 546

Magenta fill level 286

Yellow fill level T69

Black fill level 780
 Internet

If you refresh the page in Microsoft Internet Explorer, the page reloads and the values are
updated.
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6.2 Creating your own service pages
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7.1 Introduction

For "Good Manufacturing Practice" (GMP), production plants must meet special
requirements, which can be summarized as follows:

® QOperators are identified and authenticated before they work on the plant.

e Operator actions that interfere with running production process are documented,
commented and confirmed by an electronic signature.

e All operator actions requiring traceable proof are logged centrally.

This enables continuous tracking of who operated what and when. At the same time, it must
be ensured that the recorded user actions cannot be falsified and can be read at any time.

Operator User administration
s = =
o —— ' Audit Trail
I = I A= Operating data acquisition PC
"-‘ L e | d=
% = N | — [ .
| L& q[. H. ::_ | » = »
' y | —
' R | W Ethernet/TCP/IP
| | ==\
| HMI device | —————————————
' |

Controller

Note
Different standards apply for the electronic documentation of production data.

The most important set of regulations is the legal wording in "21 CFR Part 11" on "Electronic
data records and electronic signatures" issued by the FDA, the US Food and Drug
Administration. The GMP requirements are based on the FDA regulations. The various EU
regulations also apply for particular industries.

The FDA's "21 CFR Part 11" is available on the Internet at "www.fda.gov".
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7.1 Infroduction

Requirements: WinCC option "WinCC/Audit"

With the user administration, the basic WinCC software offers an effective authorization and
password system. However, the WinCC/Audit option is required to meet further requirements
for the electronic documentation and logging of user actions in Audit Trails.

Planning GMP projects
To set up a project as GMP project, the following questions must be clarified in advance:
e What are the user administration requirements?

e Which user actions (e.g., value changes or actions in recipe management) must be
signed, commented on or logged?

e What special features must be considered when logging?

Sample scenario

In the color mixing system, all user actions related to the recipes are to be recorded
automatically and logged so that the data is secure against manipulation. To this end, the
project is set up as GMP project with the appropriate settings.
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7.2 Extended requirements on user administration

7.2 Extended requirements on user administration

The traceability of operator actions requires that the respective production shift operator can
be clearly identified.

To ensure this, it is not only important for each operator to log on to the system with user
name and password. The FDA imposes additional requirements on user administration.

Extended requirements of the FDA
To fulfill the FDA requirements, user administration must ensure the following:

® FEach password is valid for a configurable period of time only. Operators receive a
message in good time informing them that their password is about to expire and
prompting a change of password.

® A previously used password can only be reused after a configurable number of
generations.

Example: With a setting of "3 generations" the password "001" can only be reused after
the third change of password.

® The operator is logged off automatically from the HMI device if no action is performed
within a configurable period.

e After three incorrect password entries, the operator is automatically assigned to the
“unauthorized” group.

Note

With the user administration, WinCC offers an effective authorization and password system.
In "Getting Started WinCC V12 Comfort Panels, RT Advanced", you have already learned to
configure user administration including operators, passwords, and user groups with different
access rights.

The extended requirements are configured in “Runtime settings" under "User administration".
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7.3 Burden of proof regarding operator actions

7.3 Burden of proof regarding operator actions

Recording configuration

To meet the burden-of-proof requirements applicable to your project, you must specify which
user actions need to be traceable in Audit Trail.

® Traceable operator actions: Operator actions that influence running production. These
actions include switching the plant's operating mode from "Automatic" to "Manual" and
changing the mixing ratio of a recipe.

— Burden-of-proof operator actions can be confirmed by a simple acknowledgment or an
electronic signature.

— The operator can also be prompted to add a comment.

e Other operator actions: Operator actions which do not contribute much to the traceability
of the operator activities, e.g. screen changes. Such operator actions may be
documented, but should not distract unnecessarily from important operator actions.

From the list of operator actions with the burden of proof you can deduce which objects need
to be adjusted in the project:

e GMP relevant tags, if value changes by the operator are to be documented.

® GMP relevant recipes, if the following operator actions are to be documented:
— Creating, changing and saving recipe data records
— Transfer of recipe data records to the controller and from the controller

— Changing the setting for the synchronization of the recipe tag values with the controller
("offline" or "online")

Note

Use the system function "RecordUserAction", to document the operation of controls such as
buttons and actions in scripts. This system function is only available if the project is
configured as a GMP project.

Automatic recording

The following operator actions are recorded automatically in Audit Trail:

e Alarms: Acknowledge

e User administration: Logon and logoff of users and import of user administration

® | ogs: Starting and stopping a log
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7.4 GMP-compliant configuration

7.4 GMP-compliant configuration

Introduction

Changes to the recipes are stored in an "Audit Trail" in line with FDA requirements in order
to ensure the fully documented traceability of the production process in the color mixing
system.

This can be useful, for example, for the production of food coloring.
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7.4 GMP-compliant configuration

Procedure
1. Set up the HMI device for GMP-compliant configuration in "Runtime settings” under
IIGMP"
In the case of several HMI devices, all HMI devices must be set up for GMP-compliant
configuration.
Color_Filling_Station_V12 [V11] * Color_Mixing_HMI_1 [TP1200 Comfort] » Runtime settings
Devices
P00 = General Good Manufacturing Practice
Sepvices
15§ Program info A| Gereens GMP (Good Manufacturing Practice)
A PLC alarms Keybosrd Configuration conformss to GMP
&) Text lists Gﬁud{lunu“oﬂunng Fractice T D
v ocal modules Aanm (

w [ Calor_Micing_HMI_1 [TP1200 Corrf.. Saer ’°”
Y Device configuration o0

% Online & diagnastics
Y Runtime semings

b [ Screens \
» [ Screen managem|
b L HMi tags 1

2. Configure the security settings for the validity of the user passwords in "Runtime settings"
under "User administration".

Color_Filling_Station_V12 [¥11] » Color_Mixing_HMI_1 [TP1200 Comfort] » Runtime settings

Genersl User administration

Sendces
Screens General
Keyboard

Good Manufacturing Practice

Alarms Logoff time:

Change inial password:

User administration Enable limit tor lagon attempts: [
Language &font \ Mumber of incorrect logon attempts: |3
\ 1 Logon onlywith password: [ |

Hierarchy level

Group-specific nghts for user administration: [ |

Password
__ Enable password aging:
Password validity (days):

Prewarning time (days):

Fassward qenerations:

— When the operator logs onto the operating unit for the first time they will be prompted
to change the default logon password once the logon procedure is completed.

— Users can change their logoff time.
— The user is blocked after three incorrect logon attempts.

— Password ageing is enabled and configured.
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7.4 GMP-compliant configuration

3. Configure the recipe "ColorSelection" so that the transfer and storage of recipe data
records from the operator must be confirmed by electronic signature:

Color_Filling_Station_ V12 [V11] » Color_Mizing_HMI_1 [TP1200 Comfort] » Recipes

Devices

- > -
90 O Blas r3 4
Recipes
k4 Program info ~ Hame Display name  |Number WVersion Path Type Maxirnum number of dat

ColorSelection 1 [2{ 14022012 164911 WleshiRecipes [ Limited  [>l600°

£ PLC slarms | 2o
& Test lists <Add news \
* [ Local modules @
= |4 Color_Mixing_HMI_1 [TP1200 Comfon] 2

B ] Y
Y Device configuration | ':,_.., — |
Y. Online & diagnostics
N ndone sewingy : |BFrapartIes I"_J. Info iJI_'tL Diagnostics
» [ Sereens . -
=T — | General | Texts
¥ g HMi tags GMP (Good Manufacturing Practice)
2, Connections - ;
2 HMil alarrms eneral Settings
e Doata storage
i Recipes CoFmmunication Record operator control actions in Audit Trail:
il
istoricel) . <
¥ (&) Seripts @ Synchronization Sign losding of recipe dets: [
E] scheduled 4 Taclop Sign recipe data saving: [l

) oycdes = Good Manufacturing Practice 3
» [ Repores \ @
4 Text and graphic lists 3

4. Enter a file name for the Audit Trail and enter the network path and network name of the
operating data acquisition PC under "Path":

Color_Filling_Station_W12 [V11] » Color_Mixing_HMI_1 [TP1200 Comfort] » Historical data

J’_D;;g‘ | J= Data logs [;_: Alamm logs [u Audit Trail
LN = Audit Trail
MNarne Path Storage location |Lewli..  Enabl. Forcin. Bypas.. Logal p)
- -CI Colar_habxing_HMI_1 [TF1200 .. i~ u AudnTrailMeang... Wirmnetibd =] csv file (A5 [l 1.0 B =] el
m Device configuration —
';-. Online & diagnostics i : Il_loi 'S Properties i"j.; Info ;‘_Jii-,— Diagnostics |
Runtime settings -~
» [ Screens | Properties Events I Texts
» [§} Screen management General
¥ gl HM tags General
.Z. Connections . Name
pos Settings
; HMi alarms AuditTrailMbdngStation
Recipes —

_m Historical dm\ Starage location 3
L % ::p: i @ Storage location: | 5V file (A5CI)
eduled tas! —
ot 1 Fath: Ufirmnetibde-po
uq.-des TN ELRICE-PG:

» = Reponts Free storage space limit in ME: 1.0 E
2] Texx and graphic lises = 4

i User administration
» |4 Color_Mixing_HKal_2 [TP1200 ..

nin
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7.4 GMP-compliant configuration

5. Finally, in the "Plant state" screen, configure a button which the operator can use to move
the Audit Trail to the operating data acquisition PC. The process should be recorded in
the Audit Trail and confirmed by electronic signature.

— Configure the system function that stores the information in the Audit Trail and
prompts the operator to confirm by electronic signature:

..._Station_W12 [V11] » Color_Mixing_HMI_1 [TP1200 Comfort] » Screens » Plant State

Options

fTahoma

& Properties

BB S 0E L]
Tt @%

aj

k 2 Y E

-

b . Basic objects

/S AbdO@
A L

v | Elements

.'\l_)

| Properties

B click
Press
Release
Actrvate
Deactivate
Change

54

v | Controls

|| Animations [ Events hTexts |

LT BE X

« NotfylserAction
Confirmation type
Mandatory commenting
Category
Object name
Description

<hdd functions

T

]

| Electronic signature

Yes

Audit Trail

Audit Trail

Move Audit Trail to Server

N

- , Graphics

I
¥ g WinCC graphics folder
,j My graphics folder
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acquisition PC:

7.4 GMP-compliant configuration

Configure the system functions to move the Audit Trail on to the operating data

-0 X

..Filling_Station_¥12 [V¥11] » Color_Mixing_HMI_1 [TP1200 Comfort] » Screens » Plant state

Result

Tahoma _i] 19i? B I L! 'S'A.ﬁgi Lﬁiiil =i —: ,_._l";i _’%i L_,li F—E- 4
| '@ Properties  |*i4 Info yl}:‘;jDiagnnstics |
Properties || Animations Events | Texts |
| LT BHE X
I3 click
Fress = NotifyUserAction
Release Confirmation type Electronic signature
Activate Mandatory commenting Yes
Deactivate Category Audit Trail
Change Audit Trail

Object nay
Dgscviptiu\ 1
Closeslllogs” >~
= ArchivelogFile

Log type
Directory name

Lag
Mode
A\

OpenallLogs
<Add function

&

Move Audit Trail to server

Audit Trail
AuditTrailMixingStation
Wirmnetibde-pc

Mowe

It is necessary to close all logs so that the Audit Trail is no longer accessed in runtime. The
Audit Trail is renamed on the HMI device with a time stamp using the format:
Name_Date_Time_HMIdevicename, e.g. "Audit-
Trail_MixingStation_20070524_122358_MixingStation". Concurrently with the renaming a
new, empty Audit Trail is created so that logging can be continued without interruption.

Note

Messages and their related acknowledgments continue to be saved in separate message
logs. The name of the operator who acknowledged the message is stored in the Audit Trail
together with reference to the action and message number.
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7.5 Operating a GMP-compliant project in runtime

7.5 Operating a GMP-compliant project in runtime

Introduction

Using the example of the color mixing system, you will now be shown how you as an
operator can confirm and comment upon changes to recipe data using an electronic
signature.
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7.5 Operating a GMP-compliant project in runtime

Creating a new recipe data record

1. Log on to the HMI device using your user name and password.

SIEMENS

SIEMENS
SIMATIC HME |

SIMATIC HMI

Tl MMagents B}

ns Homl; '?

E] e

2. Go to the "Recipes" screen and create a new recipe data record.

SIEMENS
SIMATIC Hay

Back

Color selection / Recipe
_Rctlpc HName: _Nn,'.
|11
Data Record Name: Noui
HewDataRecord-Peters =14
\\\..-\ ]
Cyan 25
Magenta 55|
Yellow 10
Black
(A
g

= |4 T
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Humber of tins

10

9
8
7
6
L
4
3
2
1
0

SIMATIC HMI

CMYK values
Cyan Magenta Yellow Black
O 100% e 100% puE 100% pop 100%
E 80 E 80 = 80 E 80
£ 60 E 60 = 60 3
E 40 E % E 40 E 2
= m E 20 E 20 E
L oo LE go EE g EZE o
Color preview
Show color
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7.5 Operating a GMP-compliant project in runtime

3. Save the new recipe data record (1), comment on the change (2) and confirm this action

with your electronic signature (3).

SIEMENS

SIEMENS [
SIMATIC HMI |

Back |

Color selection [ Recipe
Recipe Name:

Data Record Hame:

SIMATIC HMI

Win{ C Runtime 12 x|

te barstatgen Se de nachstehende Handungratecht duch
Lintorschedt.

Dateratz _DATA_ Angacugten atenatr i
0 pmchern

' NewDataRecord-Peters

Datenatingn

'E&a’&r'_\ I

58

80
_C.va"n - Homminta -
Magenta recipe_c ] 40
Vellow [ I
tad I— iz \ =
T l". - LOIor preview

5 L i | 1

— H XJ ﬂ"—’ igll] 9 Show color

Comfort Panels, Runtime Advanced - Advanced Configuration Options
Getting Started, 05/2013, A5E32311838-AA



GMP projects/audit

7.6 Archive audit trails

Introduction

An Audit Trail is an important document that helps you to provide the mandatory proof of
events. For this reason, regular backup is required. The following options are available for

logging:

7.6 Archive audit trails

® Save the Audit Trail on the external storage medium of the HMI device and back it up via

the network to a server at regular intervals.

e Save the Audit Trail on the external storage medium of the HMI device and read it from

the external storage device on a PC.

® Save the Audit Trail via the network directly to a server.

Note

You can only operate a GMP project from the HMI device provided the audit-related user

actions can be saved in the Audit Trail.

Therefore, ensure that there is always sufficient memory space available and the

connection to the server is not interrupted.

Only users with administrator rights can force operation if there is insufficient memory

space.

Moving the Audit Trail to a server

If the configured minimum storage size is exceeded, the "Low storage space” event is

triggered Configure the following functions list in order to transfer the Audit Trail from the

external storage medium of the HMI device to the server.

Color_Filling_Station_¥12 [W11] » Color_Mixing_HMI_1 [TP1200 Comfort] » Historical data
J: Data logs ”a Alarm logs iﬂf Audit Trail

Audit Trail

-0 EX

2T BE X
Free space critically low
3 Low free SpPACE

CloseallLogs
+ ArchiveLogFile
Log type
Log
Directory name
Mode
OpenaliLogs

Mame Path Storage location Lowli.. Enabl.. Forcin.  Bypas.. Logal
H AuditTrailMixingStation Wirmnetibde-pc =| CSY filz (ASCI) =i 1.0 W v
| & Properties *illnfo i || %] Diagnostics
| Properties || Events || Texts

Audit Trail
AuditTreilMizing Station
Wirmnetibde-pc

Mowve

=Add functions
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7.6 Archive audit trails

60

Note
The illustrated functions list can be configured, for example, to the "Print" event button. This
will enable the Audit Trail to be saved to the server at any time.

e “Low free storage space, critical": This event occurs when there is not enough free disk
space available for the Audit Trail. The value depends on the HMI device.

e "Low free storage space": This event occurs in runtime if less free space is available in
runtime for the Audit Trail than is configured in “Minimum amount of free storage space”.

The depicted function list is processed as follows:
1. All open logs are closed.

2. The Audit Trail is renamed on the HMI device with a time stamp using the format:
Name_Date_Time_HMIdevicename, e.g. "Audit-
Trail_MixingStation_20070524_122358_MixingStation". The Audit Trail is then transferred
to the server. A new Audit Trail is generated.

3. All closed logs are reopened.

You can also use this function list to save the Audit Trail for long-term logging on the server.
In the Scheduled tasks, create a "Backup Audit Trail" task which stores the Audit Trail on the
server at regular intervals.
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7.6 Archive audit trails

Forcing operation
A special case occurs when the connection to the server is disrupted:

As long as the HMI device has sufficient free memory space available, user actions are
recorded in the new Audit Trail. The runtime system will attempt to transfer the renamed
Audit Trail to the server every 300 seconds.

If the Audit Trail cannot be recorded due to lack of memory space, any objects configured as
GMP-relevant, (e.g., tags), can no longer be serviced. To avoid unnecessary downtimes, you
can define that operators in the "Administrators" group have the authorization to “force” an
operation. This means that the shift supervisor, for example, can force operation. This action
interrupts the Audit Trail operating record.

Color_Filling_Station_¥12 [V11] » Color_Mixing_HMI_1 [TP1200 Comfort] » Historical data -0 B X

{§~ Data logs ||1_ Alarm logs | @ Audit Trail
Audit Trail

Hame Path Storage location Low .. |Enabl.. Forcin. Bypas.. Logal.
Hr’*u-.'ll':rbnlr-hrn-:l.. Wirmnettbd. . = CSViile (S, |= 1.0 & v o]
| 1 ¥ 1 vt s
| & Properties ]‘_l..!nfn i) || 2| Diagnostics
| Properties | Events | Texts
Settings
General =
m Enables logging

[ Ensble logging atruntime start

Force
[ ] Signature bypass possible

Forcing allowed if storage space is exhausted,

[ ] Log slarm text in Audit Trail

A forced operation is documented in the Audit Trail:
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7.7 Evaluating Audit Trails

7.7 Evaluating Audit Trails

The Audit Trail is stored on the HMI device memory card in read-only CSV format. Each
entry has a separate checksum. This checksum ensures that the entry has not been
modified at any later time.

Evaluation options
There are two possible ways to evaluate the Audit Trail:
® Use the "Audit Viewer":

You can easily evaluate the Audit Viewer for external analysis on an office PC with the
help of the Audit Trail.

Note

Integrity of the contents is ensured in every Audit Trail by application of a checksum. In
"Custom", it is possible to individually evaluate a loaded Audit Trail using SQL
commands.

Note

The Audit Viewer is on the WinCC Advanced Edition product DVD under
"DVD/Support/AuditViewer/AuditViewer_V70_SP3.exe"

e Use the DOS program "HmiCheckLoglntegrity":

The DOS program enables an automated check of the Audit Trail in Batch mode using
the return values.
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7.8 Evaluate Audit Trails with Audit Viewer

The Audit Viewer is used to evaluate the Audit Trail on an office PC.

Procedure

In this section, you will copy the Audit Trail to the configuration computer and display it in the
Audit Viewer.

1. On the HMI device, switch to the "Plant state" screen and copy the Audit Trail from the
HMI device to the configuration computer.

2. Start the Audit Viewer on the control room PC or the configuration computer.

. Maintenance
. Microsoft SOAP Toolkit Version 3 vmadmin
. Microsoft SQL Server 2008
. Microsoft SQL Server 2008 R2
. OPC Foundation
. Siemens Automation
B Automation License Manager Music
Security Controller
M5 TIA Portal V12
. Documentation
. Options and Tools Computer
). Runtirme Systems
d SIMATIC Control Panel
1. Audit Viewer
Q WinCC Audit Viewer Devices and Printers
. Decumentation
| Information Default Programs
| OPC-XML-Gateway
. PrgSave

Dacuments

Pictures

Games

Help and Support

4 Back Windows Security

| Search programs ond fies | !;E
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3. Load the Audit Trail.

= SIMATIC WinCC Audit Viewsr

,,S,@ o e

Audit files

Look i | [ Storage Caid 5D

¥ SQL Seryer / Audil Trail Browser i\_‘_‘nmm
e |Shtess
N MyRecerd | (2] AudkTrall Pe..

[}

Desktop

:-P.W:H'!rd_Pmu
My Hehwoek  Files of lype: | okt s el "t " ) v

From Date |
|2012-10-16-06:43:44 | |
Audit Trads / Backups # Archives/ Daba records WL
To Date
|2012-10-16-08:42.42 B
= gt
I 3 ALL SOL Servars
OFF
I 1 Local SOL Servers ‘
< 1
| Riecert Losshons | Cancel ]| ok
Press F1 fer Help

"Data Validity" is lit up in green to indicate that the loaded Audit Trail has not been
manipulated.

Each entry in the Audit Trail is time-stamped to allow precise tracking of operator actions.
In addition to system events, such as the import of a password list, the system also
records failed logon attempts:
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Checking the integrity of an Audit Trail

Each Audit Trail is an important document that helps you to provide the mandatory proof of
events. Therefore, it is necessary to ensure that the Audit Trail has not been tampered with.
This means, for example, that there must be no possibility of an operator error being covered
up or of a transmission error occurring during automatic backup.

The Audit Trail can be checked for manipulation using the Audit Viewer.
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1. Create a copy of the Audit Trail on the configuration computer and remove write

protection:

= AuditTrail

: Advesee r_: C#\Sorage Card SO AuditTrail

D Ok ¢ 4§ D suchen [ Cudner % :
L o o = Eigenschaflen von Audit_Trail Peters.csv

, Aiosne | Swhohel | Borutzaiiiet | Datsiro|
) e |
Drabeilyp: Mictosehl Difice Excel Comma Separsted Yalues Fi
Olfrenmt  [2] Miciosoh Office Excel

Ot C:\Sioiage Cerd SD\AudtTrad
Gt 11.5EE [11.776 Byles)

Gitifie aud
Dakeririiger: 12.0EE [12.258 Bytes)

Erstelt: Heute, 16. Dkiober 2012, 16:36:22

Geandait e Heute, 16, Dkicber 2012, 16:3207

'Z-,dfu'g Heute, 16, Dkicber 2012, 16:36:22

[ ok ][ Atteechen | [Ubemag

¢!

Typ: Microsaft Office Exced Coenma Separabed Values File GeBndert am: 16.10,2012 16:32 Grife: 11,5 KB 11,5¥8 ﬂ Eigerear Coenputer

2. Open the Audit Trail in Microsoft Excel and change some entries of your choice.

66

the Audit Trail in CSV format and reload the Audit Trail to Audit Viewer.
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The "Data Validity" is lit up in red to indicate that the loaded Audit Trail has been
manipulated. The Audit Trail is thus invalid and is no longer accepted.
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7.9 Evaluating Audit Trails using DOS program

Introduction

When you log the Audit Trails on a server for longer term, the Audit Trails can be checked
automatically using a script. To do this, the programmer can integrate the check using the

DOS program "HmiCheckLoglntegrity" into the logging process. ""HmiCheckLoglIntegrity"
then provides the following return values:

e < (: different errors, for example, incorrect file format or no file exists.
® 1: The checked Audit Trail is valid.
® > 0: Number of the line where the checked Audit Trail was manipulated.

Audit Trail logging is only continued if the return value is "1". In both error cases, the
administrator or the shift supervisor can be informed.
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Procedure
You check the integrity of the Audit Trail in the command prompt.

1. On the HMI device, switch to the "Plant state" screen and copy the Audit Trail from the
HMI device to the configuration computer.

2. Open the command prompt on the configuration computer.

Programs (1)
B8 cmd

- See more results
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3. Check the integrity of the Audit Trail.

e -|o| x|
Microsoft Windows HP [Uersion 5.1.26001]
(CY» Copyright 1985-2081 Microsoft Corp.

C=“Documentsz and Settingssuser>'"C:»Frogram Files“SIEMEN:-Audit Uiewer“HmiCheckLo
gIntegrity.exe” "C:xStorage Card SDNAwditTrail“AuwditTrail Petersz.csuv"

HmiCheckLogIntegrity utility

Checking file "C:“Storage Card SDMAuditTrailvAuwditTrail_Peters.csu" for consiste
ncy...

Consistency check succeeded.

C:~\Documents and Settings“usepr’>

The integrity check has been successfully completed. Now, manipulate the Audit Trail
and check it again afterwards.
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4. Create a copy of the Audit Trail on the configuration computer and remove write
protection.

= AuditTrail

Bearbeitpr x
: Acvasee | £ C\Storage Card SO ALGUTrai
D Qanck v - P suden [ ouner | (-

Datel- und Ordneraufigaben =) :
B e |

Drabeilyp: Mictosehl Difice Excel Comma Separsted Yalues Fi
Olfrenmt  [2] Miciosoh Office Excel

Ot C:\Sioiage Cerd SD\AudtTrad
Gt 11.5EE [11.776 Byles)

Gitifie aud
Dakeririiger: 12.0EE [12.258 Bytes)

Erstelt: Heute, 16. Dkiober 2012, 16:36:22

Eigenschaflen von Audit_Trail Peters.csv

Gedndait s Hewe, 16, Dkiober 2012, 16:3207
'Z-,dfu'g Heute, 16, Dkicber 2012, 16:36:22

[ ok ][ Atteechen | [Ubemag

¢!

Typ: Microsaft Office Exced Coenma Separabed Values File GeBndert am: 16.10,2012 16:32 Grife: 11,5 KB 11,5¥8 ﬂ Eigerear Coenputer

5. Open the Audit Trail in Microsoft Excel and change some entries of your choice.

6. Save the Audit Trail file in CSV format and repeat the integrity check.

Result

The integrity check does not return "1". The Audit Trail is thus invalid and is no longer
accepted.
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SIMATIC Logon

8.1

What is SIMATIC Logon?

SIMATIC Logon supports system-wide, central user administration.

User data is created and managed on a central logon server by means of the user
administration of the Windows operating system:

You configure the user groups and their authorizations in the usual way in the WinCC local
user administration. You assign identical names to the user groups on the server and in
WinCC. Because of these identical names, the user group is assigned an authorization in
runtime.

You do not have to create users in WinCC, because they are taken over dynamically by the
server during the logon process. The application or HMI device forwards each logon or
password change to SIMATIC Logon for processing.

This means that users can change their password directly on the HMI device. The changed
password is transferred automatically to the logon server.

Benefits of SIMATIC Logon

The use of SIMATIC Logon has the following advantages:

e Central user administration is set up once on a central logon server and not separately on
each individual device.

® New users created on the central logon server can log on immediately to any HMI device
which contains a WinCC user group with the same name.
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8.1 What is SIMATIC Logon?

Requirements

74

® Changes in the user administration can be made without any configuration effort and
without reloading the project.

e User names and passwords are identical on all HMI devices.

Control room PC

Grant/refuse
access
: A
L i i R T e e e R R T g - |
1 Il M Ethernet/TCP/IP 1 |
1 1 1 1
— . — . 1
o= — — — — - '_'._ — — — — = [l v
: 1 = E N 1 K - Logon to local
) ]t i H ] — _ :
i"] — 1,_:' - iéirﬂ o B 5-..'- . operator station
ac) == 1 Eeae
EARGECHRRRS i o BB
Color Color mixing Palletizing
mixing system 1 system 2 station
B PROFINET
U U O A

Controller Controller Controller

In our example of a color mixing system, the control room PC is used as central logon
server. The user administration is created and managed centrally using the control room PC.

To use SIMATIC Logon for the sample project, the following conditions must be met:

® The basic package "SIMATIC Logon Service" is installed and configured on the logon
server.

SIMATIC Logon includes several software components, e.g. role administration and
Eventlog Viewer. This Getting Started describes the only the central administration of
users and user groups.

You can find more information on the installation and configuration of SIMATIC Logon on
the Internet at <http://support.automation.siemens.com>. Enter the ID "34519648" in the
search field and start the search. The "SIMATIC Logon - Electronic Signature" manual is
available to download.

e Each HMI device requires its own SIMATIC Logon license.

The licenses are stored centrally on the logon server.
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Tasks

8.1 What is SIMATIC Logon?

Activate SIMATIC Logon in WIinCC to set up the central user administration using a logon
server.

Then, create identical user groups and users on the logon server in the Windows computer
administration.

You then assign the users to the user groups in accordance with the required authorization.

Response to connection failure

User administration on the HMI devices is reactivated if communication with the logon server
goes down or if the logon server crashes.

User administration on the logon server is automatically reactivated once the logon server is
back online.

Additionally, you create Windows users in the user administration of the HMI devices to
ensure that full access to the HMI device is possible even when there is a connection failure.
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8.2 Activating SIMATIC Logon

8.2

Activating SIMATIC Logon

Introduction
When SIMATIC Logon Service is installed and configured, enter the connection data to the
logon server in WinCC and activate central user administration.
All other steps are configured on the logon server in Windows.
Procedure
1. Enable SIMATIC Logon for all HMI devices in the project and configure the settings in
such a way that the user data from the control room PC will be used.
Project tree 4
_! Devices |
TQQ = :e"e_"‘ User administration
) Tesx fises o [ Skad General
b L@l Local modules Reyooded
w [ Color_Mixing _HMI_1 [TP1200 C.. Sided Menuiachwing b
Y Device configueation Aamnd ——— iy
% Onfine & diagnastics User administration \ Enable limit for logon stwempts;
" M Language &font Number of incorectlogon atrempes; 3 _$|
* [F) Screens K 2
» [§) Screen managem|
» L HWl tags 1 Hierarchy level
24 Connections
1 HMI alarmns Group-specific rights for user administration: [ |
o Recipes
> E:z:::'!ul ata Password
B scheduled tasks RGP0 0.ogim
) Cycles Password validity (doys): (30 [7]
» [i Repors Prewarning time (doys) (7 [%]
{4; Text and g.re.phic.llsu g Password generations: [3 %]
- ‘|, User administration u
: :_‘:-:r:u:n»u:nf:u‘:n SEMtings Password mmple)dty
= () Languages & resources M
& Project languages st include nurmk
=] Project texts Minimum password length: |3 (5]
&, Project graphics
 [bg Online access SIMATIC Logon
b g Card Readen/USE memory . = _@Enebh SMANIC Logen
kS . > \ Ny uzer admindstration from
| Detalls wiew 3 e 4 .
AT ¥indows computer
il Servar data
Senver name: | 192165001
Port number. | 16389 \
Windws domain, )
Encrypted transfer. \ 5
Note
Do not change the port number, or contact your administrator.
If you use IP addresses, make sure your SIMATIC Logon Server always has the same IP
address.
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Result

The central user administration is activated for the HMI devices in the project. No more
settings are required on the SIMATIC Logon server.
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8.3

Introduction

Procedure

78

Creating users in Windows

If you use SIMATIC Logon, you only have to create the desired users in Windows. Each
newly created user is assigned to the "Users" group by default.

The user data is transferred to the HMI devices via SIMATIC Logon. To permit direct logon
to the HMI device, also set up all users on the HMI devices.

Note
Emergency users

If the server cannot be reached, all local users that were created in the WinCC user
administration can also act as emergency users. Emergency users have the rights of the

user group to which they are assigned.

1. Open device management on the logon server.

;ﬁ" Computer Managemerit
File Action View Help

=@ = HE

# |} Syster Toals

[dl Event Viewer
- @l Shored Folders

- (@) Perfarmance

4 52 Storage

II Getting Started »

a Windews Media Center

- (D) Task Scheduler

- &% Local Users and Groups
&5 Device Manager

=1 Disk Management
;_', Services and Applications

i A Computer Management Local | Name Actions

=
[f} System Tools Computer Managerent (L.. &
52 Storage More Actions 4

?-s Sevaces and Applications

\
* Computer Management

J Calculator

Sticky Notes

& Manage

k\ Remote Desktop Connection
7

Rename

Properties

»  AllPrograms

[ Seorch progr

Map n @
Disconnect 0 ...

Show on Desktop
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2. Create the user "Meier".

= tompu‘ter Management =
File Action “iew Help EI-IE.-E
&= 2FE =
;a;' ﬁ_omputer Managerment (Local | pame Full Name Descrigtion —
a |} System Tools #, Administrator Built-in account for administering... || Users s
. @ Task Scheduler & Guect i ol 4 3
o 2] Event Viewer EpGues uilt=in account for guest access t... P
A yrmadmin
I Sgrasing AyNUSF_DC..,  WINUSR_DCO20T1TIE WinCC Web Mavigator U
a 3% Local Users and Groups|| R.OC.. W n eo Navigator User
U "
' | T
) Mews User... \ - =
- @ ; Wiews Uzer name: Meier
e
8 Storage Refresh Full name:
= Disk Mar
b Fy Services and Export List... Deseription:
Help
Password: assnene
Confirm password: ssee o.|
\

L
[¥] User must change password at nest logon 3

Usger cannot change password
Password never expires

| Account is disabled

Fp I F e | Help Create | Close:

Creates a new Local User account, i @\

3. Likewise, create the users "Lopez", "Greenwood" and "Peters":

Result

The users on the logon server are identical to those created in the WinCC project. The users
are assigned to the "Users" user group.

Comfort Panels, Runtime Advanced - Advanced Configuration Options
Getting Started, 05/2013, A5E32311838-AA 79



SIMATIC Logon

8.4 Creating user groups in Windows

8.4

Introduction

Procedure

80

Creating user groups in Windows

In runtime, the users obtain their authorizations based on the identical names of the user
groups in WinCC and Windows. You therefore create all users groups from the project in

Windows as well.

The "Users" and "Administrators" user groups are created by default in Windows.

1. Create all user groups of the WinCC user administration in Windows. Start, for example,

with the "Service" group.

Description
Adrninistrators have complete an..,
Backup Operators can override se...

& Cryptographic Operat.. Members are authorized to perfor..
:ﬁ' Distributed COM Users  Members are allowed to launch, 3.

A Computer Management
File Action View Help
e 2@ = HE
‘. A Computer Management (Local.: Name
1 |
4 03 Sz,vslem Yool & Administrators
Q Task Scheduler &= Backup Operators
2] EventViewer
v i Shared Folders
4 & Local Users and Groups
" @ Users 4 & Event Log Readers
Gmup_s | ;h; Guests
: L\_?,' P\ \| New Group... ;
= 1 \ onfigura
4 =5 Storag View \ 2% Log L
y = [IJisk Manz Refresh Ze Moni
s Semvices and £ 3 It
Export List... sktop U
Help
T e
ﬂ? Siermens TI& Engin
A SIMATIC HMI
B SIMATIC HMI €S
& SIMATIC HIMI VIEW
B SOL Server20055QL
I SQL ServerMSSQLSY
e SOL ServerMSSQLU
2 501 ServerSQLAgen|
£ m ]
Creates a new local group.

Mewr Group
Group name: Service \
Description: 1‘
Membars:
| add. || ¥

= o=
Actions
|| Groups -
‘ More Actions
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2. Open the "Service Properties" window.

Service Properties % |[nE3m]
General |
. Send
A Computer Management ‘% nace )]
File  Action ‘iew Help
es| 2EXRE = BHE Deserpion
& (:‘;Jmputer tanagement (Local | Mame Des Membare:
4 [} System Tools ¥ Backup Operators Bac [ : =
» (D) Task Scheduler :
B Evertviews & Cryptographic Operat.., Mer| »
» T
= & Distributed COM Users  Mer]
» x| Shared Folders
& Event Log Readers Me -
a4 M Lacal Users and Groups||
" s I Guests Gue »
T & 15 1Usrs o Bl
» ® Perfarmance & Network Configuratio... Mer|
= Device Manager &% Performance Log Users  Mer| |
2 3 Storage & Performance Monitor ., Me i Changes to a user's group membesship
(=7 Disk Management B powver Users Po [Liadde ] [ Remove 321?&;?2‘351;3 kil the nest time the
b Ty Services and Applications & Remote Desktop Users  Mer] |
B hepica o o) (i) [ o ) (i)
& Users Use

& Siemens ; Add to Group... \ ns TIA pr..,
& smatc Al Tasks @2 ,
& SIMATIC HMICS uration

& SIMATIC HMIVIE Delete only access
& SOLServer20055Q Renarme ave the re.,
Q‘ S0LServerhSS0L ave the re...
% SOLServerMSE0L Properties awe the re..
& SQLServerSQLAG: Help ave the re..,

< T I

Change Group membership.

3. Assign the user "Lopez" to the "Service" group.

Note

Users of SIMATIC Logon must be direct members of a user group of the operating
system. Members of a subgroup cannot be logged on.

4. Assign the user "Meier" to the "Administrators" group.

The users "Greenwood" and "Peters" were assigned by default to the "Users" group.

Note

Only one group may be created on the HMI device for users who are assigned to several
Windows groups.

5. Open the "Users" group and remove the users "Meier" and "Lopez" from this group.
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8.4 Creating user groups in Windows

Result

You have now created the same users and groups on the control room PC as in the WinCC

project:
HMI_Color_Mixing_Complete » Color_Mixing_HMI_1 [TP1200 Comfort] » User administration
| i Users !_m User groups
A
=
Users
Hame Password Automatic logoff Logoff ime Hurmber Comment
i Adrinistrator it =] 5 1 The user "Administrator’ is a_..
§ Lope: rrrrwae (=] 5 3
§ Meier rrrrEne (=] 5 3
i Greerwood ldetilicli ol =] 5 4
= = (23]
i Paters . itk V g 5 - s =3
<Add nevs
Groups
Mernber of Marme Murnber Dizplay name Password aging | Comment
ﬁ Adrninistrator group 1 = | Administrator group The ‘Administrator’ group is
ﬁ ® Usérs 2 Users The "Users' group i2 initially ..
# ] Administrators 3 Gruppe_1
L : ppe_
ﬁ 8] Sendce 4 Gruppe_1
<Add news
B Computer Management
File  Action View Help
o= #HE o=
A Computer Management (Local) Mame Full Marme
4 [} System Toals =
L é Ll #, fdministrator
3 as crheduler
i R Greerwond Greerneood
i+ §2] Event Wiewer
¥y Guest
z| Shared Folders o
Al opez Lopez
a & Local Users and Groups - : 2
Aindeier Meier
| Users i-
* Groups B rlhler Miihler
A peters Peters

Runtime behavior

t'zfj.\ Perfarmance
= Device Manager
a4 5 Storage
=7 Disk Managernent
» Ty Services and Applications

&"vmadmin
AN IISR_DCOZDTITIERY

WMNUSR_DCA2DTLTIERY

Nothing changes for users once you have loaded the updated project to the HMI devices:
The logon window remains unchanged.

The successful logon of a user on the server is always confirmed by a system event in
runtime.
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Summary

This Getting Started was an introduction to the extended configuration options of WinCC
V12.

You have configured a multi-user system based on a client/server architecture and set up
time synchronization.

You have been introduced to "WinCC WebNavigator" and "WinCC DataMonitor", two WinCC
options which you can use to operate the plant and evaluate process data via the
Internet/Intranet.
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