1 DNP3 f&j 4

DNP 3.0(Distributed Network Protocol Version 3.0) ##JH 35 E HARRIS AwlHfEd, C#
IEEE #E#7 9 RTU/FTU 55 b ()T S A2 . DNP3.0 7EJLSEHIX B F L %, FRIE (7 i S K o — e T
WL B A TAERIHE A eI AT 4% DNP 3.0 . BIEH A EA LT DNP P AHZY, St L
(gL

DNP 3.0 /&3 1& 150/0S1 LZZE AT ash@E ML) . 5 1EC 870.5-101 4L, DNP 3.0
WHLE TR LR . B E KN HZE A% . T 1EC 870.5-101 K 245 — il o T 412 1) )82 H
B AN 255 AN, N 1T EA KA AR, DNP 3.0 #50n 1 —/ME )=, i 255
AN BN Hts 2 e A AN 255 o 0 TR, A BIBERR Z L. DNP 3.0 55 IEC
870.5-101 (1) 7 — ANEEX 2, 1EZMIE(E M ISR N SCRFE KR (unsolicited

response) .
2 DNP3ZRE B A

2.1 B A SRR A 75 R

fi -«

(1) PS307 5A Hiji (6ES7 307-1EA01-0AAQ)

(2) CPU315-2PN/DP (6ES7 315-2EH14-0AB0)

(3) TIM3V DNP3 (6NH7803-3BA00-0AA0)

(4) MMC 64KB (6ES7953-8LF20-0AA0)

(5) BLK MR B4

(6) —HRAUKKME PC

BAt-

(1) Windows XP SP3 #:1F £ 4t

(2) STEP7 V5.5 (E# STEP7 Professional 2010)

(3) SINAUT ST7 V5.1 (6NH7997-0CA51-0AA0)

(4) Triangle MicroWorks /A & f#] Protocol Test Harness V2.0.43 #f: (15 RTU KRR, 7 LA
MR RO

(5) Software toolbox 22 ®]ff] TOP Server V5.7 #ft ({: DNP3 Master) Jllix.



2.2 DNP3 RTU HAS 1%

Wi s A SIMATIC Manager b5, 77T STEP7 2258 (ESmiH 2SI T i <<File 3¢5
T <<New>”, JTHFHETHE . M FE 1 fR:

X

New Project

lzer projects l Lihraries] Multiprniects]

M amne | Storage path |
DMP  C:AProgramn File

M arne: Tupe:

OHP | Project ﬂ
-

Storage location [path):

”E:'\F‘rngram FilezhSiemenzhStepyhefproj J Browsze... |

: Cancel | Help |

Bl 1. B e
WINTIH 4 4<<DNP~~, T H MfFfE s R0 R 1 BoR. s <OK™f4H BT H .
TUH GRS, BRbRA i < <DNP7~, 7SS S << Insert New Object”” ¥
“<SIMATIC 300 Station”#fi A—N3444 4 SIMATIC 300(1) (¥ S7-300 k. 41 K& 2 fis:

] SIMATIC Manager - [DNP -- C:\Program Files\Siemens\Step7\s 7projiDnp] Ed
2P File Edit Insert PLC Wiew Options ‘Window Help [EIE

[ ﬁ:g? = | X R e |9 2| fa |- E

SIMATIC 400
SIMATLIC 300 Station
SIMATIC H Station
SIMATIC PC Station
Other Station
SIMATIC 55

PGIPC

Rename Fz
Obiject Properties... Alk+Return

MPI

FROFIBUS

Industrial Ethernet

PTP

DMP3 Dedicated Line
SIMALIT Disl-up Metwark
SIMNAUT Dedicated Line

S7 Program
M7 Program
o5

@5 (Client)

Inserts SIMATIC 300 Station at the cursor position. 4 |

K 2. i\ SIMATIC 300 i




A JE T3 Fis:

I} SIMATIC Manager - [DNP -- C:\Program Files\Siemens\Step7\s7... [= |[B(X]

%FHE Edit Insert PLZ  Wiew Optu:uns '-.-'-.-'mu:lu::w Help - |
0 = gm = | b BBE ﬁ = % EE?TE' e < Ma Filker »
=] % DMP Hardware

e SIMATIC 30001

Press F1 to get Help. [TCRIIP->B -

Kl 3. 4F SIMATIC 300 ¥h)5
7E F K] 3 i< =SIMATIC 300(1)”~uh, #RJ5 BbRXLHT © “Hardware ™ $T JF i sl ) A 4 L & 7T -
M AEF Pk 3% SIMATIC S7-300 H 3% T RACK-300 T Rail fli A\ FIEE S, W NE 4 fix.

2 HW Config - [SIMATIC 300{1) (Configuration) -- DNP ] M=
|Iﬂ] Skation  Edit Inserk PLC  Miew  ©Ophions  Window  Help o W
O30 B & B dods hC| 98 w2
| E . =
| Eird: tht i .
| Profile: Standard -
|II|||F. e ] anear “_J
= I e nFEUS DP Al
B PROFIBUS P
1' [“_‘| CP-300
-1 CPU-300
i+ FM-300
£ Gateway
|23 IM-300
-] MP-EXTENSION
20 Ps-300 =
< | >
F-[C SINaUT 5T7
e s =1 oy e
:I:I LA i = | ?
Slat Madule oo R Mo | B | | [BEST 290177 70-0840 £,
1 A [Awvailable in variouz lengths =
2 v
Press F1 to get Help,

K 4. 46\ S7-300 HlLLE



TENLZL 5 — Fidhddi N7 $855 6ES7 315-2EH14-0ABO (1 CPU $TFF )5 » CPU 7E A3 [ B4tk 51 o (s B
T 5 frs:

Eﬂ‘ HW Config - [SIMATIC 300{1) (Configuration) -- DNP ]
Eﬂ] Station Edit Insert PLC  Miew Options Window Help L

NS0 § S =0 didn|HE %8 w2

B3
o
|

: End | it o

| Prafile: ] Standard LJ
3 |

|| = B¢ PROFIBUS DP
B2 PROFIBUS P&

#-Z3 CPU 312
-3 CPU 312 IFH
-3 CPU 312C
-3 CPU 313
-3 CPU 3130
#-{3 CPU 313C-2 DP
#-( CPU 313C-2 PP =3
=53 CPU 214
(2] CPU 214 IFM
#-( CPU H4C-2DP
(] CPU 314C-2 PP
(23 CPU 315
(23 CPU 3152 DP
hd (=[] CPU 315-2 PH/DP 3

4 | > #-[C] EES7 315-2EG10-04B0

-0 BEST 315-2EH13-04B0
=[] BES7 315-2EH14-04B0
ﬂ!l o -

Slot Module 0. | Fi.| M. |1.. | 3. | Comment : =3 CPU 315F-2DF hl

1 BESY 315-2EH14-04B0 |
2 384 KB weork memaony; 0.05ms/ 1000 =
inztructions; PROFINET connection; 57

Cammunication [loadable FBs/FCz): -

]2

3 v

Press F1 to get Help. ;C'hg A

Kl 5. 7EHLZE 4 A CPU
T NS O AE, BB AR PN LT LUK il 192.168.0.2. H S ~NE 6 fix:



Properties - Ethernet interface PN-10 [RO/52.2)

General  Parameters

If a subnet is selected,
the nest available addrezzes are suggested.

R ndorass [ [f3z16a04 ) [ gat;“;’fm R
Subnet mazk; HEEE.EEE.EEE.DJ =

| i Iz router

Address; J

--- piot hetworked ---

Cancel | Help |

K 6. BE CPU B LUK M % 1S4
BB A M 0K g, WRET ke

3 HW Config - [SIMATIC 300(1) (Configuration) -- DNP ] =13
Eﬂ] Station Edit  Inserk PLC  Wew Opkions ‘Window Help - 0 X

NE28 6 S belldid o %8s

. alx]
=0 Find: ot i
|_ CPU 315-?PN/DP b Erofile: |Standard Lj
MEDA ' '
- i Y PROFIBUS DP ~
o Fﬂr” B PROFIBUS-PA
. - =4 PROFINET 10
. = SIMATIC 300 b
IE: ! ?

BEST 215-2EH14-04B0 ~ £,
384 KB wark memary; B
0.05ms1 000 ingtructions;

{ ' PROFIMET connection; 57 ..

Press F1 ko get Help,

B 7. Fi N\ CPU J& FRRE{4-BC B 5 1h



NS CPU J5, SRJE4E A TIM 3V-1E DNP3 %I 300 HLZE IS 4 F., TIM 3V-1E DNP3 ££ 45 i A4 %)
KA B RE 8 fon. 223E SINAUT ST7 V5.1 J&5, {ERELESZr ol b .

[ HW Config - [SIMATIC 300(1) {Configuration) -- DNP |

@y station Edit Insert PLC Wiew Options  Windew  Help NEE
D=E" B S| e s |2 52 w2
28 | . o) x|
Eind: dat dhj
CFPU 315-2PN/DP W Erafile: [Standard =i
MELDP |
=] | B¥ PROFIEUS P2 ~

= %28 PROFINET IO
i =3 C7

+-(C3 CP-200
=-(Z3 CPU-300
+-(Z7 FM-300
+1-[_1 Gateway
- IM-200
F-Z3 MF-EXTENSION
- P5-300

+ ] RACK-300

Poit ¥
Poct 2

N
4 ! e b1 TIM 3 MPI
-  TIM 4 MPI
£ ‘I [0 UR
slot| [ Module o R Mo | g | comment |
— ~
2 CPU 315-2PN/DP |BESAY3.1[2
v AR = L
A ST e o
A St 7 S| - <
AE, s M| L
3 ENHY 803-3BA00 e
i TIM 3 [1 2wWaM, 1 = Industrial Ethernet, —
B 1o 57 connections, module replacement
5 ) without PG)
l[Press F1 to get Help. Chg _

K 8. TIM 3V-1E DNP3 7 ffif- %1 &t fir B
AN TIM 3V-1E DNP3 J5. W FE 9 Friom

[ HW Config - [SIMATIC 300(1) (Configuration) -- DNP ] =13
Eﬂ] Station Edit Insert PLC  Miew Options ‘Window Help - | X
D=aE § & B drsdn (hE %5 a2
olx|
Find: tt| Hj
CPU 315-2PN/DP | Erofile: JStandard L]
MBS
B0 ﬁl PROFIBUS-PA ~
Tt 1 -2 PROFINET IO i
Pt 2 - SIMATIC 300
-3 C7
R e M=y o by
I TIM 3vIE DNF3 < | 3
EMH7 203-3BA00 .
TIk 31 s WAMN, T« Industrial =
Ethernet, no 57 connections,
£ | module replacement without
Press F1 ko get Help.

K] 9. 4 A TIM 3V-1E DNP3 J5 [ HE - TiC B S i



TIM 3V-1E DNP3 J5, W d7iZfEH4THF TIM 3V-1E DNP3 [fiifh @it . AF N & 10 fias:

Properties - TIM 3V-IE DNP3 - (RO/54) X
General | Luddresses I Time Semvice | Interfaces ] Dptions i
Short Designation: TIM FV4E DNP32

TIM 3 [1 % WaN, 1 « Industiial Ethemet, no 57 connections, modude
replacement without PG

Order Mo EMH7 803-3BA00
TiM 3v-IE DHPS

Marme:

| oK | Cancel ] Help

10, TIM 3V-1E DNP3 fififf )@ 14
7 10 B & DA s << Interfaces™” & Wi, HEAFB O E M. W FE 11 s

Properties - TIM 3V-1E DNP3 - {RO/S4) ]

General ] Addresses1 Time Service  Interfaces ] Dptinns]

Interface | State | Info
Ethermet 1 not connected  address = 132.168.0.1
St Mo network hode configured

(H] .4 I Cancel ] Help

K 11. ““Interface”” it & i
<< Interface”” it B S ) ““Ethernet 177 , %G SEOLE Fmst B, WA 12 fis:




Properties - TIM 3V-IE DNP3 - [RO/S4)

General ] Addresses1 Time Service  Interfaces ] Dptions]

_Interface | State | Info

Ethemet 1 nok connected  address = 132 168.0.1
LRt | Mo nebwork node configured

Ethernet 1

Send keepalives for connections - Interval [=] [0-65535. 0 = off]:

K.eepalive monitaring time [z] [0-255. 0 = uze defaultz]:

Tranzport protocol LIDP: =

DMP2 master monitoring tirne [=]:

11 a
10
Connection mode: |DNF'3 =tation -

ak I Cancel ] Help
K12, iEEZOSH
s EE 12 Ry <“Properties...” $4l, FEFRH I E I A < New” 7 #24, HrEE— AN LLKIZ .
FEWg I TR AR L NS . HBEE e ) 1P Hhhky: 192.168.0.1; F MRS N: 255.255.255.0.
W& 13 fR:

Properties - Ethernet interface TIM 3V-1E DNP3 (ROFS4)

General Parameters ]

I SetMAC address 4 use 150 protocal

. If a subnet iz selected,
by, Beadeizas: ] the nest available addieszes are zuggested.

IP address: [1az16a.0.1 Haiohey
% Do not use rouker
Subnet mask: ]255.255.255.0
7 Usze router
Address: ]
Subnet:

FProperties...
Delete

Ok Cancel | Help |
Kl 13, ALE G LUK ME TS5
BB G, MAdiecoK™? 4R P13 << Interface” L B M L F . 4R 5 BT LA 5 < <DNP3
Parameters...””$%4H, # A% DNP3 S B A . & 14 Fis:




DMP3 parameters rgj

— Mezsages

Urnzolicited reporting:
Retries of unsolicited reporting: o V]

Select before operate time span [z]: 10 -

Type of transmission:

— Data Link
Retries data link layer: m
Confirmation request data link laper: JNever L]
Timeout data link laver [mz] (0-B5535): ] 2000
TCRAP listen port [0-EB535]: [l 2DDDD]

Cancel ] Help |

K 14, i DNP3 % AT
7E DNP3 [ 4L B i, W& ““Unsolicited”” (FfE N <“No”~ ; X E““TCP/IP listen Port(0-
65535) 7 ”[{J{E y ““2000077 . W& Ji5 i < <OK™ > Ffak [l 3] E—Z Fiirh . 7E““ Interface”” FC & 1) At
e <OK il s RS B B, e E S (6 P R 15 ks

Properties - TIM 3V-IE DNP3 - (RO/S4)

General ] .-’-‘n.ddresses1 Time Service Interfaces ] Optiong ]

nterface | State Infa

Ethemet T connected to 'Ethermet[1]' ; -ljlle:E::E: =192.168.0.1
WwhAM Mo netwark. node configured

Etherret 1 Properties ... DHP3 parameters
Send keepalives for connections - Interval [2] [0-65535, 0 = off]: 1‘ID—M
K.eepalive maonitaring time [z] [0-255, 0 = uze defaulkz]: JD—M
Connection mode: [ IDNF’B station :_D

Tranzport protocol LDF;
DMP3 magter monitoring time [s]: 10

Ok | Cancel ] Help

K 15, LB SHUGE 1<~ Interface”” At
TE 15 wp il < <OK™ > $A se pREC B,  HRIR [l BIBE R B A R . 2 )5 T R AT g B 42 X
AN I H AT 9 PR RAT




I ORAT G, DS PAIREAC B A T, R BRI H . 7RI E S A bR A ST < <DNP T I H
EBH PSR A% R ““Insert New Object”” RfJ<<Other Station””, Jffiy4%<<Other Station”” A
““DNP3 Master”~. 41~ 16 fin:

I} SIMATIC Manager - [DNP -- C:\Program Files\Siemens\Step7\s7proj... [= |[B|[X]
% File Edit Insert PLC  Wiew Options Window  Help = -

'D ﬁ.g'ﬂ & g 2|8 = | fEd ].<N|:|Filter>

=l % IF SIMATIC 300(1) g DHP3 b aster
-l SIMATIC 30001 MFIT] thernet

Press F1 ko get Help, j fTCF‘,I'IF‘ - Broadcor

K 16. #fi A\““Other Station””
7E_ LTI E D k£ <<Options™ SZ# R 1) ““Configure Network””, 401 R& 17 Fiak:

) SIMATIC Manager - [DNP -- C:\Program Files\Siemens\Step7\s7proj\... [= |[0][3]

&5 File Edit Insert PLC View Window  Help BECIE
| = | 2T = 4 Zm g, Customize... Chrl+Al+E Filter >
Access Pratection L
SHE Change Lo 2
=+ SIMATIC 300[1) 9= Log
Text Libraries 3

Language For Display Devices...
Manage Multilingual Texts 3

Reference Data 3

Simulate Modules
Configure Process Diagnostics

o5 3

05 Irnport.
o Daka 3

Sek PGJPC Inkerface. ..

COpens the network configuration of the project.

K17, STIF R4 e B S T
W), TITMIZRECE A m, 4T A 18 frs:




i4# NetPro - [DNP {Network) -- C:\Program Files\...\Step7\s7p... E”EHE|

%ﬂ Metiwark Edll: Ingert F'LC ',-.-_',Iaw Gntlnns ﬂlndnw Ijalp - &
=W Wy & Fy e ool 6B ;& 1 | Ne|
Etharmet(1) 2 :.51
Industrial Ethernet i
MRS X Sal
P | B
|SIMATIC 300(1) t
_"" §1F‘5LI2F IMPIDF T PN-10 R’I‘.E i
~ |WiDP . . OHP3
'.2 n_. I
v e
- | IR
| Ready [TCR{IP -2 Braadea)

18, WS HLE JHi
& EE A B < “DNP3 Master””, fESHH (PSR H 1k FE ““Object Properties.... WIFE 19
B

£%% NetPro - [DNP (Network) -- C:\Program Files\...\Step7\s7projiD... [= (B[]

%@Netwurk Edlt Insert PLC  Wiew Optn:lns ".'"."II‘IdDW Help =
HE S EBe a8 o0 Bl
Ethernet{”l ) &z
Industrial Ethernet ﬂc
MPI(1) x sek
MP] =
|SIMATIC 300(1 ————
[@7Tl |CPU_MRUVOPFHID Tlru1 DME3 Master
‘"“ 215-2P ) i IIE "-"i
: ~|MeDR : ONP3 —
| i | ] — Cu:up':,-' Chrl+C
2 Delete Del
Rearrange
< | Cbiject Propetties... Alk+Return
| Displays properties of the selected object for editing. TlfP,fIP-:bérDédcnmNet

K 19. 4TJF DNP3 Master )@t & 1



PE)G, $77F DNP3 Master ()@ PEE 10, fEEMEE O PP« Interface”” LI Rk A\ 4% O Hd

B, (ERE OECE kB < New” 7424, TEFH I E H iR << Industry Ethernet”” 4 &
20 Fi7w:

Properties -Other Station

General Irterfaces

Mame | Tupe | Address | Subret

PROFIBUS

PTP

SIMAUT Dedicated Line
SIMAUT Dial-up Metwork
SIMNAUT Spontaneous Mety

Ok, l Cancel l Help l

K] 20. %4 DNP3 Master [3E HE
WG, EEHEHEEZRTEER Ethermet(1)H . A 21 Fik:

Properties - Ethernet interface |§|
General Farameters I

v Set MAC address / use |50 protocal

. MO .nn- If a subnet iz zelected,
LFHE =z IUS UL-LE: LI 50301 the next available addreszes are suggested.

W IP protocal is being used

IP address: [|1 92.168.0.3 ] [ Gateway

* Do naot use router
Subnet mask: |255.255.255.D

7 Use router

Address: I
Subnet:

W Mew. .
Froperties... I
Delete I

Concet | __teb |

K] 21. DNP3 Master (K41 S5k B
WEE, WHE 22 ik



E5 NetPro - [DNP (Network) -- C:\Program Files\...\Step7\s7proj\Dnp] =13

%@ Metwork  Edit  Insert PLC  Wiew Ophions Window  Help - 0 x
8§ S B hdG S 00 B e
Ethernet“) a8l _:Pjﬁl_
Industrial Ethernet | Eind nﬁ nj |
MR T I —'| Selection of the r'ué
hP! fﬁﬂ[ PROFIEL
A PROFIBL
w BB PROFINE
[+-{0 Stations
b |8|M$Tlc ?,)DD“]I - Subnets
! - |EPU MPIYOP PM-10 (TiA
m 315-2P : BLIE )
- |MDP : DNP3 =
| H (W i_l >—!
£
| : *! lPrOFIBUS _'I|
1< | Ed -DP zlaves
TReady TCRITF = Eroadea ™" |

K22, WEJGHIMZIE
fE L 22 W, s RAT g R, o X 4 I B AT G R AR AT
PAERPBR5E R T DNP3 JE IR BEAFIC B, H2 N K0 B 58 ik DNP3 &8 iR 7 47«
Mk S ) <<SINAUT ST7 - Configuration”” &lkr, Wi~ E 23 ik,

4 TestHarnes.., = | 5o SINAUT ST7 ; C.., T Mew Microsoft ..,

K 23, 4THF SINAUT ST7 ic B T. &



Mk JE AT 0 ST R B 24 Fs

51 SINAUT ST7 : Configuration
Projeck  SIMAUT  Wiew Extras Help

BRI

Press F1 for help, I_ i

K 24, SINAUT ST7 fic & 51
EPE““Project”” N J““Open Project...””, S7ESH I H T FFHIXHEHEL T B 25 Firs:

Open Project [g]

|Jzer projects I Sample projects I

M ame I Storage path I

Selected
|zer projects; I_'I
Libranes: [
Sample projects: |_
rulbiprojects: I_

k. | Cancel | Help |
7|

25, FTJTIH X e
FEATIF I XS IERE S, midd““Browser...””#58H, 75 H A 1 W £ i 00 H Pr A2 il gt JF
WFITIFZINH o« FTIF # anr E 26 B e M



S5INAUT Configuration Tool

b : ;
% & ‘Connection Configuratior

ST] " SINAUT 5T1 - Configuration Dwerview

SINAUT ST17

Cancel ! Help !

K 26, SINAUT ST7 licE T HikH%E 1
L, RS 1 DUERACE T, AR5 A d 0K 4, F PSR & S~ 27 Fis:

53 SINAUT ST7 : Configuration - Project 'DNP', Path 'C:Wrogram Files\Siemens\Step7is?... [= |[B][X]
Project  Edit  SINAUT  View Extras Help

B uSNES 29BN [mw ek = X

.. Connection configuration *

configured connections: poszible connections:

total number: 0, s 0. zelected: O total number: 2, shown: 2, selected: 1

[+-tme 1/ DMP3 Master / DNP3 master / Ethernet(1]
[+ -Bemn 2/ SIMATIC 30001) / CPU 315-2PN/DP / P-Bus

Press F1 for help. .[ ] | ] e

K 27. SINAUT ST7 &R B & 1
76 b4 DNP3 JEREAC B A& I, A A s | 4R, AF RS hikfe<Add””. K 28
Fi7m:



il SINAUT ST7 : Configuration - Project 'DNP', Path ‘C:\Program Files\Siemens\Step7is7... [= |[B1]fX]
Project Edit SINALT View Extras Help

F e HE L BR(Q D]y e =

*.. Connection configuration *

configured contections:
tatal number; 0, shown; 0, selected; O

Save
PHRk.

P/ P-Bus

(] -y g

Delate

Press FL For help, | | | A

P 28, AIIRT FH RS B AC B KE R
Vet ), RPN B LT B IRME . T 18 29 .

Project  Edit  SIMNAUT  Miew Extras Help

& w9 ES 4= e @

|hnt*‘ﬁtt.l$ --‘a‘nix;\ﬁl

pozzible connections:

total number; 2, shown: 2, selected: 1

4] s 1/ DMNP3 Mazter / DMP3 master # Ethernet(1]
[+ b 2 2 SIMATIC 30001) / CPU 315-2PN/DF / P-Bus

I'—_‘ﬁ, via subscriber-1001
vl 007 A SIMATIC 30001] 4 Tik
Coamn 007 A SIMATIC 300017 4 TiM

1 |

Press F1 For help. i | I A

B 29, WS InIERE ia A
I G B < <SINAUT> > R ) <“Subscriber administration...””. 1~ & 30 fix:




SIMNALT 5T1 - Configurakion overview, ..

Cloze

Save Chel+5

- inections:
Chrl+L : 2. shown: 2, selected: 1

Shows inwalid connections. ..
Recover lost connections. . SR IONP3 Master ¢ DNP3 master 7 Ethermet[1]
27 SIMATIC 30001] / CPU 315-2PN/C [+]-pmmn 2 SIMATIC 30001] / CPJ 315-2PMADF 7/ P-Bus

-] \h, via subscriber-1007
covmn 1001 2 SIMATIC 300017/ TIK
Coam 10070 4 SIMATIC 300017/ TIM

:

Starts the Subscriber Administration

P 30, DI Sk ki i G B T
s ok 1 31 s

'ﬂ‘ﬂ Projeck  Edit SINAUT Miew Extras Help
| =3 | ™, oy | HE

ge@ !

Last change of connection configuration:

Subscriber types: 031111 12.24.33 Selected CPUs:

| SINAUT ¢

] 2l SIHALT subscribers Subsciber no. | | | Subscriber type | Maduls | Station

Bl Redundant H-CPUs o1 Other Station DMNP3 Master  pes
!_! Redundant 5T7oc/5T7s0 0o: CPU 315-2PN/DP  CPU 315-2PN/DP  SIMATIC 300(1]  yes
il THs wih TD7enTIM 01 1001 SINAUTTIM  TIMBIEDNP3  SIMATIC 3001) pes

: % Al Destination Subscribers
gl 1001 / SIMATIC 3001)

|

P 3Ly T a5 R T

7E LTH AH F, 1EFE<<1001/SIMATIC 300(1)"}3@%5‘;‘?%}1, FESR L TD7 on TIM HIJEFRE

7 ik < “WatchDog™” . ““PartnerStatus””. ““OpinputMonitor””. “<Bin04B_S”~, i
““Paste into project””#&%H, ¥NHNIXPYASXT 53] “<1001/SIMATIC 300(1)” %k . 41~ &l 32 Fiw



E‘ﬁ Project  Edit  SINAUT Yiew Extras Help

= M, <ﬁ !'|'1 HE | & 'E) @ @ [ !
Subscriber tppes: Lazt change of connection configuration; 031411 12242
T_% Al SINAUT subscribers Object no. | Object name Parther fiofz] | D3 start index:

By Redundant H-CPUs
- Redundant 5T7ce/ST Fac

PartherStatuz 1
=gl TIMz with TD7onTIM Oplnputhdonitar
Wl Destinarion Subsoibaa: {1y 1 BndB_S 1 0
EE=" 1001 / SIMATIC Z0001) -

K 32, Tc B P B X

1E_F B ALER A T Y RMEF IR, 2l BN RS FE 33, K34, H
35. & 36 .

&5 SINAUT ST7 : Configuration - Project ‘DNP', Path 'C:\Program Files\Siemens\Step7\s7projiDnp’ - [S... [= |[B](X]
% Project  Edit SINAUT Miew Extras Help

- 8 X
=

“WwES B P e @ !

Subscriber types: Last change of connection configuration; 034141 12.24.33 Selected CPUs: 0

-5 All SINAUT subscribers
il Fedundant H-CPUs
B Redundant 5T7cc/5TTsc

3 PartnerStatus
=g TIMs with TD7anTIM Oplhputhd onitar
% All Destination Subscribers Bin04E 5 1 0
SR 001 £ SIMATIC 20001) -
@ 1/Bin04B_5

~
Syztem Object: ‘wiatchDiog =]
— Ouput Bit-
Memory area DB © Output
DE-Mo.: ] 0
Address [Byte Bit]: ( a. ]D I
M
4

>
Press F1 Far help. | |

K33, BIMHWSENCE



52l SINAUT| ST7 : Configuration - Project ‘DNP:, Path *C:\Program Files\Siemens\Step7\sZproj\Dnp’ - [Subscribe... E"E'E'
EL:@ Project Edit SIMNAUT Wiew Extras Help

=

Ny ES LB @@ !

=1

»

Subscriber types:

Laszt change of connection configuration:

031111 12.24.33

Selected CPUs

+- S0 All SINAUT subscribers
B Fedundant H-CRUs
B Redundant 5T7ce/5TFec
=gl TIMs with TD7onTIM
% All Destination Subscribers
=] ﬂ 1007 £ SIMATIC 200[1)
5 1 /Bin04B_5

WFress Fi For help,

Object na. | Ohiject hame

] Partier ho[2) | DMNP2 stark indew: |

o]

wiatchDiog

5] O plnputkdonitor

[Ead

1 Bin04B_S 1 ]
A
Syztem Object: FartnerStatus =
i~ Status Output Byte 1 Partner- |
Memary arear DBF Output Bit 0: ] |1/ DMP3 Master -1
DB-Mo.: [ Bit 1: -
Address [Byte] Bit 2 | L{
Bit 3 |- ]
Bit 4 |- -]
Bit 5 |- |
Bit B [ |
Bit 7: |- ~|
“

K 34RTU SRS S BN E

5u SINAUT ST7 : Configuration - Project ‘DNP:, Path *C:\Program Files\Siemens\Step7\s7proj\Dnp® - [S...
aﬁ Project  Edit  SIMAUT View Extras Help

=

w HE| % B ¢ @ @) !

Subscriber types:

Last change of connection configuration;

0311411 12.24.33

Selected CPUs:

S A SINAUT subscribers
Bl Redundant H-CPUs
M Redundant 5T 7ec/ST e
- ﬁ TIkds with TDFonTIM
% All Destination Subscribers
g 1001 # SIMATIC 300(1)
5 1/Ein04B_5

Press F1 For help,

Object ho. | Ohject name

Partner no.[z] | DMFP3 start indes:

)
o]

L]
51

wiatchDog

PartnerStatus 1

Oplnputhd onitar

Bin04B_5 1 a

Syztem object;

DE-Na.:
Address [Byte]

M ax. input tire:

bin. input time:

|

Oplnputhd onitar

Statuz byte for operator input

Memory area: DB " Dutput

—
{E

Tolerance time for hardware input

K] 35,

BAF R RSO E



SINAUT ST7 : Configuration - Project 'DNP*, Path ‘C:\Program Files\Siemens\Step7\s7proj\Dnp’ - [Subscriber ad.
F“:& Project Edit SINAUT Yiew Extras Help

(B w5 HE 42 Qe d !
Subscriber types: Last change of connection configuration: 031141 12.24.33 Selected CPUg: 0
- % Al SINAUT subscribers Object no. ] Object name ] Parther no.[s]] DNP3 start indes: |
@ Redundant H-CPUs ] WatchDlog
- Redurdant ST7cc/STs ] PartnerStatus 1
=Bl TIMs with TD7onTIM & Oplrputhanitor
% Al Destination Subs on
=] ﬂ 1001 /# SIMATIC 3C
5 1/Bin04B_S
Object name: Bin04B_S Object parameters: 2
i~ Partner Object - -
Available partners: Selected partners; Object no.; H |
8.1 Station | SJ Station |
1 DMNP3 Master DHP3 Master

»—=

:J ~ Send parameters-

!J Ewent class 1: —
Event class 2: r
Event class 3: | |
Wolatile storage mode: E]

& £

., |8

Press F1 for help.

K 36, L7 F @ iR e B
B &5 FASEE, AT Limbc<1/Bin04_S”” . &G HEA TS HEEIX & E
ZHn N 37 Fis:

521 SINAUT ST7 : Configuration - Project 'DNP’, Path ‘C:\Program Files\Siemens\Step7\s7proj\Dnp’
Project  Edit SINAUT  Yiew Extras Help

R E

% Subscriber administration *

Subgcriber types:

Last change of connection configuration: 0341111 18.08.09 Selected CPUs: 0

- Al SINAUT subscribers

By Redundant H-CPUs

W Redundant ST7cc/ST 7sc
=Bl TIMs with TD7onTIM
% All Destination Subscribers
= 1001 / SIMATIC 300(1]

By

InputByte 2 Binary send
(B InputByte. 3 Binary zend
(B InputByte_4  Binary send

Channel name: InputByte_1 Channel type: Binary send
Channel active:
— Send trigger 1 Input address =
Sendatchorgect (1) Hatoseags oA M)t e
— Time trigger - [l[:Raisteps ity ‘
Active: I Humber:
Hour: Minute: DB-No o
e e (= = Adress [Byie]
Hour: Minute:  Second: T
Time scheme: - 10 fEE
| | —J ] J | —‘—J | Alarmn mask: 00 HEX
- Trigger signal 11| Send buffer principle mask: 00 HE=
ol - Disable mask I 0 HEX
Memorp area: € DB € Meman € nput |

DB-Mo.:
Address [Byte.Bit]: ! S

& 37. Bin04_S ThitHh S4B



BEE A R PR TP I PR AFSHL. 40T 1] 38 Pioms:

5 SINAUT ST7 : Configuration - Project DNP’, Path ‘C:\Program Files\Siemens\... [= |[5][X]
Project  Edit SINAUT Wiew Extras Help

Ewym@e 420 e @ !

#* Subscriber administration *

034141 18.06.

Subscriber types: Last change of connection configuration;

[+ AllSINAUT subscribers
Ml Redundant H-CFUs

B Fedundant ST7oc/ST Fec
Press F1 Faor help,

Channel narme | Channel tupe | [nput addr. Cutput addr.
[l InputByte 1 Binagzend Pk 10.0BYTE 1

(i lvma HPbe 7 Blivann s

K

{547 SINAUT ST7 HicE
M RAE L G 2 3 N B 39 XSS HE.

2397:1283 3
- Attention!
\;.-“) The data last saved when the zubscriber list was opened
will be uzed in the following generation.

If you have changed the data in another application in
the meantime, you can only perform the generation by
reopening the subscriber list with the corect data.

Cancel ] Help ]

K 39, AR R SR EAE
£ E P 39 F el < <OK™ 4%, il e 2 9 e 2 16 A K B 1. Gl 40 s

Subscriber administration l
— Print
(= Overvie

Generation / Compilation options

v Generate System data blocks for TIks and CPUS

v Generate SINALT TO7 source files for CPUs
¥ Compile SINALUT TO7 source fles for CPL:
Generation / Compilation of TDY zource files will be done

@ far gll CPUs
" for selected CPUs

I+ Subszciiber number as comment for stations, CPU s and Tiks

— SMS configuration -

¥ Check character set e

<]

38,



K 40, A B R BRI
7 EE, RGBT E, e oK™ 4240, #ATEdE AR A RO R b % B BT 4 1R
2B R B 41 iR E .

Info - Generation f Compilation

All SINAUT configuration data hawve been saved successfully.

State of optional generation / compilation functions:

- @eneration of System data blocks for TIMs ahd CPLUs: ak
- Generation of SINAUT TO? source files for CPUs: ok
- Compilation of SINAUT TDT source files for CPUs: QK
- Generation of comment for stations, CPUz and TiMs: K

Q :Atteniion [

Pleaze note that the state of the compilation of SINAUT TD? source files does not
include the rezult of the compiler run. For zafety reasons the output messages of the
STEFY block editor should always be checked.

Help

Kl 41, B e
T <<OK™~ %4 Btk 58 B 1 B DNP3 (A 11 A SR A e B
F DK 283 24w L% 2 CPU315-2PN/DP [RI4E R I .
Wit GLifl Y SIMATIC Manager B4R, #1JF STEP7 KA. fE4miEasIAE: N i< “File” ¢
BN <<Open””, FESH EIFTF I H & ORI H RS H . 0 R R 42 Bk
Open Project

Uzer projects l Libraries ] Sample projects ] Multiprojects ]

me Starage path

DMFP  C:%Frogram File

Selected
Uszer projects: 1
Libraries:

Sample projects:

Multiprojects: | Browsze. ..
el ||

K42, fTFFIH
FIHFOH JG . EF SIMATIC 300(1)uh, EF)E s Mzl P4 H 2] PLC . W N 43 fios:



I} SIMATIC Manager - [DNP -- C:\Program Files\Siemens\Step7\s7proj... [= |[B|[X]
% File Edit Insert PLC  Wiew Ophions ‘Window  Help =l

| ET|
D=2 s e a 2 | 20 [% 55 & | @ [[<NoFiter> '

@l Hardware CPU 315-2PN/DP
A TIM 3V-IE DNP3

BT RSIMATIC 20001
+ |8 CPU 215-2PN/DP
-8 TIM 3E DNP3

Press F1 ko get Help,

TCPYIF - Broadeor

B 43, A3 B
AN ER, AAERTHAMN MLO0.0 2] M10.7 1) 8 Mi/RA&R. A 5L 5] M10. 1.
M10.3. M10.5. M10.7 A<<TRUE>>{H. Mtihhil X 5 mom i & s k. 0~ E 44 fios:

(=19
Table Edit Insert PLC  VYariable Wiew Ophions ‘Window  Help

| Dol 8| &80 o] | X [Bs 8| 2| fer |

DMP\SIMATIC 300(1)4...\57 Program(1)

K 44, PLC L mEAELLINIER
F 58 A T DNP3 RTU HIFECR & .



2.3 Protocol Test Harness /£ DNP3 %355 DNP3 RTU J&i

B, E5gmFE e R 1 LUK M4 M CPU315-PN/DP [I4E S, PN 1423 TIM 3V-1E DNP3 11 LA KM [

E.

SRJG, M Y Protocol Test Harness (4Pl DNP3 fF:3t) , R & 45 Fik:

i 45, 1z17 DNP3 Fuf

1915, L 46 15t .

Triangle MicroWorks, Inc. Protocol Test Harness

File:

Open  Edit

Window  Help

=H|

He B %7

Channels: Al W rer MM [~ =~~~ Transport | Database Clear Display
Sessions: |4l W e+ User [~ - Datalink Header [ Static W Event W Cyclic Pause Display
W Ermors W Time Stamp | v === Application [ . Physical Data: W Staic ¥ Event Cyclic |

| Copyright 2000

Triangle Micro
Raleigh, HNorth
supportl@ Triang
www. TriangleMi

use the

Loading
Loading
Loading
Loading
Loading
Loading
Loading
Loading
Loading

Type 'help!

for
Help Me

startup
IEC o0&
IEC 605
IEC &08
DNP3 ex
Omicron
Virtual
Modbus
COmicron

Feference 'Exam)
on the defined

Look in: 1 59 Workspace

My Recent
Documents

=

Desktop

¥

ty Documents

@

My Camputer

=« @ ef -

I Demonstration Workspace - Aukornatic DNP Point Yalidation on ABE Slave Simulator, kol
Dermonstration Workspace - DMP Master Serial bo Coml at 9600 Baud. kel

Demonstration Workspace - DMNP Master to Test Harness ABE & SEL S

| Twpe: i
f . | Twpe: TCL File
| Deronstration Workspace - DMP Master to Test Harness ABE Slave Si Date Maodifisd: 10/17/2005 4:14 P
| 1] Demonstration Workspace - [EC 60870-5-101 Master bo Test Harness 3 Size: 7.00 KB
|

T

i._

| Deronstration Workspace - IEC 60870-5-104 Master ko Test Harness EIETT DT e 1)
' Demonstration Workspace - Modbus Master to Test Harness Generic Slave Simulator kel

by Metwark File name: ] L{ Open ] |
Flaces -~

4 Files of type: 1TC|.-"Tk Seript Files [ tel) _v_] l: Cancel I =
8 t.rnw)l B

Ll

K 46. Protocol Test Harness [t & Fiif




7E A fidi<<Cancel” 7 #%41], i 5B SE #.““Open”” NI ““DNP3 Master Session””. 41F
Kl 47 i

Triangle MicroWorks, Inc. Protocol Test Harness

Che ™ Lip3 Monitor Channel bM| [™ ==~ Transport | | Database Clear Display
Sei  DMP3 Slave Session w+ Lser [~ — DataLink Header W Static ¥ Event |V Cyclic Pause Dizplay
v MODEUS Master Session = Application [~ ... Physical Datz W Static W Event W Cyclic
| MODBUS Monitar Channel : L
Co  MODBUS Slave Session B

IEC a0370-3-101 Master Sector
Tr  IEC 60870-5-101 Monitar Channel
Ra IEC 60370-5-101 Slave Sector
=4 IEC 60570-5-103 Master Sectar ]
Wi IEC 60870-5-103 Monitar Channel

IEC 60870-5-103 Slave Sector
TYD  IFC 60870-5-104 Master Sector n test harness commands or

MSS  IEC 60870-5-104 Monitor Channel  fo=55 the Manual and Quick Start Guide

IEC 60870-5-104 Slave Seckor
Lo= - - art.tel)

L P B il = Lo P = e zon ] TN % Nu B Y~ R

K 47. Tid B~ DNP3 Master
%4 55 <<Open DNP3 Master”” ()& . fE& K Hk#E<“Channel >~ &I+, #&ESHUFNE
48 Fs:

Open DMP3 Master

Specify Channel and 5 esgsion parameters, then presz "Open'
to eztablish & connection to your device

Charnel | Session | Mext Step |

[New Channel j,'

Channel Mame: GDNPS ]

i~ Connection Type
.r‘ Seral {* TCPAP

~TCF Parameters
Hest: {[192.168.0.1] ]

Port: ({20000 )|

Advanced Settings]
-Equivalent Tcl command line arguments- |

[mdnpopenchannel name '"DHF3" host 132.168.0.1
. |+

Copy to Clipboard
Cancel DpenJ

| 48. DNP3 #iEALE
He B seimiE S s, ®kF<“Session”” ki, WBSHW T & 49 Fix:




Open DNP3 Master

Specify Channel and Session parameters, then press "Open'
to eztablizh & connection to your device

Channel  Session ] Mext Step |

Seszzion Mame: | mDMNP
~Link Layer Addreszze:

Source: { E‘I ]
Destination: ':E2 ]

~IInszolicited Report by E xception
¥ Dizable when Restart IIM received

[~ Enable after Restart [IN processing finizhed

Advanced Settingsi

~Equivalent Tcl command line argument 1

imdnpopensession source 1 destination 2

< |+
Copy to I:Iipboardl |
Canceli Dpen!
49, DNP3 i Hik &
WHE LIRS HE, sidic<Open” 44, sidh/54TJT 1 DNP3 HEH & N Al am &% H, W R &
50 J7:

~i. Data Window 0

“Tree Vie - D ata Vie
r

Integrity Data Poll - Class 0123

nalog Inputs REBE Data Pol - Event Class 123

ittual Teminals Read Specific DNP3 Data Type
Control Relap Output Blaock,
Control Relay Output Block, L)
Analog Output Block
| Time Spnchronization
h s
E}E Clear Restart [N

Enable/Dizable Unsolicited Messages

] 50. DNP3 ¥ 54 & I



78 E I s i A D << Integrity Data poll-Class 0123”7, 41 F& 51 fiw

Protocol Commands (DNP3:mDNP)
Run  Options  Target  Add Command

—

Efl| Integrity Data Poll - Class 01 23]

. REBE Data Paoll - Event Class 123

Read Specific DNP3 Data Type

Cantral Relay Output Block

Contral Belay Output Block

Analog Output Block

Time Synchronization

;@; | Clear Restart [IM

‘1]\%’\ Enable/Dizable Unzolicited Meszages

— LL
¥ 51, BHK Class 0123 I{¥f

PUT A4, AEFREURET P “Binary Inputs™, SEFEE #AT UG BIEHUCE (AL . 0 P 52

Data Window 0

File Options  Wiew
Tree Yiew - |- Data View |
-‘ﬁr Test Hamess Channel Sector # | Cescription | Yalue Pratocol 5pecific ||
DHP3 DMP3  mDNP O Binary Input 0 0 Online
mbMP DHP3 mOMHP 0 Binary [nput 1 1 Online
ElBinany Input: DNPZ  mDWFP 0 Binary Input 2 0 Orline
Double Bit [nputs DMP3  mDMP O Binary Input - 3 1 Online
Binary Outputs DNP3  mDNP 0O Binary Input 4 0 Online
Counters DWNPZ  mDNP O Binary Input 5 1 Oriline
DHP3 mOMP 0 Binary [nput B 0 Online
Frozen Caounters : -
Analog Inputs DHP3 mOMP 0 Binary [nput 7 1 Online
Analog Outputs
String Data
== Wirtwal Termninalz
<] [+

P 52, DNP3 = w52 H 2119 Mok 1 5
5 PLC HHUBHEAHUCES, 1 R P 53 fTR:



ata Window 0

File Options  Yiew
Tree Yisw Data View
S0 Test Haimess Ehamnel| Sassionj Sector| Data Tppe | # | Descnptiuni Valuei F\agsl Protocol Specific
DNP3 DNP3  mDMP 0 Binary Input 0 L
mONP DNP3  mDMFP 0O Binary Input 1
DNP3  mDMP O Binarp Input - 2
Double Bit Inputs DNP3  mDMP O Binary Input 3
Binay Outputs DHMP3  mDMP O Binary Input 4
Colhlas DNP3  mDMP 0O Binary Input - 5
DNP3  mDNP 0 Binary Input &
Frozen Counters P
Analog Inputs DNP3  mDMP O Binary Input

Analog Outputs
String D ata
Virtual Terminals

00(1)\CPU :
i £ address | symbe Disey forhat| status/aie] paity yhiue|
Mo 100 HaqL e A fal
104

ziziZizizizigi
2
=

DNPISIMATIC 300(10,...\57 Program(1)

K] 53, FEm—ik

A DNP3 3B (5 1 B2 1] 7F Protocol Test Harness & & 3|, 41 NE 54 ffixs:

roWorks, Inc. Protocol Test Harness

File ©Open Edit Window Help
SHIPE2|B® 7
Channels: Al

Sessions: |Al

¥ Ermors I Time Stamp

[ 535 MMl [~ ~~~Transport | | Database Clear Display
v ariliser T pata Lk Header v Static ¥ Ewvent ¥ Cyclic Pause Display
v ===Application [ . Physical Data: W Static ¥ Event ¥ Cyclic

12:04:57.140:

12:04:57.140: <+++ mDNP

12:04:57.140: ***+ mDNP

12:04:57.140:

1z:04:57.140:
1Z2:04:57.140:

mDNP

12:04:57.249: ===> mDNF
12:04:57.249:
12:04:57.249:
12:04:57.249: +++> mDNP

wDNP

12:04:57.358: ===> wmDNF

12:04:57.353: +++>- mDNP

IIN1.4 Time Synchr5;“1"25&::6;1_.&&:1\31}-&:1
Insert reguest in gqueue: Time Synchronization Due to Need Time IIN
Duplicate reguest removed from message gueue FFF#

Application Header, Write Regquest
FIR(1) FIN{1] CON(Oj UNS(0) SEQ# 2
cd 02 32 01 07 01 11 22 33 44 55 66

Application Header, Response
FIR(1) FIN{1] CON(Oj UNS(0) SEQ# 2
o4 81 00 00

Frocess response to regquest: Tiwe Synchronization Dus to Need Time IIN

Application Header, Read Regquest
FIR(1) FIN(1) CON(0O) UN3I(0) 3EQ# S5
o5 01 3¢ 02 06 3¢ 03 06 3o 04 06 3o 01 O6

Application Header, Response

FIR(1) FIN(1) CON(0O) UN3(0) 3EQ# S5

©¢5 51 00 00 01 02 00 00 07 01 81 01 &1 01 51 01
81

Process response to reguest: Integrity Poll Due to Restart IIN

Object 1li(Binary Input), wvariation 2, gualifier 0x00(8 Bit Start Stop
Einary Input 000000 = 0Ox01
Binsry Input 000001 = 0Ox81
Einary Input 000002 = 0Ox01
Binsry Input 000003 = 0Ox81
Einary Input 000004 Ox01
Binsry Input 000005 = 0Ox81
Einary Input 000006 = OxO1
Binsry Input 000007 = 0Ox81




K 54, DNP3 Pil#k ¢
F 52 T DNP3 3@ (S I .

2.4 TOP Server {£ DNP3 ¥ 5 DNP3 RTU i@ ifl
e 223E TOP Server, 23S EE R IRE) & 1%+ DNP3 Master On Ethernet.

ZAEISHCE TOP Server, FRESIEUITF:
AdsnEE A, N 55 Fiok:

w T0P Server - Runtime (Demo Expires 01:19:54) : E|E|
File Edit Wiew Tools Runtime Help

T EFF e Chanmel Dewvice ... | Model | D Description
; 2 aAnnel
Devicel fMDevicel  DMP Master...

+ i‘F Data Tvpe Examples
+ i'.ij Simulation Examples

< >
[ate Time S0Urce Event
& 1142011 f:17:43 PM TOP ServeriRuntime Toolbos
& 1142011 f:17:43 PM TOP ServeriRuntime Simnulak—
o 1142011 5:17:49 PM TOP ServeriRuntime Runkirng
ﬂ 1142011 517149 PM TOP ServeriRuntime Starking
ﬂ 1142011 517149 PM Simulakor Simulak s
< | >

I Create a new communications channel. Default User | Clients: 1 Ackive tags: 270 of 270

K 55, ¥snnisiE
A EEME R E O B ABIES K 56 fTs:



Mew Channel - Identification

& channel name can be from 1 to 256
characters in length.

Mames can not contain periods, double
quatationg ar start with an underzcare.

Channel name:

Channel!

. Back | Mest » I Cancel | Help |

K| 56, BEIBIESA
W G md LRI < <Next” 424, £ HBLRHRIE M hik$e<<DNP Master Ethernet””IXzjj. Wik
K] 57 FfioR:

Mew Channel - Device Driver

Select the device driver you want bo aszign to
the channel.

The drop-down list below containg the names of
all the drivers that are inztalled an your systen.

Device driver:

[~ Enable diagnostics

¢ Back | Mest » I Cancel Help

K 57, W BB MLKEIA DNP Master




A < “Next” %4, GEFEMBIM R, N K 58 Pos. R RAFKTEIEM R A
—FER, RS PR A B R R R AT

|

New Channel - Network Interface |§

Thiz channel iz configured to communicate over
a network. ou can zelect the network, adapter
that the driver should use from the list below.

Select 'Default’ if you want the operating system
bo chooze the netwark, adapter for pou,

Metwork Adapter:
Broadcom Met<trem... [192.168.0.3] ;j

Default
Broadcom Meb<trem,.. [192.163.0,3]

¢ Back | Mest » I Cancel | Help |

K 58, WEFMELN
R SRS R < “Next” 4%l AESE I B VL, RIS (1 i E 40 R 1 59 B

Mew Channel - Write Optimizations

ou can contral how the zerver processes wiites on
thiz channel. Set the optimization method and
wirite-to-read duty cycle below.

Make: YWriting anly the latest value can affect batch
proceszsing of the equivalent.

— Optimization kethod
™ wihite all values for all tags

™ Wirite only |atest value for non-boolean tags

— Dty Cocle

Perform {10 _:j wirites for every 1 read

¢ Back | Mest » I Cancel | Help

K 59, HERAEMIRSPR E




P i “Next” %], EMBLAE DR R sk E BB, W 1& 60 Fis:

Mew Channel - Advanced X

— Communication Serialization

EThis driver iz capable of limiting data transmizzions to
|one channel at atime. To enable, azzign this channel
ke & Virtual Metwark, Al channels in a netwark will be
|granted permizzion o communicate in a round-robin
!manner. Select Mone to dizable.

Wirtual Metwork:  [{R1EE -

— |nter-Device Delay

[Contral the amount of time in milizeconds the channel
||:|E!Iays zending a new request to the next device after
receiving a responze from the lazt device.

Delay [mz]: |=.'I j

¢ Back | Mest » I Cancel Help

K60, FELHRIXE
£ b d e “Next” 4% 41, BLESHN T & 61 Frr.

Mew Channel - Communications General

[Set the communication protocol settings for
lcommunicating with the DMNP outstation

iL(Du mat zet the protocol, zource port [Optional -
{LIDP Only - zet if you want the master ta bind to
|a specific port], and the destination host narne ar
P address and part.

Prtacal, -1)

Source Part; IIJ

[Destination Host: "I 92.168.0.1 I
{ o

Drestination Part: HEEIEIEIEI J

¢ Back | Mest » I Cancel | Help |

Kl 61, WEIBINSH
Ak ok g ik <Next” > #5401, HBLE 62.




Mew Channel - Timing

!Set how long [in zeconds] we should wait for a
\connection request to complete before timing
iu:uut.

ESet b lang [in millizeconds] boowait far a
irespunse before timing out,

Connect Timeout [sec): |E H:
Besponze Timeout [ms]: |'I 000 5:

¢ Back | Mest » I Cancel | Help

K 62, ERSHINE

Akl < <Next” 441, 7P E b i< <Finish?>#4H, W~ K 63 Fir.

Mew Channel - Summary

|f the fallowing information iz correct click ‘Finish' to
zave the zettingz for the new channel.

Mame; Channel2
Device Driver; DMP Mazter Ethermnet
Diagroztics; Dizabled

3

Metwork, Adapter:
Broadcom Met<trem... [192.168.0.3]

wfrite O ptimization;
Wwirte anly latest value for all tags
10 writes per read

Communication Serialization:

%

Cancel Help

K 63, SERGHEIERC &

TEIHEE N A HRInE% & . W ~E 64 fis:



# TOP Server - Runtime (Demo Expires 00:54:23)
File Edit Miew Tools Runtime Help

DEd MEaF 98 2ax E

El: Q?F Device ... | Model I D I Description
Al Click o add & device) (M click to add & device.

JFI i‘iﬂ Data Type Examples
[+ i‘iﬂ Sirmulation Examples

v A .| Ed
Date | Time I Source I Event |
o 11/4/2011 6:17:49 PM TOP Serverifuntime Starting Simul
o 11/4/2011 6:17:49 PM Simulator Simulator Dew = |
0 11/4/2011 6:17:51 PM TOP serveriRuntime Configuration
o 11/4/2011 6:19:18 PM TOP ServeriRuntime Configuration
o 11/4/2011 6:20:58 PM TOP Serverifuntime Configuration 7
< | @

I Ready Default User | Clients; 0 @ Ackive tags: Oof O

K 64, UNhnEibe s
SIS E, N 65 E .

. R 1
Mew Device - Name X]
& device name can be from 1 to 256 characters
lin length,
{Mames can not contain periods, double
|quatations ar start with an underscare.
1
< Back I Mest » l Cancel | Help |

K 65, HIABLEA
FEBRE AP RMASREIBE A sy Next™ #%8], FE5RHH A DR 66 1, RAISE KIS
wH.



|

Mew Device - Scan Mode X

Choosze the firzt [default] option to uge the scan rate
requested by the client,

Set a lower limit on the requested rate by choozing the
the zecond option,

Faorce all tags to zzan at the zame rate by chooging
the lazt option,

< Back I Mest » I Cancel | Help

K 66, 7 im i i Ui B

S et Next™™ i, fEHIBUA B 11 T FE 67 L, ORFGRA B
Mew Device - Auto-Demotion |E|

|’Y|:uu zan demote a device for a specific period upon
{communications failures. During this time no read request
I[writes if applizable] will be zent to the device. Demoting a
[failed device will prevent stalling cormmunications with other
devices on the channel,

Demote after Iﬁ sucoessye falures
Diemate for I'l[EEIUIJ Eﬁ millizecatids

[T Gizecard wite requests duning e demotion perod

< Back I Mest » I Cancel | Help
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Mew Device - Communications

St the 16-bit Addrezzes for the DNF Magter
|[this device] and Slave [remote device]. Set the
[Request Timeout in milizeconds. Set the TCP
!Keep-.-’-‘-.live Interval in seconds.

|
M azter Address: ‘

Slave Address: ( 2 :
Bequest Tirmeout [ms); I3UUUU _‘;
Eeep-dlive Interval [sec): 0 L‘

< Back I Mest » I Cancel | Help |

] 68. DNP ufihhik ik &
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Mew Device - Communications

ILléa LAM time syne shyle if the device supports
[function code 24, otherwize use Serial. If using
\Serial ime sync style, the delay meazurement
syunc option can be selected,

Time Sync Style; m

[ Lee Doy Messirein Time S

< Back I Mest » I Cancel | Help |
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Mew Device - Event Class Polling

{The Event Poll intervals specify how often each
Ewent Clazz will be polled for data changes.

Event Clazs 1 Pall Interval [zec] &, =

Event Clazs 2 Poll Interval [zec] 15 _%
Ewent Clazz 2 Pall Interval [zec] 15 “%

< Back I Mest » | Cancel | Help |

K 70, A SRR e i 1A] B
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# TOP Serwver - Runtime (Demo Expires 00:39:217)

File Edit Wiew Tools Runkime Help
DE AR FMBa s 9% ua

=1 E? Channelz [ Mame | Address
. m Devicel
£ i? Data Type Examples
[+]: i? Simulation Examples

|| >
Date WF I Tirne I Source I Ewe
ﬂ 11/4/2011 6:17:51 PM TOP ServeriRuntime Car
ﬂ 11/4/2011 6:19:15 PM TOP ServeriRuntime Car
& 11/4/2011 6:20:58 PM TOP ServeriFuntime Cor
& 11/4/2011 62137 PM TOP ServeriFuntime CMF
(D 11/4/2011 Bi21:37 PM TOP ServeriRuntime Unz |
ﬂ 11/4/2011 Bi22:16 PM TOP ServeriRuntime Stal
ﬂ 11/4/2011 6:22:16 PM DMP Master Ethernet DMF

|
i 11 | l
I Ready Default User | Clients: 0 @ Ackive tags: Oof O

B 71, g s
AidiE, EREREEER DR, MAZELMEELE, TNE 72 Fis.



Tag Properties |z|

General ] Scaling]

— ldentification

Mame: {M10_0 ) 2 _] _]

Address [[1.0.0. valuel (7] £| __|
.00 vaid ] ©| v|

@ |

Description: I

Data properties -

Data type: ]Default _:J

LClient access: ]Head.-’w"rite LJ

Scanrate:  |100 __J; millizeconds

Mote: The gcan rate is only uged for client applications that do not
zpecify a rate when referencing this tag [e.q., non-0FC clientz]

Ok, | Cancel ] Lpply ] Help ]
K72, BESHKE
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e, WEE WTHE 73 fiR.

# TOP Server - Runtime [Demo Expires 00:31:14)
File Edit Wiew Tools Runktime Help

DS AR PMBET |9 % e X E

E i? Channelz | Tag Mame J Address J Data Type J Scan Rate Sealing
= [l pevice1 & |Mi0_0 1.0.0¥alue  Boolean 100 MNaone
& & Data Type Examples || g 9m10 1.0.1Malue  Bodlean 100 Mare
i & simulation Examples || ¢ yn 1.0.2.¢alue  Boolean 100 Nane
& Imio_3 1.0.3.¥alue  Boolean 100 Mone
¢ _lmio_4 1.0.4.¥alue  Boalean 100 Mane
& M0 5 1.0.5.¥alue  Boolean 100 Mane
g IMio_s 1.0.6Malue  Boolean 100 Mone
iag [ane
£ | >
Date " | Time Source Ewent ~
ﬂ 11042011 6:17:43 PM TOP ServeriRuntime Simulator de.
'ﬂ' 1142011 5:17:49 PM TOP ServeriRuntine Runtime ser
0 11/4/2011 6:17:49 PM TOP Server\Runtime Skarking Sim
ﬂ 11042011 6:17:49 PM Sirmulator Simulator De
2 | 3 o
IReau:I';-' Default User | Clients: 0 | Ackive tags: Oof 0
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WEJE, fidiccQuick Client™ &4, i~ K 74 FiR.

# TOP Server - Runtime [Demo Expires 00:28:37)

File Edit Yiew Tools Runtime Help
DEd8d @SMEAS 9 X B @ X
= & channelz | TagMame | Address | Data Tvpe Scan Rate | Scaling ~
| o [ pevicer £ Moo 1.0.0.¥alue  Boolean 100 Mone =
E & Data Type Examples || g m10_1 1.0.1Malue  Boolean 100 Mane
i1 & Simulation Examples || 10 1.0.2Mae  Boclean 100 Nere
£ _|m1o_3 1.0.3¥alue  Boolean 100 Mone v
s | *
Date T ] Time I Source Ewenk :
< | 3
IReadv Default User | Clients: 0 | Active tags: O of 0

K 74, 77T OPC & i s f5 Ar &
midiZdedl)a, 7IF OPC % i, FEFTJF OPC %/ i i % $ < “Channel 2 .Device”” & & 2| AR w40 F
K 75 Fiow.

KB OPC Quick Client - Untitled *
File Edt Yiew Tools Help

DEE e $BEX

imulation Examples. _System hannel2,D ) Boolean I 20 b Good

=1 SWToolbox, TOPServer V5 Ttem ID Data Type Yalug Timestarnp | Qualty Update Co 4
System D Charnel? Devicel,_ChanneResponseTimeout  DWard 10000 20:04:08. 781 faoad 1
hannel2._CammuricationSerial |7 cuannel2 Devicet, DestinationHost Siting 192.168.0.1 004:08.781 Goad 1

ZChannel? Devicel, DestinationPart Word 20000 20:04:08.781 Good 1

@Channel? Devicel, _DeviceRequestQueueDepth Diword 0 20:04:08.781 Good 1

sbs Type Exanples, Systenm ¥ Channel2 Devicel,_DeviceRequestTimeaut Dhwlord 30000 20:04:09.781 Good 1
ata Type Examples.l_ﬁ it Devi D channelz Devicel,_EventClassiPollnterval  Dword 5 20:04:09.781 Good 1
ta Type Examples. 16 BitDevi D Channel2 Devicel,_EventClass2Pallnterval  DWord 5 20:04:09.781 aood 1
ata Type Examples. 16 Bl Devi @Channel? Devicel, _EventJlass3Pollnterval  Diword 5 20:04:09.781 Good 1
2t Type Examples. 16 Bit Devi D Channel? Devicel,_TnkeqrityPalinkerval Dhiord 3600 20:04:09.781 Gond 1
ata Type Examples. & Bit Device D Channelz Devicel,_Masteraddress Diword 1 20:04:09.781 Good 1
ata Type Examples. 8 Bit Device Channel? Devicel._Protocal Biyte i 20:04:08.781 Good 1
ata Type Examples. & Bit Device |42 Channel2. Devicel_SlaveAddress Diword 2 20:04:09.781 Good 1
ata Type Examples. Bit Device | €5 Channel2 Devicel,_SourcePart Ward 1 200408, 781 Gond 1
= - .

1

1

1

1

1

1

1

imulation Examples. Functions hannelz Devicel M10_1 Bodlean 1 20:04:09.812 fs00d
imulation Examples.Functions. _ 7 Channel, Device1, M10_2 Badlean i 20:0409.812 G30ad
hannelz Devicel M10_3 Boolean 1 20:04:09.812 Good
hannelZ Devicel M10_4 Bioolean i 20:04:09.612 Good
hannel2 Devicel M10_5 Boolean 1 20:04:09.812 Good ]
harnel2, Device 1, ML0_6 Boolean 0 20:04:09.812 Good
JChannel2 Devicel M10_7 Boolean 1 20:04:09.812 Good 4
¢ 3 [¥ — @
Ready Ttem Count: 276
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