
1  

? S7-300 Lean IT

 

 

 

 PG/OP : PG/OP STEP7 

HMI PLC  

 S7 S7 SIMATIC S7-300 SIMATIC S7-400

PG/PC S7-300,400 S7-200 S7-1200

 

 S5 ISO  TCP/IP ISO-on-TCP (RFC 1006) TCP UDP

TCP UDP TCP  

 PROFINET IO PROFINET IO S7 CP PROFINET IO

- PROFINET IO PROFINET IO S7 CP S7

”PROFINET IO  

 PROFINET CBA: PROFINET CBA CP S7 SIMATIC iMap PROFINET

PROFINET CBA  

PROFINET http://www.profibus.com/nc/downloads/downloads/profinet-

technology-and-application-system-description/display/ 

 IT : IT CP Web HTML

FTP  

 

1  

 

 
PG/OP

 

S7 

 
TCP UDP ISO 

Profinet 

IO 

Controller 

Profinet 

IO 

Device 

Profinet 

CBA 
IT 

S7-200 CP243-1 6GK7 243-
1EX01-0XE0 

        

S7-300 
CP343-1 

Lean 
6GK7343-1CX10-

0XE0 
        



CP343-1 6GK7 343-

1EX30-0XE0 
       

CP343-1 

Advance

d 

6GK7 343-
1GX30-0XE0 

     

S7-400 

CP443-1 6GK7 443-

1EX20-0XE0 
      

CP443-1 

Advance

d 

6GK7 443-
1GX20-0XE0 

     

 

CP343-1 Lean S7 CP343-1 Lean S7

TCP,UDP ISO on TCP  

1 2  

1.2.1 S7-200  

CP243-1(6GK7 243-1EX01-0XE0)  CPU CPU (

8  S7  + 1  PG ), S7 Client S7

1 32 212 CP243-1 S7

222 CP243-1 OPC 8  S7 

 S7 OPC PC access Simatic net  PC  PLC 

 

1.2.2 S7-300 S7-400 

CP343-1 CP443-1 PLC S7 S7

PLC PUT SFB14/ FB14 GET(SFB15/ FB15)

PLC B_SEND(SFB12/ FB12) B_RCV(SFB13/ FB13)

U_SEND(SFB8/ FB8) U_RCV(SFB9/FB9)  

2 S7  



 
1 2 3 4 S7-400 PLC

S7-400 PLC S7-300 M DB1

M DB1 218  

CPU  

3  

 S7  
S7

max  

ISO on TCP\ 

TCP\UDP

 

ISO on 

TCP\TCP\U

DP

 

 

CP343-1 

Lean 

4 S7
CP343-1 Lean

 
240 bytes 8 

8192 bytes
UDP 2048  

12 

CP343-1 

16 OP,16

S7 ,16

S7  

64K S7

 
16 

8192 bytes
UDP 2048  

32 

CP343-1 

Advance

d 

16 OP,16

S7 ,16

S7  

64K S7

 
16 

8192 bytes
UDP 2048  

48 

CP443-1 

128 30

OP  62 H 

connections 

64K S7

 
64 

8192 bytes
UDP 2048  

128 

CP443-1 

Advance

d 

128 30

OP  62 H 

connections 

64K S7

 
64 

8192 bytes

UDP 

2048  

128 

 



CP CPU 5.4

 

1 3  

1.3.1 S7-200  

S7-200  CP243-1 (6GK7243-1EX01-0XE0) CP (6GK7243-

1EX00-0XE0)  IT CP (6GK7243-1GX00-0XE0)  100%  

 

http://support.automation.siemens.com/CN/view/zh/41275479 

1.3.2 S7-300 S7-400 

4 S7-300 S7-400  

     

CP343-1 

Lean 

6GK7 343-1CX00-

0XE0 

 

6GK7 343-1CX10-

0XE0 

 

2

PROFINET IO Device 

 

http://support.automati

on.siemens.com/CN/vi

ew/zh/23868313 

 

CP343-1 6GK7 

343 1EX21 0XE0 

 

6GK7 

343 1EX30 0XE0 

 40mm  

RUN/STOP  C-

PLUG 

32

 

PROFINET CBA 

http://support.automati

on.siemens.com/CN/vi

ew/zh/39637904 
 

CP343-1 

Advance

d 

6GK7343-1GX21-

0XE0 

6GK7343-1GX30-

0XE0 
 

RJ 45  

 

http://support.automati

on.siemens.com/CN/vi

ew/zh/28017169 

CP 443-

1 

6GK7443-1EX11-

0XE0 

6GK7443-1EX20-

0XE0 
 2 

  

 (

 128 

 62 ) 

http://support.automati

on.siemens.com/CN/vi

ew/zh/26685738 



CP443-1 

Advance

d 

6GK7443-1EX41-

0XE0 

6GK7 443-1GX20-

0XE0 
 Web  

http://support.automati

on.siemens.com/CN/vi

ew/zh/28010740 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

2  

2.1  

2.1.1  



 

 RJ-45 180  

  • 1   6GK1 901-1BB10-2AA0 

• 10  6GK1 901-1BB10-2AB0 

• 50  6GK1 901-1BB10-2AE0 

 
1 FastConnect RJ-45 Plug 180  

 

 RJ-45 90 et200s  

  • 1  6GK1 901-1BB20-2AA0 

• 10 6GK1 901-1BB20-2AB0 

• 50 6GK1 901-1BB20-2AE0 

 



 
2 FastConnect RJ-45 Plug 90  

 

 RJ-45 145 SIMOTION and SINAMICS  

  • 1  6GK1 901-1BB30-0AA0 

• 10 6GK1 901-1BB30-2AB0 

• 50 6GK1 901-1BB30-2AE0 

 
3 FastConnect RJ-45 Plug 145  

2.1.2  

5 "PROFINET Cabling 

and Interconnection Technology Guideline” http://www.profinet.com  

5  



 

 

 
Standard 

Cable GP² 

(Type A) 

 

 
Flexible 

Cable GP 

(Type B) 

 
GP (Type 

B) 

 

Trailing 

Cable 

GP 

(Type C) 

 

Trailing 

Cable 

(Type C) 

 

 
Festoon 

Cable GP 

(Type B) 

 

 
Torsion 

Cable 

(Type C) 

 
Food 

Cable 

(Type C) 

 

 
Marine 

Cable 

(Type B) 

 

 
6XV1840-

2AH10 

6XV1870-

2B 
6XV1871-2F 

6XV1870-

2D 

6XV1840-

3AH10 
6XV1871-2S 6XV1870-2F 6XV1871-2L 

6XV1840-

4AH10 

AWG¹ 22/1 

 

         

AWG 22/7 

 
         

AWG 22 

 

         

1:AWG (American Wire Gauge) AWG22 0.643mm  

2: UL NEC (National Electrical Code) 800/725  GP (General 

Purpose) . 

2.1.3  

6GK1 901-1GA00  



 
4  

2.2  

 
 

6  

    

1  RX+ TX+ 

2  RX- TX- 

3  TX+ RX+ 

6  TX- RX- 



 
5  

-- CP243-1 CP343-1 —

RJ45

PLC PLC PLC

PLC  

 
6  

 
7  



2.3 BF LINK/P1/P2  

BF  

  

 IP/MAC  

 Device Name  

BF LINK P1(

) P2( )

IP MAC CP

 

http://support.automation.siemens.com/CN/view/zh/42123315 

2.4  

 

7  

 

 

 
Standard 

Cable GP² 

(Type A) 

 

 
Flexible 

Cable GP 

(Type B) 

 
GP (Type 

B) 

 

Trailing 

Cable 

GP 

(Type C) 

 

Trailing 

Cable 

(Type C) 

 

 
Festoon 

Cable GP 

(Type B) 

 

 
Torsion 

Cable 

(Type C) 

 
Food 

Cable 

(Type C) 

 

 
Marine 

Cable 

(Type B) 

 

 
6XV1840-

2AH10 
6XV1870-2B 6XV1871-2F 

6XV1870-

2D 

6XV1840-

3AH10 
6XV1871-2S 6XV1870-2F 6XV1871-2L 

6XV1840-

4AH10 

0~55           

0~85           

0~100           

100m

 http://www2.ad.siemens.com.cn/download/html/2544.aspx 

Internet PLC 5.1.3  

2.5  

 AP  Client AP

W788 ,W786 -40 -+70 IP65

,W784

Client W744,W746,W747  



 

SCALANCE W 2008 

http://www2.ad.siemens.com.cn/download/html/2410.aspx 

2.6 IP  

 CP  RJ45  PC 

2.2 CPU  

 IP  

 
8 IP  

 PG/PC TCP/IP (Auto)  



 
9  PG/PC  

 PLC  

 
10   

 

 



 
11   

IP  

 
12 OK  



 IP IP  

 
13 IP  

 
14  

IP

IP IP  

 

 

 



3  

3.1 PLC  

8  

 S7

 

PUT GET 

S7

 

B SEND B 

RCV 

S7

 

U SEND U 

RCV 

TCP UDP

ISO ON TCP 

FC5 FC6(S7-

400 240

FC50,60) 

SPEED SEND 

SPEED RCV 

1452  

S7-200      

S7-300  343-

1Lean

 

343-

1Lean

 

343-1Lean

ISO ON 

TCP  

 

S7-400      

 

3.2 S7  

S7  

3.2.1 S7-200 

S7-200

http://www.ad.siemens.com.cn/download/searchResult.aspx?searchText=A0148 

 

3.2.2 S7-300  

 

1. SIMATIC Manager NetPro 

 
15 NetPro 

2. Unspecified OK  



 
16 Unspecified 

3. IP Address Details

Address Details CPU  

 
17 IP  



 
18 CPU 03 

 

4.  

 
19  

5.  CPU M 10 S7-300 DB1 S7-300

DB2 10 CPU M S7-300 DB2---> CPU MB0~MB9 S7-

300 DB1<--- CPU MB0~MB9 DB1 DB2

DB1 DB2 10  



 
20 DB1 DB2 

6. S7-300PLC OB1, FB14,FB15

 

 
21 SIMATIC_NET_CP CP300 FB14 FB15 

 

 

 

 



 

 

OB1  

  CALL  "GET" , DB14 
       REQ   :=M10.0    // :REQ  
       ID    :=W#16#1                
       NDR   := 
       ERROR := 
       STATUS:= 
       ADDR_1:=P#M 0.0 BYTE 10  // CPU M 10  
       RD_1  :=P#DB1.DBX0.0 BYTE 10  // DB1  
 
   CALL  "PUT" , DB15 
       REQ   :=M10.1    // :REQ  
       ID    :=W#16#1 
       DONE  := 
       ERROR := 
       STATUS:= 
       ADDR_1:=P#M 0.0 BYTE 10          // 10 CPU M  
       SD_1  :=P#DB2.DBX0.0 BYTE 10     // CPU DB2  

7. NetPro  

 
22 NetPro  

8. VAT M10.1 M10.0

DB2 DB1 DB1 DB2  

//ID NetPro  



 
23  

 

3.2.2 S7-400  

S7-400 PLC S7-300 SFB14

SFB15  

1. NetPro 

 
24 NetPro 

 

2. OK 

2 3  



 
25  

 

3. One-way One-way

OK  



 
26 One-way  

 

4. 4 5 S7-400

Unspecified OK  



 
27 unspecified 

9. IP Address Details

Address Details CPU 03 

 
28 IP  



 
29 CPU 03 

5.  

 
30  

 

6. CPU M 10 S7-400 DB1 S7-400 DB2

10 CPU M S7-400 DB1<--- CPU MB0~MB9 S7-400 DB2--->

CPU MB0~MB9 DB1 DB2 DB1 DB2

10  



 
31 DB1 DB2 

 

 

OB1,  

CALL  SFB14 , DB14 
       REQ   :=M10.0   // :REQ            
       ID    :=W#16#1 
       NDR   := 
       ERROR := 
       STATUS:= 
       ADDR_1:=P#M 0.0 BYTE 10          // CPU M 10  
       ADDR_2:= 
       ADDR_3:= 
       ADDR_4:= 
       RD_1  :=P#DB1.DBX0.0 BYTE 10     // DB1  
       RD_2  := 
       RD_3  := 
       RD_4  := 
 CALL  SFB15 , DB15 
       REQ   :=M10.1    // :REQ  
       ID    :=W#16#1 
       DONE  := 
       ERROR := 
       STATUS:= 
       ADDR_1:=P#M 0.0 BYTE 10          // 10 CPU M  
       ADDR_2:= 
       ADDR_3:= 
       ADDR_4:= 
       SD_1  :=P#DB2.DBX0.0 BYTE 10     // CPU DB2  
       SD_2  := 
       SD_3  := 
       SD_4  := 
 

7. NetPro      

//ID NetPro  

//ID NetPro  



 
32  

 

8. VAT M10.1 M10.0

DB2 DB1 DB1 DB2  

 
33  

 

3.2.3 S7-300 S7-400  

1. NetPro 

 
34 NetPro 

 



2. OK 

2 3  

 
35  

 

3. Establish an active connection

OK  



 
36 Establish an active connection  

4. 4 5 S7-300

Unspecified OK  

 
37 Unspecified 



5. IP

Establish an active connection Address Details Address Details

CP CP 10  

 
38 IP  



 
39 CP 10 

S7-300 IP S7-300 CP 10  

6.  

 
40  



7. S7-300 S7-300 DB2 10 S7-400 DB2 S7-400 DB1

10 S7-300 DB1  DB1 DB2 10

 
41 DB1 DB2 

8. S7-300PLC OB1, FB12,FB13

 

 
42  

 

 

 

 

 

 

 

 



                     
 

9.  

      L     10     
      T     MW     0     // 10  
 
      CALL  "BSEND" , DB12 
       REQ   :=M10.0 // :REQ  
       R     := 
       ID    :=W#16#1            
       R_ID  :=DW#16#1  // BRCV R_ID CPU R_ID  
       DONE  := 
       ERROR := 
       STATUS:= 
       SD_1  :=P#DB2.DBX0.0 BYTE 10   //  
       LEN   :=MW0             //  
 
      CALL  "BRCV" , DB13 
       EN_R  :=TRUE 
       ID    :=W#16#1 
       R_ID  :=DW#16#2  // BSEND R_ID CPU R_ID  
       NDR   := 
       ERROR := 
       STATUS:= 
       RD_1  :=P#DB1.DBX0.0 BYTE 10  //  
       LEN   := 

S7-300 PLC  

 

10. S7-400 DB1 DB2 10

 
43 DB1 DB2 

11. S7-400PLC OB1, SFB12,SFB13

 

//ID NetPro  

//ID NetPro  



 
44  

 

12. S7-300 10 S7-400 DB2 S7-400 DB1 10

CPU : 

 

       
 
      L     10 
      T     MW     0     // 10  
 
 
  CALL  "BSEND" , DB12 
       REQ   :=M10.0  // :REQ  
       R     := 
       ID    :=W#16#1 
       R_ID  :=DW#16#2  // BRCV R_ID CPU R_ID  
       DONE  := 
       ERROR := 
       STATUS:= 
       SD_1  :=P#DB1.DBX0.0 BYTE 10  //  
       LEN   :=mw0                   //  
 
       
 
 

//ID NetPro  



 
 
 
CALL  "BRCV" , DB13 
       EN_R  :=TRUE 
       ID    :=W#16#1 
       R_ID  :=DW#16#1  // BSEND R_ID CPU R_ID  
       NDR   := 
       ERROR := 
       STATUS:= 
       RD_1  :=P#DB2.DBX0.0 BYTE 10 //  
       LEN   := 

S7-400 PLC  

13. NetPro     

 
45 NetPro  

14. VAT  

0  

46  

3.3 TCP UDP ISO ON TCP  

S5  TCP UDP ISO ON TCP ISO-on-TCP  

1. NetPro 

 
47 NetPro 

//ID NetPro  



2. ISO-on-TCP( TCP UDP)

OK 2  

 
48  



 
49 OK  

3. 3 4 S7-300

Unspecified OK  

 
50 unspecified 



 active connection establishment

 active connection establishment IP TASP(

S7-300 ) 

 

 
51  active connection establishment 

 
52 IP TASP( S7-300 ) 

 



 

4. NetPro  

 
53  

5. S7-300 DB1 DB2 10

 
54 DB  

6. S7-300 PLC  



 
55  

7. OB1  

 
      L     10 
      T     MW     0 // 10  
 
      CALL  "AG_SEND" 
       ACT   :=M10.0 
       ID    :=1 
       LADDR :=W#16#100 
       SEND  :=P#DB1.DBX0.0 BYTE 10 //  
       LEN   :=MW0 
       DONE  :=M2.0 
       ERROR :=M2.1 
       STATUS:=MW4 
 
      CALL  "AG_RECV" 
       ID    :=1 
       LADDR :=W#16#100 
       RECV  :=P#DB2.DBX0.0 BYTE 10  //  
       NDR   :=M2.2 
       ERROR :=M2.3 
       STATUS:=MW6 
       LEN   :=MW8 

//LADDR CP  

//ID NetPro ID  

//LADDR CP  

//ID NetPro ID  



S7-300  

8. S7-400 DB1 DB2 10

 
56 DB1 DB2 

9. S7-400 OB1, S7-400 PLC  

 
57  

 

 

 



      L     10 
      T     MW     0  //  
 
      CALL  "AG_LSEND" 
       ACT   :=M10.0 
       ID    :=1 
       LADDR :=W#16#1FFD 
       SEND  :=P#DB2.DBX0.0 BYTE 10  //  
       LEN   :=MW2 
       DONE  :=M2.0 
       ERROR :=M2.1 
       STATUS:=MW4 
 
      CALL  "AG_LRECV" 
       ID    :=1 
       LADDR :=W#16#1FFD 
       RECV  :=P#DB1.DBX0.0 BYTE 10  //  
       NDR   :=M2.2 
       ERROR :=M2.3 
       STATUS:=MW6 
       LEN   :=MW8 

S7-400  

10. NetPro   

 
58  

 

11. VAT  

 
59  

//400CP IO  
//ID NetPro ID  
 

400CP IO  
//ID NetPro ID  
 



3.4 S5 ISO TCP UDP  ISO-on-TCP  
NetPro FC10

FC10 S7-300  

1. FC10 AG_CNTRL 

 
60  

OB1  
 
      CALL  "AG_CNTRL" 
       ACT    :=M10.1 
       ID     :=1 
       LADDR  :=W#16#100 
       CMD    :=1         // 1 
       DONE   :=M10.2 
       ERROR  :=M10.3 
       STATUS :=MW12 
       RESULT1:=MD14      //  
       RESULT2:=MD18      //  

MD14 MB17,MB16,MB15

,MB14  

//LADDR CP  

//ID NetPro ID  



9 FC10 CMD  

CMD

 

1 2 3 4 5 6 7 

  

 

CP

 

CP

  

  

 

10 FC10 CMD1  

 Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bit1 Bit0 

MB16 

CP

FETCH 

WRITE  

0

1

 

0 CP

1 CP

 

00

01

10

11

 

0:

1

 

Fetch/W

rite¹ 

0:

1

 

 

Fetch/W

rite 

0:

Write 

1

Write 

 

Fetch/W

rite 

0:

Fetch 

1

fetch 

 

Fetch/Wri

te 

MB17 

 

00

01

10

 

0

1

 

0:

1

 

00

01

10

 

0

1

 

0:

1

 

1 FetchWrtie 4.4  

 
 61  

 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
4  

4.1 PLC  

 Simatic NTP   



 
62  
 

Simatic http://support.automation.siemens.com/CN/view/zh/18130164 
 

NTP
http://www.ad.siemens.com.cn/download/searchResult.aspx?searchText=a0286 

 

4.3 FTP  

1.  

FTP CP  



 
63 CP  

users edit  

 
64 everybody  

FTP administrator  

 



 
65 FTP  

 

 
66 administrator  



FTP FTP  

 
67 FTP  

 
68 FTP  



 
69 CPU  

 
70 DB #  

 



 
71 DB DB42 # cpu1db42.txt  

 
72  

 

2.  



 
73 FTP 42 

 
74 FTP  

 

11 FTP  



 

 
exist writeaccess 1  

 

3. ie ftp DB42 mydata cpu1db42.txt

ftp //192.168.0.1/cpu1 copy db42 mydata

db42 mydata PLC locked

ftp  

 



4.4 Fetch Write  

TCP Fetch Write PLC

PLC S5

http://www.ad.siemens.com.cn/download/searchResult.aspx?searchText=a0285 

4.5 PLC  

 Simatic net S7-200 PC Access OPC Simatic net

PLC OPC OPC 

 

 WinCC PLC WinCC  

 Prodave6.1 VB PLC  

 Socket Fetch Write TCP UDP  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



5  

5.1   

 

1.

OB35  

2. TCP

S7 ISO on TCP  

3.  

5.2 Step7 PST IP  

PLC Step7 PST

 

 
75  

5.3 internet PLC  

VPN  VPN internet

PLC VPN  



VPN http://www.ad.siemens.com.cn/download/searchResult.aspx?searchText=a0038 

5.4  

S7-300 CP S7 OP CPU
 

  
 CP  

 1 CPU S7 CP  

 PG WinCC  

 S7-400 S7-300 CP343-1 Lean CP343-1

11  

CP
http://support.automation.siemens.com/CN/view/zh/22276762 
 
 

5.5 3  

S7 S7 basic Communication 

 

 

1.  

2. CPU  

3. Communication  

4. S7 S7 basic Communication 0 

5.  

S7 S7 OP PG

CPU S7 S7 3

4 S7   

5.6 SDB error  
 

Step7 CPU ,
 

 
STEP7 , "4502:298" "4502:625" 

http://www.ad.siemens.com.cn/download/searchResult.aspx?searchText=F0453 


