1 SNMP %7t

1.1 4% SNMP

SNMP — Simple Network Management Protocol —&3: T-UDP ) —Fi s, & TH T Hdis Mgk &
B, sEhr BE EA BN TCPAPHM SR — MG I bR . 7EMI 2% EIRE—AN B —5 1,

B 28 B PR Bl 283, B SRR RER T 42K T SNMP Agent, A EATAT AR EE— S SE AL I ks
S XFhEKEE BFCNMIB-Management Information Base .

[ Manager )
| Managed % HI{E FF 1 #1518 T Polling

K1, SNMPIEHEG

F T SNMPHEAE ) /0 28 45 BR A v 7 R4 Client-Servert .. Managerfl & #3 (SNMP Client) i]
LUt ifiAgent (SNMP Server) K3kHU{E B . ManageE3 A FAIMIBSE B, 0%, Al LN
ZAE BTk SR1T, M5 (Agent) A LUE S Trap ik &5 15 & (1S B 4 Manager,
AT EManagerfr R IIiE K. BIESNMP, AT DL R X 2% 15 it ] DA il I 25 5 ke il
AT LA 4R A RBOE AR LR 2% A — N 1 o 3T SNMP ) 55 40— M sl 2 Manage rfl
AgentFEE N MG G R TERURT, X8 I 2% AR /N .



(:';c’ellence in

Automation & Drives:

Siemens)

1.2 Management Information Base — MIB

—/~MIB(Management Information Base) & — /MRt %R &5, Hp s & S FESNMPA &,
I HAR A & 1iE S ML T B R4

MIB ) 8 R 07 e AL 0% 175 I RS AN [ 132 P D X 2% 35

U SR A 2 AR IR, A7 A ARARIE B O HL AT S s o T A R o v T DA 45 R A
MIB Hr R #i ik o

Standard data

= System information (HID, LID),
Network statistics, counters, tables

Extended standard data

= For example, data about network load & o9
(RMON) with switches | P
drmctany
I ax s = ot
Private vendor-specific data : E;mw
' For example, status of a redundant Sesail |
power supply | pathe
| st ame
- 4yl ocation
S mices

=R R =
55 o8

lm':l;sir_n:-u
K2, MIB — Management Information Base

MIB 1915 5. 4514 5 Windows £ 4t B )3 TR 2R BUR .
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CCITT (M 150 (1) ISO-CCITT (1)
Registration member ldentified

standard (0) authority (1) body (2) organization (3)
Dod (6)
PP
““Ermm‘
dirgctory (1) {2) experimental (3) private (4) security (5)
| snmpV2 (6)

enterprises (1)

Systemn (1) UDP (7)

Interfaces (2) \ EGP (8)
AT (3) \ENMF {11)
P {4) RMON (16)

[OID (Object Identifier)|

K3, FRAEMIBIKI{E R4544 (MIB-2)

OID (Object Identifier) i | MIBH X R HIbE . FRAEFKIMIBI XS Stk & Bl . ek
FIMIBXT R & AEEAE “Enterprise” H . Hilli& i 51 5 MIBH B R ik 52 5

1.3 Device profiles
Device profile & X 7 —/M & AgentfI SNMPAZ & G Fl, 5] SCALANCE X400, & S HfLeds
/R EOPC Server . Device profiler (728 & v LAAE 5% B4R (1K) S o

SNMP OPC ServerZisMiL & 7 —AMIBSm ks, 1 LA T1E 2 EAFAE A & profile. 7] LLIE
s Inmgmtsprivates 2 5] H ) SNMPAS & k528

H#H SNMP AgentffISIMATICF= /i, #liISCALANCE £ 4352 #Hl, #E4ESNMP OPC Server
HRAELE L R )P rofile
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2 ABIHE 4

N E R R TG I R B R

WinCC
flexible

PG/PC

SCALANCE- 414-3E

24V
24 V (redundancy)—=td.{

1. PG/PCiEiE AL K 5SCALANCE X4007z AL WX 28 B B A%

2. TUAx24V#;SCALANCE X400},

3. SNMP OPC Server it Poll 75 #2105 #] SCALANCE X400 HRRAS(E R . Xesfg Bl LhEid
OPC Client K &7~, A3 H 2 WIinCC flexible RT HMI £4t, it SNMP A48 &, EoR#
[ |

T30 A A 2H
FR A4 R wits s
SCALANCE X414-3E 6GK5 414-3FC00-2AA2 1
PG/PC 1
IE Card 1
T H o A
AR R JRA
Windows XP SP2
Step7 V5.4 SP1
SIMATIC Net 6.3
WinCC flexible 2005 2005 SP1 HF3
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Primary Setup Tool 3.0
NS 7 A8 SRR MIB R Profile, R LA ki 4 117 W5l JEAT 2K,
http://support.automation.siemens.com/WW/skm/frameset.asp?url=%2FWW%2Fllisapi%2Edl|
%2F22015045%3Ffunc%3DII%260bjld%3D22015045%260bjaction%3Dcsopen%26siteid%3D
cseus%26akiprim%3D0%26skm%3D1%26lang%3Den&Query=scalance+x200+SNMP&Searc
hArea=alle&id=22015045&F11 Marker=true&siteid=csius&query2=&modelled=SCALANCE+X
%2D200&lang=en

3 SCALANCE X400 3

3.1 SNMP &
#'E PG/PC )M IP #iil->y 192.168.0.199.

Internet Protocol (TCP/IP) Properties

General

“'ou can get IP settings aszigned automatically if vour network, supports
thiz capability. Othensvize, vou need to ask your network, administrator for
the appropriate IP settings.

73 Dbtain an IF address automatically
(%) Usze the fallowing [P address:

IP address: | 192 . 168 . 0 .199 |

Subnet mazk: | 2ER 28R AR 0 |

Default gateway: | ; : ; |

UIntalr o EEMNYED address automalicaly

(% Uze the following DMS server addresses:
Preferred DMS server: | . . . |

Alternate DMS zerver: | . . . |

[_ ak. l[ Cancel ]
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{£f] PST T H., 4% SCALANCE X-400, % & H IP #iht >~ 192.168.0.1. AR5 A

S} (MC : 05-00-06-9C-25-CE : 192.168.0.1 N i = B U e Bl F# 3] SCALANCE X-

400 .,

1 Primary Setup Tool - Broadcom NetXtreme 57xx Gigabit Controller
Metwork, Module  Setkings 7

_)%' 3

- Packet Scheduler Minipo.. [- ||

=3

-Ethernet interface

= INC - 08-00-06-5C-28-CF - 0.0.00

" Client D

(& MAD addiess

(" Device name

9 Ind. Ethernet interface MAC addess [

¢ Obtain IE address from DHCP server

|s_l,lsName Mot Set

% Aszsign IP parameters

|F address [192 . 168. 0 . 1
Subnet mask |25 .25 . 255 .
I Use router
Bouter |
]'_' Erable DME
Ready e |
pict PST TR Eovisi fhs W, 797 IE, #0044 U949 admin.
A&D Service & Support Page 6-35
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Automation & Drives:
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Connect to 192.168.0.1 7%

SIEMENS SCALAMCE x-400

Liser name: | €7 admin w |
Password: |m |

Remember my password

[ Ok, l[ Cancel ]

WY IE MR 51 F:, EF“System”. B MIF:“System Name ] 44 7 SCALANCE X400

systeml. fTHFE R, fdl otvaues o oinem
I SNV, System Configuration

EEa System
~[E Restart & Defaults Current Systerm Tirme: |Datertime not set |
B Save & Load Systern Up Tirne: [16h 21m 95 610ms |
5 Loy Table Device Type: [SCALANCE %-400 |
~[E Wersion Mumbers
B C-PLUG Systemn Contact: |sysCDntactNutSet

B2 %400 Systermn Location: |S\,rsLUcatinn Mot Set
B Fault Mask Systern MNarme: |SCALANCE #400 system!|
B Standby Mask

WU IE ZAMEZR B, &P Agent>SNMP”.  “public”fl“private”&: SNMPv1/N2c [RIAIFE4 . 8
it public IAIE4% A1 private IAE4, Manager (PG/PC) 1] % Agent (SCALANCE X400) 2. 5
PE. WREHRE B2 s, TRISCREIARRIAES . X BLUETURREBRRE .
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W SCALAMCE x-400 Agent SNMP Configuration
E{] System
B0 X-400
=3 Agent =
= ShivP
B Trap Config SNMPv1NZC
Graups
B Users

8 et conty
8 gl Confy

& E-Mail Config
~El Time Config

SNMP Enabled

3.2 SNMP & &
R —AN IE W e, fEH BRSP4 192.168.0.1/snScalanceX400.mib. JE&E K/NE., A

DL 3] SCALANCE X400 X} ) SIEMENS #3751 Private MIB 115 & .
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a hitp:f1192.168.0.1/snScalanceX400.mib - Microsoft Internet Explorer

File Edit ‘iew Favorkes Tools  Help ;’f
g = E
7 = y \ ) e i | G- 22 = q &
@ Biack 7| \ﬂ @ | Search v\../ Favaorites 5’:" == ﬂ =) V' ﬁ .A‘i
Address [&] http:/{192.168.0.1 fsnScalanceX400.mib v By ks * @y -
-~

prvmibscal anceX400, mib — SIMATIC NET Industrial Ethernet Scalance ¥400 —— ScalanceXd400
Private NIB —— Copyright () 2005 Siemens &G —
— —— NIB Nodule : SN-SCALANCEX400-PRIV-MIB — — Eewvision :
V1.2.0.0 — Date : 2005/11/15 —— —
——————————————— SH-SCALANCEX400-FRIV-NIB DEFINITIONS ::= BEGIN INPORTS

enterprises, IpAddress FROM EFC1155-SMI DisplayString FREON EFC1Z213-MIB TruthValus, EowStatus
FROM SHNMPvZ-TC Portlist, dotlgStaticMulticastEntry, dotlqVlanIndex FREOM Q-BRIDGE-NIEB
OBJECT-TYFE FROM RFC-1212; siemensAD OBJECT IDENTIFIER ::= { enterprises 4196 }
adProductlibs OBJECT IDENTIFIEE ::= { siemensiD 1 } simaticNet OBJECT IDENTIFIER ::=

[ adProductMibs 1 } iScalanceX OBJECT IDENWTIFIER ::= { simaticNet 5 1 iScalanceX400 OBJECT
IDENTIFIER ::= { iScalanceX 4 } —

— SIMATIC NET
SCALANCEX400 Private NIE —

—— SIMATIC NET SCALANCEX400 Object

Identifier Definition —
———— iScalanceX400Mib OBJECT IDENTIFIEE ::= { iScalanceX400 100 ] —
— Groups in SCALANCEX400-PRIVATE-NIE — -

—— textual conventions — ———————————
Nachddress ::= OCTET STRING
(SIZE (B)) —— a B octet address in the “canonical” order —— defined by IEEE 202, 1a, i.e.,

as if it were transmitted — least significant bit first, even though 802.5 (in —— contrast
to other nf0Z. x protocols) requires MAC — addresses to be transmitted most significant bit
first, —— —— 16-bit addresses, 1f needed, are represented by setting —— their upper 4
octets to all O's, i.e., AAFF would be — represented as O00000004AFF, —
—— SINATIC NET SCALANCEX400 Objects —

& Done & Internet

A, XEFEAG A, TEAEZIE RPN View>Source. #H — MOFAE B,
FIHVEAIIHEA T MIB ) private R 91 22U, 7 2R AR R Z X A R
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B snScalanceX400[1] - Notepad
File Edit Format Wiew Help

-- prvymibscalancexd00.mib

-- SIMATIC MET Industrial Ethernet Scalance =400
-- scalancex400 Priwvate MIEB

-— Copyright (ch 2005 siemens AG

-- MIB Module : SH-SCALAMCEX400-PRIV-MIE
-- Revision p v1l.2.0.0
-- Date : 2005,/11/15
SN-SCALANCEX4Q0-PRIV-MIE DEFINITIONS ::= BEGIN
IMPORTS
enterprises, Ipaddress FROM RFC1155-5MI
Displaystring FROM RFC1213-MIE
Truthvalue, ROwSTATUS FROM SHMPWZ-TC
PortList, dotlgstaticMulticastEntry,
dotlovlanIndex FROM Q-BRIDGE-MIE
OBJECT-TYPE FROM RFC-1212;
siemensan OBJECT IDEMTIFIER = { anterprises 419§ }
adrProductmibs OBJECT IDENTIFIER = { siemensap 1 }
simatichet OBJECT IDEMTIFIER = { adproductmibs 1 }
iscalancex OBJECT IDEMTIFIER = 1 simaticmer & }
=1

iscalancex400 OBJECT IDENTIFIER iscalancex 4

R R R R R R Ry

T SIMATIC MET SCALANCEX400 Private MIE

T R T T O R R

iscalancex400mik OBJECT IDENTIFIER ::= { iscalancex400 100 }

macaddress ::= OCTET STRING (SIZE (61)

4 7% Step7 FBEFHZE SNMP OPC Server

4.1 7E Step7 FEFFAR

17T Step7 #£/7°, 1E SIMATIC Manager ', 4% options”EH. ] Set PG/PC interface. & &
PG/PC #1124 TCP/IP->Broadcom NetXtreme 57....
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Set PG/PC Interface
Access Path ]

Accezs Point of the Application:

X

[Standard for STEP 7]

[nterface Parameter Aszignment Used:

|TI:F'.-"IF' -» Broadcom Metxtreme 57,

B CPSE11[PROFIBLS) L
B |50 Ind. Ethernet -» Broadsom Net:
PC internal [local]

S | 25

[&z=zigning Parameters to vour MOIS CPs
with TCPAIP Protocaol [RFC-1008])

Interfaces

Add/Remove:

Properties. ..

TCPAP - Broadcom Net<treme 57 o i
- .

Select...

]

Cancel ]

Help ‘

7 Step7 ', #HE—ANH SNMP OPC, #RJE{EiZIi H Hin\—4> PC Station.

A&D Service & Support
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Q SIMATIC Manager. - [SNMP OPC -- C:\Siemens\Step s 7proj\Snmp_opc]
% File Edit Insert PLZ  Miew Ophions ‘Window  Help

> (2P % Bl o 2% | B2 || < NoFiker > =%
| Mhiect name ! Symbolic name I Type |
5 ik atio... SIMATIC P Station
-0y MPI
Paste

Insert Mew CObjeck
PLC

|ndustrial Ethernet

Rename
Chject Properties., ..

Fz
Alt+Return

SIMATIC 400 Skation
SIMATIC 300 Skation
SIMATIC H Skation

SIMATIC PiC Station

SIMATIC HMI Skation
Other station
SIMATIC 55

PGPC

MPI

PROFIBUS
Industrial Ethernet
TP

=7 Program
M7 Program

IR iZus, HATEEAA . 2 3lif N OPC Server, WiInCC flexible RT, IE General.

A&D Service & Support
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:|2| 0] PC

|rdes todule

Order ...

Firrrma...

Com... |

1 _|{ OPC Server w

V6.3

-2

wems WIRCLE flexible BT

(el RSl e )

(]

—_
=

—_
—_

—_
]

—_
L

—
=

—_
n

—_
o

—_
-1

—_
oo

—_
(]

[+
(]

]
—

-2
]

[+~2
[T5 ]

2
=

]
n

-8 SIMATIC PC Station
+-[Z7 Contraller
=-[23 CP Industrial Ethermet
4B . 5w vE.D5P4
+-_7 CP 1411
+-7] CP 1413
+-7] CP 151
+-[7] CP1512
+-_7] CP 1604
+-_7] CP 1612
+-[7 CP1E13
+-_7] CP 1616

4B HMIIE

- IE Gerneral
LSWOWE 2
SWwiWE 2 SPT L
¥ CF PROFIBUS
- Hil
WinCC flewible BT
=20 User Application
+-[21 Application
—-[21 OPC Server
LOSWOWED SPY
S WE O SPR .
S WET L
S WE 2 5P L
S WE.D L
S WE 4

A&D Service & Support
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Siemens

T EYER OPC Server FRRA N 6.3, X ES5APLH SIMATIC Net fitA—2%. IE General [¥] IP
bk, FEEES5ANL—%192.168.0.199. I HFdIN— M4 .

Properties - IE General

X]

General | Options | PROFINET | Disgnostics |
Short D escription; IE General

[Substitute for an_l,l' Industrial Ethernet module, PROFIMET 10 Contraller,

(150, TCPAP, 57 connections, PG functionz, rauting, SIMATIC NET CD
11/2003 5P1 ...

Order Ha./ firmware [E_CP /%621

M arme: IE General
lnterface
Type: Ethernet
Addrezs 192.168.0.199
Metwarked: Yes Properties. .
COTTTTeTT

Cancel ] Help ]

it OPC Server ¥4, #H OPC Server J&PEH . %8 SNMP £ . ERAJEHERIFEAL.
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Properties - OPC Server

General | DP | DP master class 2 FOL | FMs | 57 | IsO/TCP
SNMP ] PROFINET 1 PROFINET IO

— [

Cycle time; 100 ms

—Acceszs Protection

[ Activate

Edit Plant Configuration ... ‘

Cancel Help

Edit Plant Canfi tior .. N - .
s ! e -onfigurEnen |}‘§%ﬂ, T FF4t 22 G20 A5 T
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Edit System Configuration

Mode:

Mame l IP address ] Device pr... J Community l Timeout ] Optimizati... ] sypsContact J sypsLocation ] sysMame J Comment I

Find... | Add.. Edit Delete #'eb bazed Management Create Profile. .. J Import J
ak. Cancel ‘ Help ‘

s L s, sl S D TR L B

SCALANCE X400. ﬁfw\/ﬁﬁi‘i?%ﬂ, HEdE R . T LUE DA DA Y SR B
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Browse Network E'
MHaodes in sustem configuration: Modes faund online;
M arne I IF address I Device profile M arme 1 IF address I [
[E-General 192.1638.0.193

(SCALANCE #400 spstern]  192.168.0.1 I

e
S

|A
|

2

.
Start Cuzstomize
_ sa | |
Cancel ‘ Help ‘

Search completed. 2 Mode found.

SRE, P EURRE PR B0 M, X BLE SCALANCE X400, G © |i‘;‘?%ﬂ, 63 4 25 M T
AR, Ad OK 45,
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Browse Metwork

SCALAMNCE =400 systern]  192.168.0.1

LEs

|A
| %

&
Start Customize

Modes in zpztem configuration: Modesz found online:
Mame i |P address i Device profile M ame i IP address 1 [
SCALAMCE =4, 192168.0.1 MIB-H 100k IE-General 192.168.0.133

*

|

k. Cancel j Help

S éarcﬁ cu:umﬁ.l;auteu:.l-..éur\lcu;:.l;.a-f.c;und:“

e ARG m T, "] CUE B 2L .
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Siemens

Edit System Configuration

9000

& |
Find... ‘ Add.. Edit... Delete ‘wieb bazed Management... Create Profile. . ‘ Import ‘
e

R NI N Edit...
B Z T R AR N, !

Hutk, TAiE44, Device profile 255,

Name #i/27E IE H1 % B f) SCALANCE X400 [f] 414

IP Hi ki3t 2 SCALANCE X400(Agent) 1 IP it

Device profile & R4t #E# 1) device profile. A PLEFE— XS profile S8 & — AN 2411

profile.

AL, AT AR R AT Bl 1P

Community /2 Manager (WinCC flexible RT) 5 i1l Agent (SCALANCE X400) [#j— IR %15,
BIIAIES o public W\ IE4 F£ s Ui 0] Agent A SR . Private TN IE4 R s U 7] Agent 325 AL
PR

Timeout %7~ OPC Client #:1) Agent [ f A N ISHE], BRIAKN 9s.

fififie SNMP Optimization %A [ B/ MZE 5 E, BMEIA TR, VR 2 AH IR 282 12548 vT LA

— AN B WAL
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Edit node
I arne:
IP address: | 192 . 188 . 0 . 1
Device prafile: | MIBAI_1 0.t |
Coarmmunity: 1F'U|:'|i'3 Lj
Timeout; IEDDD

v SHMP Optimization

]s_l,lsEu:untau:t Mot Set

]s_l,lsLu:u:atiu:un Mot Set

|SCALANCE -400
Carnrmert: ]
Cancel J Help |

RN Device profile ¥ MIB-II_V10.txt. =] PLBE 47352 Bk $E5 SCALANCE X400 5 NULHL
f£) profile ¥ Profil_SCALANCE_X400_V11.txt.

Edit node x|

Narne: | SCALANCE %400 system
IP address: [ 192 . 188 . 0 . 1
Device profile; iF'rufil_SE&L&NEE_K#DEI_W1.t:-:t j
o Profile_Simple_SCALANCE_*206-1_ A
Carmurity: Profile_Simple_SCALANCE_x208_<
: Profile_Simple_SCALAMCE_X212-2_
Timeaut: Profile_Simple_SCALANCE X216

Profile_Simple_SCALAMCE <224 W
profil_cp1604_ w20kt
prafl_cpl616_w20.txt
Profl_ELS_TP40 %10t
Profil_[PC_W01. bt
Profil_[PC_%W11.kst

Profil_[PC_W12 bt
Profil_[PC_%13.kxt

Comment: Profil_O5k 10kt

Frofil SCALAMCE 400 %17 tut
Frofil_SCALAMCE 400 %27 tut
Lzer_profiletnew_profile, bt

zer_profilehProfil_SCALAMCE 400 —
uzer_profilets400 pru:‘ufile.t:-:t M
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AT IR UCEL A profile, whal LLEFEZ Fl SNMP AR & B IR7E PG/PC L. AN, {EARHAER profile
H, FRERAEE RN RS B O H BRMA R, FrUCN TR LR, W RLE ke ] profile.

Create Profile

* Search for name Search ‘ Mt I Profiles: Load... ‘ Save... ‘

" Search for OID

Wariables lTraps ] hIB modules] Bl ) e
- coitt Name I Severity J Inztance
[+ iz0 [Dlrterfaces
jointiza-caitt [CAPrivat-Comman
& Privat-ProductS pecific
CISystem

b3

L4

HIETEE

Load MIE... Jrlaad M| Create Group

Output windaw:

C:ASiemenshStepTha7data\SHMPAYMIBYRFCT155-5MEmib . RFCT155-5M loaded. -~
C:ASiemenshStepTseTdata\SNMPYMIBYRFC1213-MIB. mib : Loading MIB N
C:ASiemenzhStepTha7data\SHMPAMIBYRFCT 213-MIB. mib : RFCT213-MIB loaded.

C:ASiemenshStepTsTdatabSMMPYMibhenS calance400.mib . Loading MIB

C:ASiemens\Step?hs7 data\SNMPAWMibhenS calance<400.mib - SH-SCALANCEX=400-PRIV-MIE loaded.

C:ASiemenshStepls S FDAT AenmphprofileyProfil_SCALANCE <400 %11 tat loaded.

4]

. Cloze Caticel I Help J

B0 5 H) Device profile. AT DUBI 418 R A A B, A Cooe O gy

Load MIE... Y5, 1N MK snScalanceX400.mib .

A&D Service & Support Page 21-35



Excellence in
Automation & Drives:
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Create Profile

' Search for name I Search Hexst Profiles: Load... | Save... |

" Seach for 010

Yanables I Traps I MIE modulesl Selected MIE objects:

----- it I arne I Severity I Instance I
----- )

----- joint-izo-coitt

Select MIB file ...

Loak in: | (2 mib x| = ®3 e E
|#]RFC-1215. mib |14 ShAP2-G M1 i

| I9] RMON-MIB, mib |19 rMPy2-TC- 1 mib

|i9] srcp1604.mib |1) Sh-CEM-PRIYV-MIE mib

|‘_‘f] sncplE16.mib m sn5calance200, mib

4] sM-ELSTR40-PRIV-MIB.mib |11 EEr 0, mib

|14 SHMPZ-MIB-v 1. b 4] s0L.mib

] _ 5

File: narne: !snScaIancﬂdDD.mib Open I

Files of type: | MIB files [*.ribe”.bit:" my) ~| Cancel |
Load MIB... U rilcxc S m@ |

Cutput windaw:

Cloge | Cancel | Help |

AN

SNZ G, ATUUE ARG MIB 115 8458 . g mgmt (K45 B 43 b ) SNMP
SR AT A B MIB {3 S E Private ‘& 5] 1.
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Create Profile

{* Search for name Search J et I Profiles: Load... ] Save.. ‘

" Search for OID

Variables l Traps ] MIE modules] Selected MIB objects:

= internet ”~ Mame I Severity Ingtance
directaom
B mib2
1 gystem
|- interfaces
at
ip
icmp
tcp
udp
egp
transmission
+- snmp e
expenmental
=1 private
[+ enterprizes
joint-izo-coitt hal

b

[ - - - -

ENERENE

Load MIE. .. [Urioad tIB Create Group

Output window:

C:ASiemens\Step?WS7DATAsnmpmibARFC-1212.mib, Line 12 : Unespected taken -~
C:ASiemenstStep? S 7DATA N nmpimib \RFC- 1212 mib - RFC-1212 loaded. T
C:ASiemens\Step? WS 7DATAsnmpmibA\RFCT 21 3-MIB. mib : Loading MIB

C:ASiemenshStep?sS DA TAenmpimib RFCT1213-MIB.mib : RFC1213-MIB loaded.

C:ASiemenshStep? S 7DATANsnmpimibhenS calance<400.mib : Loading MIB

C:ASiemens\Step? WS 7DATA s nmphmibhanS calance=400. mib : SM-SCALAMCEX400-PRIV-MIB loaded.

i Cloze Cancel ‘ Help I

INIFRAER) SNMP 2 &8, 75 mgmt 1, 38 RAR & -LCE B H A 1 —A4> SNMP 28 & |, n DA
HX AR B 15 o AT H R B RN D PIRAS

[
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Excellence in
Automation & Drives:
Siemens

Create Profile

i Search for name Search Mest Profiles: Load... | Save... |

" Search for OID

Yarniables ] Traps ] MIB modules1 Selected MIB objects:

= ifEntry ~ Mame Serverity Inztarice
iflndes 1
ifDescr
ifType
ikt
ifSpeed
ifPhystddress
itAdminS tatuz
if0perStatus
ifLastCh] 3
ifinOctet
ifinJcastPlts
ifinNUcastPlkts
iflnDizcards ¢
ifinErmors
iflnnknownProtos
ifOutOclets

e jfOucastPks v

>

s

. The cument operational state of the interface. The testing(3) state indicates t|

e

Load MIB... Inload b Create Group

Clutput window:

C:ASiemensiStep ™S FDATA\enmphmibhAF C-1212.mib, Line 12 ; Unespected token -
C:ASiemenshStep ™S 7DAT A enmphmibhRFC-1212.mib : RFC1212 loaded. 1
C:ASiemenshStep ™S 7 DA TA\enmphmibhAFC1 21 3-MIB. mib : Loading MIB

C:ASiemenshStep™S 7DATANenmphmibtRFCT 21 3-MIB. mib : RFC1213-MIB loaded.
C:hSiemensiStep ™S 7 DA TAVsnmphmibhenS calance=400.mib ; Loading MIB

C:\Siemensh Step™S 7DATANenmphmibtenS calance400.mib - SH-5CALANCEX400-PRIV-MIB loaded.

Claze Cancel | Help

Create Group

fi“Create Profile”iH i [ 125, NP ARG S

groupl. MBI 4 7 A ports”. SRJG il 4l HifOperStatusE N E]i%
M, X “Enter instances™ % 1HHE, 4 A51380225-51380242. X /2N
SCALANCE X414%: 4855, HAG18/Mi . ifOperStatus.51380225~
ifOperStatus.51380242 % i ) JSCALANCE X414-3E (185 PR AS . i OK 45
. VE4HIEZ IR (Configuration Manual SCALANCE X-400 Industrial Ethernet
Switches) 11/2005k )} B MIB Variables of a SCALANCE X.
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Excellence in
Automation & Drives:

Enter instances:

Fleasze enter the inztances that the selected object should have. Enter the

inztances separated by a comma or as a range joined by a hyphen. Example;
125812

|51 390225.51330242

Cancel ‘ Help ]

ANINHE R A 1 SNMP 28, Frid—/N4H, FHar 48 Sysinfo. 7E private #1, EHFERAN LR,

@ﬁ?ﬁ?%ﬂiﬁﬂﬂiﬂ Sysinfo 2. ¥ private 48 5 v DL AR SR 0 SCF T M — ARG
B XFEMIEaE s, aTLIEERTH 3.2 F5#2 2 snScalanceX400[1]-Notepad 1.

Create Profile

* Search far name Search ‘ Hedt ] Profiles: Load... ‘ Save... |
" Search for OID
Wariables l Traps ] MIB modules 1 Selected MIE objects:
[=1- sre¢d00G en ~ M arme Sewerity Instance
s A00U zerD ezcription ..
srisd00Hwiersion 4005 wiversion a
aredd00B ootStraptersion i d00RmMode 0
shd00S wierzion
: s 400PowerSupply2State i]
sred00) nqu erialr - ] s 400PowerSupply]State 1]
i T sri¢400MaduleldentMLFB. 1
sn><4DDTeInetEn§bIe >3 s 400H WY ersion a
srxd00ConsoleT im0 utE nat o ADDF ALILS 0
shid00ConzoleT imelut E Altats
24005 MM PEnable
sr¢400Rmonkode 2
sridl0ResetCounters
st d00EmailSMTPlpaddres: b
s d00EmailSMTPPart J
s 400E mailk nable
4 00E mailbddress bt
< |
Load MIE. .. Inload # cate Groun Propertiss

Output windows:

C:ASiemenzSteps7data\SHMPAMIDRFCT 155-5k1mib - RFCT155-5M| loaded. -
C:ASiemens\Step7h e Pdata\SHMPYMIBARFCT 21 3-MIB mib : Loading MIB T
C:ASiemensSteps7data\SMMPAMIDSRFCT 27 3-41B. mib : RFC127 3-MIEB loaded.

C:ASiemenshStep s Tdata\SHMPYMibhanS calancex400.mib : Loading MIB

C:ASiemens\StepTheTdata\SHMPYMibhanS calanceX400. mib - SH-SCALANCEX400-PRIV-MIE loaded.

C:ASiemenshStepT™S7DATA snmpuser_profilesProfil_S CALANCE =400 tt loaded.

Cloze Cancel J Help |

#iltn, snX400RmMode. LI Ctri+F [1)77 :7E1% Notepad SCEFHHEE], W] DA 21048 & ) Hl

(12
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Exc-ellence in
EEX

Automation & Drives:

B snScalanceX400[2] - Notepad
Format  Wiew Help

[

File  Edit

snxd 00rRingRedundancyMode  OBJECT-TYPE
SYMTAX ~ INTEGER |
ringredundancyoff (1),

ringredundancyon(2’)

¥
ACCESS  read-only

STATUS mandatory
DESCRIPTION "Ring Redundancy Mode.

= 1 snedO0Redundancy 10T

s 00pmMode  OBIECT-TYFPE
SYMTAX INTEGER |
rmofT 10,
FMong2

¥
ACCESS  read-only
STATUS mandatory

CESCRIPTION “RM mode.
ti= | snxd00Redundancy 2 0}

Sn=400RMsTate OBIECT-TYPE
SYMTAX INTEGER {

rmPassive(l],

) rmactive2)
ACCESS  read-only
STATUS mandatory
DESCRIFPTION "RM State.”
ii= { sredO0Redundancy 3 0}
snxd 00rRmstatechanges OBJIECT-TYPE =
< | 3.
gab S e, (RAE5E I Device profile SCHF, A4 yprofil SCLANACE. X400.txt.

Page 26-35
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Excellence in
Automation & Drives:)

Create Profile

% Search for name | Search Mext Profiles: Load... | Save... |

¢ Search for OID

Yarables I Traps I MIE modulesl Selected MIE objects
[ sr<d00ReportE ventT able | Marne | Seveity | Instance |
- zred00ReportDigitall nE wentT al .
[#- sreed00ReportF aultStateT able A N0H w erzion

Save in: I&) Liser_prafile ;‘ - = B~

E] nieve_prafile, bxk
(Bl Frofil_scaLancE wa
%400 _profile. bxt

oo oo oo o

[+ 51

- an400N File name:  [Profi_SCALAMCE <400 ta Save |
]

Save as type: IDPE profile [*.tat] -l Cancel |

P——

Laoad MIB... [l I R——

d |

COutput window:

0 emaors ocounred.

Cloze | Cancel | Help |
AP HG, FUGEHZT A, i, vl DO ST 4% . 1 & Device profile
profil_ SCLANACE_X400.txt. siii— R OK &4, 45W profile W E . HHmIFMIAT, BF

A R
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Excellence in
Automation & Drives:

Edit System Configuration

Edit node

Name:
IP address: .
Device profile: Iuser_profile\F'rofiI_SEALANEE_XAlDLI
Community: Ipublic LI
Tirneout; IED—DD—
¥ SNMP Optimization
syzlantact: IsysEontact Mt Set
syslocation: IsysLocation Mat Set
<psh arme: ISCALANCE H-400
Comment: I
Cancel Help I

|A
.

U | 2

Find... | Add.. I Edit... | Delete ‘web baszed Management. .. I Create Prafile. .. I Impart |

ak. | Cancel | Help |

= X
Hili PGIPC A N AN E@@ﬁ, X i3 i “Station Configuration Editor”, 2 [ fifi {25 24 ) I

B VMR, A SoonName o e Step? [ PC ¥ 474, K
SIMATIC PC Station(1). i OK #4145
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Excellence in
Autorlr jon & Drives:)

Cornponents | Diagnu:ustiu:sl Configuration [nfo I

Station:  SIMATIC_NET Mode: RUMN_F

Index | Mame | Type | Ring | Status | Fun/Stop | Conn | &
1 E OFC Server OFC Server @ v ]
2 [] 'WinCCflexible .. WinCC flexibl... i@

E IE General IE General
4 =
4]
B
; Station name £| B
3
10 | |SIMATIC PC Station(1]
11
12
13
14 Cancel Help
15
16 _
17 bl
iNew diaghostic entry arrived!
bad.. | Edi... | Delete... FingON |
Station Mame... | Irmport Station .. | Dizable Station |

0K |

Help |

7£ Step7 ] SIMATIC Manager 1 55 7 B f 4, RSO, W5 Station Configuration

Editor, %4 B b, {EUI414 OPC Server i & it

A&D Service & Support
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Excellence in
Automation & Drives:)

Station Configuration Editor - [OMLINE]

Components l Diagnu:ustiu:s1 Configuration Infu:u]

Station:  [SIMATIC PC Station(1] b ode: .FILIN_F'

Index | Mame | Type | Ring | Status | Run/Stop | Conn | &
[{ oPCServer OFC Server = ©

[] 'WinCC flexible .. WinCL flexibl... &

JF IE General IE General [ 0

—_

[ 4

2
3
4
]
B
7
g

3

10
1
12
13
14
15
16

17 —=

|Mew diagnostic entry armived!

Add.. ] Edi ] Delete Ang O |

Station Mame... ‘ Irmport Station ... ‘ Dizable Station ‘

rihh Windows #:1F £ 4t “start>SIMATIC>SIMATIC Net->Configuration Console”# t} OPC £ 242 i
8, R E EZiLRHE SNMP.
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Excellence in
Automation & Drives:

<. Confipuration Console

File  Action \Miew Help

Ll
(] PC Station Select OPC protocal
=B SIMATIC MET Configuration The OPCS _ i _
= g Applications e erver Can support wanous protocols at the same time.

Here, you select the protocols it will support.
= HB OPC settings 5" i i

@ it OPC server
og

= [~ DP [ FMS ™ FDL
P symbals
n Security [ 57 [ SR [ PROFIt
ﬂ OPC trace
ﬂ Pratacal trace [v SHMP [ DP master class 2 [~ PROFIt
:ﬂ Aukostart . . .
+ Madules The PROF|drive DF'I; Server and the high-perfarmance in-process DP-0PC Server
A " regardless of the settings made here.
ccess points
ﬁ Language setting Additionally the configured data exchange D can be activated.

[~ D

| Cancel | Help |

fT7F OPC Scout, #A7M. %N SNMP A& . Quality 4575 y“good " A& E H il tHIE ¥ .

OPC Scout - New Project1

File View Server Group Item ?
|l 8| 2l#] rle +
I[Sewers and groups [Items incl. status information
= g Serverls) | Item Names [ Value | Format | Type | Access | Quali
= i-;_!. \__Dcal Serverls) 1 |SNMP[SCALAMCE #400 systemlJsipaddress{) 192168.01 Original slring R gnnd
: f{ OPC. SimaticHb | HmiR T 2 | SHMPSCALAMCE X400 systemi Jistatepathi] up Original stiing R good
=14 OPC SimaticNET 3 |SMNMP{SCALANCE %400 system Jsstatepathyal] 2 Driginal Lintd R goad
sad 4 | SHMPSCALANCE R400 systemi if0 perStatus. 51380225 |12 Original int32 R good
oy [N o, Q_'OUD] 5 | SNMP[SCALAMCE X400 systernl Jif0 perStatus. 51380226 2 Original int32 R good
& OPC SimatisNET.DF 6 | SMMPSCALANCE 3400 systern] i0perStatus 513680227 2 Original |int32 R good
g g{zﬁbﬁ ::‘:‘;:fﬁ; ;\f’a 7 | SNMP{SCALANCE X400 systel ji0perSiatus 51380225 2 Oignal 32 R aood
i % Remote Servei(s] 8 SHMP:[SCALAMCE %400 system] ]!fD perStatusz 51380229 2 Dr!g!nal !nt32 R good
ey Add Femate Serversis] 9 | SHNMP[SCALANCE *400 sustemi if0perStatus. 51380230 2 Original int32 R good
e 10 | SMMP:[SCALANCE #400 systemi Jif0perStatus. 51380231 1 Original int32 R gaood
11 SMMP[SCALANCE »400 systemi Jif0 perStatus. 51380232 |12 Original int32 R good
12 SHMP[SCALANCE <400 systemi Jif0 perStatus. 51380233 |12 Original int32 R good
13 SMMP:[SCALANCE =400 systemi Jifd perStatus. 51380234 2 Original int32 R good
14 | SMMP:[SCALANCE »400 system? Jif0 perStatus. 51380235 2 Original int32 R good
15 | SMMP:SCALAMCE 3400 systeml if0 perStatus. 51380236 2 Original int32 R good
16 | SHMPSCALANCE #400 systerml Jif0 perStatus. 51380237 2 Original int32 R good
17 | SNMP:[SCALANCE #400 systerl Jif0 perStatus. 51380233 2 Original int32 R good
18  SNMP[SCALANCE »400 system Jif0 perStatus 51380239 1 Original int32 R good
19 | SMMP[SCALANCE »400 systemi Jif0 perStatus. 51380240 12 Original int32 R good
20 | SHMP:[SCALANCE #<400 systeml Jif0 perStatus. 51380241 12 Original int32 R gaood
21 | SMMP[SCALANCE %400 systemi Jif0 perStatus. 51380242 1 Original int32 R good
22 | SNMP:[SCALANCE %400 system] |sn<400F aultState 1 Original int32 R good
23 | SHMPSCALAMCE X400 system1 Jsri<400Hwh ersion |5 Original | shing R good
24 | SHMPSCALAMCE X400 system1 Jsri<400M oduleldentMLFE.1 | BGKS 414-3FCO0-2842 Original | string R good
25 | SHMP[SCALANCE #400 systemi Jar400PowerSupplyl State | 2 Original int32 R good
26 | SHMP[SCALANCE X400 systemi Jari400PawerSupplu2State | 1 Original int32 R annd
27 | SHMP:[SCALANCE %400 systeml Jsn<400R md ode 1 Original int32 R good
28 | SHMP[SCALANCE »400 systemi Jar4005wi/ersion w122 Original string R gaood
= < |
Iterm(z] successfully added | Na. |28 ; I
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Excellence in
Automation & Drives:
. Sigmen, X
42 Win ¢ eswittle 4

7t SIMATIC Manager ', ¥4 WinCC flexible RT ) Communication. 7E4llX{}; Connections. T
FF WiInCC flexible H4H 4 il i .

K SIMATIC Manager, - [SNMP OPC -- C:ASiemens\Step7\s 7 proj\Snmp_opc]
% File Edit Insert PLZ  Miew Ophions  ‘Window  Help
D |2 ¢ 2@ dalle &2 [ "< Na Fiter » |

El % SHMP OPC Object name | Info
=B SIMATIC PC Station(1)

== Tags
_E_ DF_.I: SEWE_r .5 Connections
| B - WIHEE flewible AT =B Cyoles

“F Screens
F-5g Communication
iz Alarm Manageme
+ %] Recipes
g Historical Data
02 Scripts
7 Reports
[#-52 Text and Graphic
[+-59 Runtime User Adr
-5 Device Settings
-y, Diagnostics

7£ WInCC flexible i & —4Ni%EH2“Connetion_1”, i%&#@ L driver 5 OPC.
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Excellence in
Automation & Drives:

I [ Screen_ 1 Ins'cm

CONNEGTZONS
8 O e e e B < 2
-

v |opc J
Carnmunication driver used for the connection. 9|
Allen Bradley DF1

Allen Bradley DH485

GE Fanuc SHP

Lz GLOFA-GM

Mitsubishi Fix

Mitsubishi Protocal 4
Modicon MODBUS
Modicon MODBLS TCR/IP
Omron Hostlink § Mulilink

| SIMATIC 500,505 DP - 3
F‘ml T SIMATIC S00/505 seriell
SIMATIC HMI HTTP Pratacal
SIMATIC 55 A5511
WinCC Fleible SIMATIC 55 DP Station
Runtime SIMATIC 57 200
i Interface SIMATIC 57 3007400

OFC w| 7| smoTIoN

Device OPC server

5

OPC server name Bg EocalServer
|OPC.SimaticNET | : & FrofiDiive. Profils erver.
OFC.SimaticHET.PD
OPC.SimatichET
OFC.SimaticHET.DP

P OPC.SimaticHMIHmiR T
o 8 Ml Maikberhond |

Remote computer narme

7E WInCC flexible HiZ— N N E AL AR & .
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Excellence in
Automation & Drives:

o
I_g Screen_1 ] .S' Connections [L;Tags

o nnection  [Datat o .
IPaddress  Connection_1 v String = |SHMP:[SCALANCE 400 systemt Jdparhess() | WP [SCALANCE 400 systemi Bipaddress()
portL Connection_1 Long Address Space Ttem Canonical Data Type Access Rights TtemD
portz |Connectian_1 Long .F| di OPC. SimatichET B3 foperstatus, 5136, 4 byte signed int(WT_I4)  Readabls SHMP[SCALAMCE K4..,
= e .ﬁ ifOperstatus,5138,,. 4 byte signed int(¥T_I4) Readable SHMP[SCALAMCE 4.,
part3 Conneckion_1 Long (=113 SCALANCE X400 systeml £ '
£ B Foperstatus.5135... 4 byte signedint(vT_14) Readable SNMP[SCALAMCE 4. ..
portd Connection_1 Lang ) Sysnfo B fopertatus.5138... 4 byte signedint(¥T_14)  Readabls SMMP:[SCALAMCE X4...
parts Connection_1 Lang 85 FOperStatus.5138.,, 4 byte signed int(¥T_14)  Readable SHMP:[SCALAMCE 4.,
o le ol i B Foperstatus.5135.,. 4 byte signedint(¥T_14) Readabls SMMP[SCALAMCE %4,
par onnectien_ o B foperStatus.5135... 4 byte signed int(¥T_14)  Readabls SMMP[SCALAMCE =4,
part? Connection_1 Long B foperStatus.5138... 4 byte signedint(¥T_I4) Readatls SHMP[SCALAMCE K4, .,
ports Connection_1 Long L ifOperstatus,5138,,. 4 byte signed int(¥T_I4) Readabls SHMP[SCALAMNCE x4,
B foperStatus.5138... 4 byte signed int(vT_14) Readable SMMP[SCALAMCE =4 ..
part? [sornection . Leng B3 fOperStatus. 5136... 4 byte signed ink(¥T_14)  Readable SHMP:[SCALANCE %4...
port10 |Conneckion_1 Long .‘: ifOperstatus,5138,,. 4 byte signed int(¥T_I4) Readablz SMMP[SCALAMCE B4,
portl1 Connection_1 Long B Foperstatus.5135... 4 byte signedint(vT_14) Readable SNMP:[SCALAMCE 4.,
B foperstatus.5135... 4 byte signed int(vT_14)  Readabls SMMP[SCALAMCE =4 ..
portL2 “onmectien 1 Leng B8 FOperstatus. 5138, 4 byte signed int(vT_I4)  Readable SHMP:[SCALANCE ¥4...
port13 Conneckion_1 Long B FOperstatus.5138.,. 4 byte signedint(¥T_14) Readabls SMMPI[SCALAMCE %4,
pertLa :CDnnect\On_l Lang B foperstatus.5138... 4 byte signed int(vT_14) Readable SMMP[SCALAMCE =4,
1 LH ifoperstatus, 5136, 4 byte signed int(¥T_I4) Readabls SMMP[SCALAMCE 4.,
portls Zonneckion_1 Long
portle Zonnection_1 Long
portl? Zonnection_1 Long
portls Zonnection_1 Long
MLFE Zonnection_1 Skring SHMP S ALAMNCE 2400 system] Jsnad0ModuleldentMLFE, T P [S_ALAMCE =400 system] Jsned0moduleldentMLFE, 1 T
Hw Zonnection_1 Skring SMMP[SCALANCE X400 systeml]snx400HwYersion SHMP[SCALANCE 2400 system]]snx400HwYersion 1
oW Zonneckion_1 Skring SMMP[SCALAMNCE %400 system1]snxd00Swhersion SHMP[SCALANCE %400 systernl]snxd00Swiersion 1
RM | Conneckion_1 Long SMMP[SCALAMNCE %400 system1]snxd00RmMade SHMP[SCALANCE $400 systeml]snx400RmMode 1
Fault Conneckion_1 Long SMMP[SCALAMCE 2400 system]]snx400FaultState SHMP[SCALANCE ¥400 system1]snx400FaultState 1
Linel Conneckion_1 Long SMMP[SCALAMNCE 2400 system1]snx400Pawersupply 1 State SHMP[SCALANCE %400 systern]snx400PowerSupply1State 1
Line2 Conneckion_1 Long SMMP[SCALAMNCE 2400 system1]snx400PowerSupply2State SHMP[SCALANCE %400 syskernJsnk400Power Supply2State 1
A 5 ST SRR HISCAE, BRI 10 XL 2
£ Screen_1 #iiE—/NMHEI[l. 25 7% LI SRR R W E, ASIXF I 10 X1 HE I
== - =
SN A .

<= Tags

Power  Input
1-4

CPU  Port
Status

Fort  Port  Port
Status Status Status

F  OJ|IN1 O
L1 OjINZ O
Lz OJINz O
M4 O

FM O[P1
P2

3

@6

Appearance

$ Appearance
m Diagonal movernent

® Horizontal movement

m Yertical mowvement E 5

B Direck movennent &
.

m isibiliey Irteger
" Binary
 Bit
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Exc-ellence in
@an & Drives:
(0 T BT eﬁ@?;.. 2 S ML SCAL ANCE XA00 (15 4 i

Sl SIMATIC WinCC flexible Runtime CEx
i

Power  Input  CPU  Port Fort  Port  Port
1-4 Status Status Status Status

F HEIM1 OE4 OF1 O F1 O|F1 O|F1 O
L1 OfIHz2 O|5TeYO(Fz O Fz O|Fz O|Fz O
Lz Oz O|0OM1 O F3 O(F: O|F: O
LilIN4 O)DMz O P4 O|P4 O|F4 O

2 3 4 3 E] 10 11

IP Address: ] 192.168.0.1

MLFE: |6GKS 414-3FCO0-2442
Huty' 'v'eraiu:un%E
| |
Sy Versiunqul,z.z
b
l< 2
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