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Security
informa-
tion

This entry is from the Siemens Industry Online Support. The general terms of use
(http://www.siemens.com/terms of use) apply.

Siemens provides products and solutions with industrial security functions that
support the secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber
threats, it is necessary to implement — and continuously maintain — a holistic,
state-of-the-art industrial security concept. Siemens’ products and solutions only
form one element of such a concept.

Customer is responsible to prevent unauthorized access to its plants, systems,
machines and networks. Systems, machines and components should only be
connected to the enterprise network or the internet if and to the extent necessary
and with appropriate security measures (e.g. use of firewalls and network
segmentation) in place.

Additionally, Siemens’ guidance on appropriate security measures should be
taken into account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them
more secure. Siemens strongly recommends to apply product updates as soon
as available and to always use the latest product versions. Use of product
versions that are no longer supported, and failure to apply latest updates may
increase customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial
Security RSS Feed under http://www.siemens.com/industrialsecurity.
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1 Horn Configuration in SIMATIC PCS 7

1 Horn Configuration in SIMATIC PCS 7

Introduction

You use the horn to trigger optical or acoustic signal transmitters. You use the Horn
Editor you configure which signals are to trigger which messages on arrival.

Notes
¢ The horn can be configured on OS single stations, OS servers and OS clients.
e It can be configured on one or more of these stations.
e It can be configured separately on each of these stations.
e Each of these horns can be acknowledged both only locally and from multiple
stations through an acknowledgment group.
e Multiple acknowledgment through an acknowledge tag continues to be
possible for the sake of compatibility with earlier versions. A description of this
is available in the FAQ response in Entry ID 17778088.
Validity

The following configuration has been made with the SIMATIC PCS 7 V9.0. This
example applies for the versions PCS 7 V8.2 / V9.0 and WinCC V7.4 / V7.4 SP1.
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2 Configuring and Selecting the Message Classes

2 Configuring and Selecting the Message
Classes

Introduction

In the horn you create the signal tags which you link to message properties. In the
case of an incoming message the signal tag of the assigned message class is set
to "1". If you do not specify a message class, every incoming message enables the
signal tag.

Prerequisites

Configure all the single-user stations, servers, redundant servers and client OS
stations in the SIMATIC Manager in accordance with the configuration manual
"SIMATIC PCS 7 Engineering System (V9.0)".

Open the desired SIMATIC PCS 7 OS station through the WinCC Explorer on the
Engineering Station.

Procedure
1. Open the Horn Editor by double-clicking the horn icon in the WinCC Explorer.

Now go to the event class pull-down menu and select the "Alarm” message
class in the "Message Assignment" tab, in the "Message class" column and
select "Warning" in the next line.

3. Insert any other message classes that are required.
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2 Configuring and Selecting the Message Classes

4. In the previous versions down PCS 7 V8.1 and WinCC this step can be
skipped, because in step 5 the tags were created automatically with a click on
the "Apply" button. In newer versions you must create the tags yourself by
going to the "Tag Management”, opening the "Internal Tags/Horn" directory
and creating the required tags as "Binary Tags". The trigger for the horn is
controlled at a later point in the assignment process by means of these tags.
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5. Then, in the "Tag" column, you enter names for the tags of the message
classes.
Horn - Winel C Configuraton Studio
File Edit Vaw Help
Horn « [l Message Assignment i # ~|/| [{ Prope
[ Message emgmert || message ciass |Friormy  |sowrce [area  |Event | Authorzation |Tag =] 2 selectio
Tl sgral hssigrenent | 1 [alarm |~ Horn_Alarmm Oblect
2 |Warning [ Hoen_\Warnir |Object f
ER 1 E Acousth
| Message
I 5 | Prigirty
&l Souses
[=] s
i s
ol Authonz:
[10] (T2
Bl
PCS 7 V9.0 - Configure the horn
Entry-ID: 89279751, V1.3, 12/2017 5




© Siemens AG 2017 All rights reserved

3 Selecting the Message Priority

3

Selecting the Message Priority

Introduction

Procedure

Note

In the "Message Assignment” tab, you
and/or specific priorities, for example.

can restrict messages to a specific area

= Horn - Wl C Configuration Shsdio
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With the message priority you specify in addition and independent of the message
class which messages are to trigger a signal first. You define the priorities for

single messages in the Alarm Logging.

In the "Message Assignment” tab you enter the message priority number in the
"Priority" column. You can use the following entries.

Entry in "Priority" Example | Meaning

No entry

The messages set the signal tags
regardless of the priority.

Number 5

One specific priority.

Number, number, number | 5,7, 9

Multiple specific priorities.

Number x - Number n 5-9 Priorities between Number x and
Number n inclusive.
< Number or > Number <5o0r>5 | Priorities less than or greater than the

number.

<= Number or >= Number | <=5 or
>=5

Priorities less than or equal or greater
than and equal to the number.

The signal tag is set only for "0"
priorities.

It is not possible to combine entries, *
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Do not assign to a signal tag a combination of message priority and message class that is
already being used in another signal tag. In this case, an incoming message could not set
this signal tag, as the first assignment already fulfills the conditions for the triggering of the
signal. A variable must not be described by several conditions.

The following example shows how the system behaves:

Table 3-1: Example 1

Message Priority | Source Area Event Authorization Tag
class
Alarm <Default> AlarmTag
Alarm 10 <Default> AlarmHighTag

Table 3-2: Example 2

Message Priority | Source Area Event | Authorization Tag
class
Alarm >5 <Default> AlarmTag
Alarm 10 <Default> AlarmHighTag

Incoming messages of message class "Alarm" with priority "10" never activate the
signal tag "AlarmHighTag". In both cases the first condition sets the "AlarmTag"
signal tag and triggers the associated signal.
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4 Defining Trigger Authorization of the Signal Tags

4 Defining Trigger Authorization of the
Signal Tags

Introduction

In the "Message Assignment” tab you define in the "Authorization" column whether
the signal tag is triggered user-specifically. The authorizations of the logged-on
user are taken from the configurations of the User Administrator.

Authorizations

This setting "Authorization for area" is useful for OS stations on which an operator
is working who only has access to single areas and only has the messages from
these areas displayed. In this way the horn is enabled only for messages that that
user can also see.

Authorization check: Disable "Authorization for area"

If the OS station is one of many OS stations in a central control room, the horn
should always be enabled regardless of the authorization of the user currently
logged on. For this you check the option "Deactivate default authorization check

"Authorization for area™".
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5 Defining the Trigger of the Horn

5 Defining the Trigger of the Horn

Introduction

In the case of rapidly repeated messages, the horn is enabled once again for each
incoming message. This can be uncomfortable for the operators if messages are

repeated frequently.

Not for incoming messages without acknowledgment

If you select "Not for incoming messages without acknowledgment”, the horn is
enabled only when an incoming message has been acknowledged beforehand.

NOTE The settings are only visible if "Message Assignment" is selected in the tree

structure.
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In this way the operator has the option of acknowledging only the horn and not the
message itself. When a new message arrives, the horn is not enabled again.
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6 Assigning Signal Transmitters to a Signal Tag

6 Assigning Signal Transmitters to a Signal
Tag

Introduction

The signals can be output either through an installed signal module, in a PCI slot,
for example, or using the sound files (*.wav) which can be output through the
installed sound card of the PC.

Procedure
1. Open the "Signal Assignment" tab.

With a double-click in the field of the "Tag" column you can select the created
tags.

3. Double-click in the "Signal module" column to select one of the three possible
hardware outputs of the signal module.
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4. Double-click in the "Sound" column to select one of the existing sound files
from the Standard PCS 7 version.
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6 Assigning Signal Transmitters to a Signal Tag

Note You can also use your own sound files. Details about creating your own sound files are
available in the WinCC Online Help. We would advise you also to save the files and the
template files in your project path. In this case the sound files are also saved when the
project is saved, and the path details are still correct even after loading the OS station.
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7 Configuring the Horn Acknowledgment
Behavior

The acknowledgment of the horn can be done either locally by the OS station on
which the horn is configured or also by other OS stations through multiple
acknowledgment.

Local acknowledgment

If the acknowledgment is to be exclusively by the local OS station, select the "Only
local" under "Horn acknowledgment".

NOTE The settings are only visible if "Signal Assignment" is selected in the tree
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Multiple acknowledgment via a group

If you want it to be possible for the horn to be acknowledged also by other OS
stations, you have to configure an acknowledgment group. For this, under "Horn
acknowledgment:" you select the option "Multiple acknowledgment in the following
group:" and enter a group name of your choice.

All OS stations which have the same group name configured form an
acknowledgment group. If the "Acknowledge horn" or "Acknowledge message"
button is pressed on one of these OS stations, an enabled horn will be
acknowledged on all the OS stations configured in the same acknowledgment

group.
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7 Configuring the Horn Acknowledgment Behavior
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8 Completion

8 Completion

Introduction

After configuring the horn you must enter the task "HMRT.exe" in the startup list of
your OS project to make the configuration effective.

Procedure

1. Inthe WInCC Explorer you click "Computer" and in the computer name pop-up
menu you select "Properties”.

[ = WirrCCE:lpImer— S Prg EMEMNS\STEP s /pr
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-5 Cross-Reference
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8 Completion

2.

Go to the "Startup" tab and click the "Add..." button.

-

Computer properties

| General | Statup_| Parameters | Graphics Rurtime | F{untimel

[¥]Mlam Logging Runtime

[#] Tag Logging Runtime

[T|Report Runtime

[¥]Graphics Runtime

[T]Message Sequence Report /SEQPROT
[T User Archive

Additional Tasks/Applications:

CCTMTimesync exe
CCEmergencyWatchRTServer exe
CCPerfmon exe
CCTTRTServer exe
OSLTMHandlerx exe

SFCRT.EXE

STJCBANK EXE

oK || cancel || Hebp
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8 Completion

3. Inthe "Application:" text field you enter "HMRT.exe" and click the "OK" button.

Command Li l‘ =ter:

r ™
Add Application — g
Application:

4. Click the "OK" button.

| |
|| Working Directory: [T Project Directory
L]
, o |
i Window on Opening
() Minimized @ Default () Maximized
11
! |
N Path and name of the program
[
I |
[ ok \\_jL Cancel |
e 1 A
\_/\/

-

Computer properties —

| General | Startup | Parameters I Graphics Runtime I F{untime|

WinCC Runtime Start Up Order:

¥l Global Script Rurtime

[#]Mlarm Logging Rurtime

[¥] Tag Logaing Rurtime

[]Report Runtime

[¥] Graphics Runtime

[[|Message Sequence Report /SEGPROT
[ User Archive

Edit

Additional Tasks/Applications:

CCTMTime:

CCEmergencyWatch RT Server.exe
CCPerfmon exe

CCCSigRTServer exe
CCTTRTServer.exe
OSLTMHandlerX exs

SFCRT.EXE

STICBAAX EXE
Os5tateMachineX exe
AsOSHeartBeatX exe
IMServerx exe

Add

| »

T |

Remave

P

Cancel | [ Heb

f_
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8 Completion

5. Acknowledge the message and restart your project.

WinCCExplorer [

Medification of the startup list will become effective once you open the project
again.

o, ]
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