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SIMATIC  

Component Qty. MLFB / Order number Note 
CPU 315-2 DP 2 6ES7315-2AG10-0AB0   
CPU317-2 PN/DP 1 6ES7317-2EJ10-0AB0  
CP343-1 Advanced 1 6GK7343-1GX21-0XE0  
Power supply 2 6ES7307-1EA00-0AA0  



PS307 5A  
Micro Memory Card 2 6ES7 953-8LF11-0AA0 64 kB 

PC 1   
S7-400 UR2 Rack 1 6ES7400-1JA00-0AA0  
CPU 416-2DP 1 6ES7416-2XK02-0AB0  
CP 443-1 IT 1 6GK7443-1GX11-0XE0  CP 443-1 Advanced 

6GK7 443-1GX20-0XE0 
Power supply  
PS 405 10 A 

1 6ES7405-0KA00-0AA0  

 

 

Component No. MLFB / Order number Note 

SCALANCE S612 V2.1 1 6GK5612-0BA00-2AA3  
Security Configuration Tool V2.2 1 - SCT is delivered with 

SCALANCE S   
EGPRS/GPRS router MD741-1 1 6NH9 741-1AA00  
ANT 794-4MR 1 6NH9860-1AA00  
SIM card 1  MD741-1 internet  GSM 

SIM EGPRS
 

 

 

Component Qty. MLFB / Order number Note 

STEP 7 V5.4 SP1 1 6ES7810-4CC08-0YA5  
 

 

 

 

Component Qty. MLFB / Order number Note 
SCALANCE X208 1 6GK5208-0BA00-2AA3  
RJ45 plug-in connector 10 6GK1901-1BB10-2AA0  
 

internet  

Component Qty. MLFB / Order number Note 

ADSL Router + Modem 
VPN ( ) 

1  Modem
Modem 

LINKSYS BEFSX41 

Internet  1   
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Internet IP

VPN VPN

SCALANCE S612  

PG/PC PG/PC STEP7 IP PLC IP

 

PLC PG/PC PLC PLC IP PLC

 

SCALANCE S612 PG/PC SCALANCE S612

IP SCALANCE S612 SCALANCE S612

Security Configuration Tool SCALANCE S612  

MD741-1: MD741-1 Internet VPN

SCALANCE S612 VPN  

 

 

IP  

 Module IP address 

Internal External 

R
M

T 
1 CPU 317-2 PN/DP 192.168.0.2 

MD741-1 192.168.0.1 Dynamic from APN 



 Module IP address 

Internal External 
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ADSL Router 192.168.2.1 Fixed IP from 
provider 

SCALANCE S612 192.168.3.1 192.168.2.2 
PC/ PG 192.168.3.3 

 

 

Linksys BEFSX41

IP 192.168.2.3; 255.255.255.0 IE

IP 192.168.2.1 “admin”

 

 

 

“Setup Basic Setup Internet” PPPoE 

ADSL “Keep Alive”

ADSL “Local IP Address” IP

192.168.2.1 IP “Local DHCP 

Server”  “Save Setting”  



 

 

 

Internet

IP IP IP

MD741-1 MD741-1 IP VPN IP

MD741-1 SCALANCE S612

Internet “Status”

IP  

 



 

 

VPN VPN 

PASS-Through VPN “Security”

“VPN” IPSec Pass-Through “Enabled”  

 

 

 

  SCALANCE S612

“Application & Gaming” “Port Range Forwarding”

4500 500 SCALANCE S612 IP  



 

   

 

PG/PC  

Step7 SCALANCE S612 Security Configuration 

Tool  

 

PLC  

PLC IP IP

192.168.0.3, 255.255.255.0 IP PLC IP 192.168.0.2

 

 

IP PLC IP  

  SET PG/PC  



 

SIMATIC Manager PLC Edit Ethernet Node…  



Edit Ethernet Node…

 

Browse.. PLC  



 

OK PLC IP  

 

 Assign IP Configuration PLC IP  

SIMATIC Manager 300 300

300CPU  



CPU CPU IP 192.168.0.2

255.255.255.0 Use Router IP 192.168.0.1 MD741-1

300PLC MD741-1 IP  

 

SCALANCE S612 

SCALANCE S612 SCALANCE S612

SCALANCE S612 IP  

 

SCALANCE S612  

 

SCALANCE S612  



 
 

Project New

Admin  

 
 

IP VPN

 

    SCALANCE S612 MAC MAC

SCALANCE S612 IP SCALANCE S612 IP

 



 
 

SCALANCE S612 VPN  

 

Dead-Peer-Detection 600  

Permission to initial the connection  Wait for connection from remote VPN 

gateway  

WAN IP address IP  222.128.29.196  

 

 



 
 

 

 
 

VPN Groups Group1 Properties.. VPN  



 
 

SCALANCE S612  
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SCALANCE S612  

 

MD741-1: 

MD741-1 IP 192.168.1.1 IP

192.168.0.1  

IP 192.168.1.2 255.255.255.0  



 
 

IE IE https://192.168.1.1 MD741-1

Local Network IP 192.168.0.1 Save IE

IP  

 

IE IE https://192.168.0.1, MD741-1

External Network EDGE/GPRS Internet  

 

guest; APN CMNET, SAVE MD741-1

Internet Overview : 



 

 

VPN  

IPSec VPN Certificates
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VPN IPSec VPN Connections

VPN Standard Mode  

 

Settings  

 

 

 

 



 

Save  
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VPN PLC  


