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1 HTTPS  

HTTPS Hypertext Transfer Protocol Secure

SSL/TLS HTTPS

 

HTTPS

 

HTTPS VeriSign Microsoft

HTTPS

 

1. HTTPS  

2.  

3. 

 

4. https://example

“Example Inc.”  

5. TLS SSL

 

   

 

1-1 HTTPS  

1-1 HTTPS  

http://zh.wikipedia.org/wiki/%E8%8B%B1%E8%AF%AD
http://zh.wikipedia.org/wiki/%E7%AB%8A%E8%81%BD
http://zh.wikipedia.org/wiki/%E4%B8%AD%E9%97%B4%E4%BA%BA%E6%94%BB%E5%87%BB
http://zh.wikipedia.org/wiki/%E8%AF%81%E4%B9%A6%E9%A2%81%E5%8F%91%E6%9C%BA%E6%9E%84
http://zh.wikipedia.org/wiki/%E5%BD%93%E4%B8%94%E4%BB%85%E5%BD%93
http://zh.wikipedia.org/wiki/%E4%BC%A0%E8%BE%93%E5%B1%82%E5%AE%89%E5%85%A8
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2 WINDOWS SERVER 2008 CA 

HTTPS SCALANCE X SCALANCE X WEB SERVER

HTTPS CA CA
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3 IIS  

“Certification 

Authority “WIN-TEST-ROOTCA

CA  
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CA HTTPS CA WEB 

Server “WIN-TEST-ROOTCA
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3-2 IIS  

IIS

3-2 IIS WEB

 

 

 3-3  



 
 

15 
 

C
op

yr
ig

ht
 

 S
ie

m
en

s 
A

G
 C

op
yr

ig
ht

 y
ea

r 
A

ll 
rig

ht
s 

re
se

rv
ed

  

WEB

DNS WEB IP

CA  

 

 3-4  

 

 



 
 

16 
 

C
op

yr
ig

ht
 

 S
ie

m
en

s 
A

G
 C

op
yr

ig
ht

 y
ea

r 
A

ll 
rig

ht
s 

re
se

rv
ed

  

 

 3-5  

“C “CAWEB  

 

 3-6  



 
 

17 
 

C
op

yr
ig

ht
 

 S
ie

m
en

s 
A

G
 C

op
yr

ig
ht

 y
ea

r 
A

ll 
rig

ht
s 

re
se

rv
ed

  

 

 3-7 WEB  

2-6 IE “http://192.168.1.50/certsrv/

“192.168.1.50 IP  
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“Default Web Sit"

“https" IP SSL
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IE —— 3-16
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“WIN-
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 4-1  

HTTPS SCALANCE X 

“Internet

“https://192.168.0.50  
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“https://192.168.1.50/certsrv/  
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“X400CERT IE
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 4-16  

 

4-15  

PFX SCALANCE X400 PEM OPEN 

SSL OpenSSL http://www.openssl.org/ 

WINDOWS OpenSSL 

http://www.openssl.org/related/binaries.html 

http://www.openssl.org/
http://www.openssl.org/
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4-17  

OPEN SSL —— ——

—— “Path OpenSSL 4-17  

 

pkcs12 -in  X400CERT.pfx -out  X400CERT.pem  -nodes 

X400CERT  
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 4-18 OpenSSL  

Bag Attributes 

    localKeyID: 01 00 00 00  

    friendlyName: le-8b599217-1c2e-419d-9e9b-37865cc9df0f 

    Microsoft CSP Name: Microsoft Enhanced RSA and AES Cryptographic Provider 

Key Attributes 

    X509v3 Key Usage: 10  

-----BEGIN PRIVATE KEY----- 

MIICdgIBADANBgkqhkiG9w0BAQEFAASCAmAwggJcAgEAAoGBAMltTbm1m2Obe22K 

vWSwrLn60vFAFxtxKsStTzevYX+7OXR0HYhp2uYGMv2N2NwCHD1s2kgEIMC6qCmV 

jD/cx8ML+ZAdMCHCJF/p7Khxs2a5ZrNmtCveQOf7YTaHaNbyD8Ve8YkK8cu6IQqw 

sC3s6g4gVZ0iWI8GXnjLnhqZjrahAgMBAAECgYEAlK+btV9KYf+u39CPN5l3Fx4A 

wlb196rU0DPCiy9qADi7E6x29HB3Rl8DGsmvb9Aa+ni0tH5fkwT2ByQ+UBHwXkmw 

mE277ArwCEXQkk7WPTpjxTscZvtHdvg9MOZ+TDIrrUCJmQQzrKV4QtlpHbzosIn9 

cOTzNUXsKZFVatF50nUCQQDrECiaEUmaP3v9jUSUQqM1d7/YxWZXOLJ1/gPugdDL 

rQPnf4PJPLe4K6xu0wzuANtOD8blR885uwbLnJTYMP0DAkEA214u5M+IUHiTxmT3 

i6tNC4++bPjiOJxnXwAIz1ERRVEcWKieO3Q/3XYsanOsdyy8Kmr9snvmrr+MHL7h 

5W5yiwJAIFhW3exnDlyR+S/JMgWBY8gYlAGFtZbNp8LOU7F1Q7GJCf/X6Ib8WNFZ 

pt5PtyhTBQjSu5YIA8+ifb4MFTuYdQJAGKwoJA3/a+WT4U171hanLLS3GzSG5Q0a 

R0IOu5qHkb9Eq+gTG+bARB1Fc5ec/y5l33N3IzryQBdFH/qMF6zrbwJAZMdi22wp 

TyYEe8nua8fw1hrp59Kz6cinTdRhSRfH+gLAnSZ82AqP1PuAcU4ZfzKCt5t+rPtn 

eHdcXgwfd6+Y2Q== 

-----END PRIVATE KEY----- 

Bag Attributes 

    localKeyID: 01 00 00 00  

    friendlyName: X400CERT 
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subject=/C=CN/ST=PEK/L=PEK/O=SIEMENS/OU=CS/CN=192.168.1.19/emailAddress=40081

04288.cn@siemens.com 

issuer=/CN=WIN-TEST-ROOTCA 

-----BEGIN CERTIFICATE----- 

MIIERzCCAy+gAwIBAgIKYZ9AygAAAAAABTANBgkqhkiG9w0BAQUFADAaMRgwFgYD 

VQQDEw9XSU4tVEVTVC1ST09UQ0EwHhcNMTQwNTI0MDgzODM5WhcNMTUwNTI0MDg0 

ODM5WjCBiTELMAkGA1UEBhMCQ04xDDAKBgNVBAgTA1BFSzEMMAoGA1UEBxMDUEVL 

MRAwDgYDVQQKEwdTSUVNRU5TMQswCQYDVQQLEwJDUzEVMBMGA1UEAxMMMTkyLjE2 

OC4xLjE5MSgwJgYJKoZIhvcNAQkBFhk0MDA4MTA0Mjg4LmNuQHNpZW1lbnMuY29t 

MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQDJbU25tZtjm3ttir1ksKy5+tLx 

QBcbcSrErU83r2F/uzl0dB2IadrmBjL9jdjcAhw9bNpIBCDAuqgplYw/3MfDC/mQ 

HTAhwiRf6eyocbNmuWazZrQr3kDn+2E2h2jW8g/FXvGJCvHLuiEKsLAt7OoOIFWd 

IliPBl54y54amY62oQIDAQABo4IBoTCCAZ0wDgYDVR0PAQH/BAQDAgTwMBMGA1Ud 

JQQMMAoGCCsGAQUFBwMBMB0GA1UdDgQWBBRJt96+BR3TlFD5swe0zSTG3Fi8njAf 

BgNVHSMEGDAWgBRtPWwnYMNGLBDpY8EFVoeRP6mMPTB9BgNVHR8EdjB0MHKgcKBu 

hjVodHRwOi8vd2luLTlneG1lenp4bHFuL0NlcnRFbnJvbGwvV0lOLVRFU1QtUk9P 

VENBLmNybIY1ZmlsZTovL1dJTi05R1hNRVpaWExRTi9DZXJ0RW5yb2xsL1dJTi1U 

RVNULVJPT1RDQS5jcmwwgbYGCCsGAQUFBwEBBIGpMIGmMFEGCCsGAQUFBzAChkVo 

dHRwOi8vd2luLTlneG1lenp4bHFuL0NlcnRFbnJvbGwvV0lOLTlHWE1FWlpYTFFO 

X1dJTi1URVNULVJPT1RDQS5jcnQwUQYIKwYBBQUHMAKGRWZpbGU6Ly9XSU4tOUdY 

TUVaWlhMUU4vQ2VydEVucm9sbC9XSU4tOUdYTUVaWlhMUU5fV0lOLVRFU1QtUk9P 

VENBLmNydDANBgkqhkiG9w0BAQUFAAOCAQEApDgP/vUV4XKdKtSumgxvqAir+9Um 

2qfa5RmemWROsalzMkk3dv1qV9NL3iFreRpAEyuhFOu10XGj5fwQrBmgxbbtdnok 

UBbR+1hTwD6pgcHG7P6bxXXPKgBaEsZ8aQU1Q5KYOmscjpBD248/e7QjkAAvNWXR 

Wh248qYfj6EmMznxYwcKRQya0OTeHPo7eOhXL9xtKFflITigpz+Vy29ZbDHfbQ4i 

DgQVeMwCBnI7CAqnP1xUIjMfja06z3L6hq59xgnZl1sf2h4P+UkoeMLmI5lqF7vm 

H6npkiAF+OHojaBzY4ZZnuzkWhlJamRMAnK8hsD/wM+/KzKVgpEWnkP8qg== 

-----END CERTIFICATE----- 

 

PEM

Scalance X400 “txt”
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 4-19  

4-19 SCALANCE X414-3E “System”  

“Save&Load HTTP “SSL Private Key File “SSL 

Certificate File  “Load Private Key “Load 

Certificate and Restart  

IE https://192.168.1.19 IE
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“WIN-TEST-ROOTCA PC
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IE IP 4-24

 

 

 4-25 SCALANCE X Agent  

HTTPS

SCALANCE X414-3E “Agent “HTTPS only”
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